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Abstract

This paper explores the ways that states benefit from the activities of non-state actors (NSAs) as tools of irregular
warfare (IW), with a particular focus on China and Russia. An examination of the historical relationships
between state and non-state actors reveal that while proxies provide many potential advantages to their
authoritarian patrons, they also present significant problems. The paper further demonstrates how China and
Russia each utilizes a wide range of NSAs in a similarly broad spectrum of irregular warfare activities, including
low-level persistent operations designed to erode adversaries’ institutions over time, to much more kinetic
operations that directly challenge the territorial integrity of other sovereign states. Implications for how to
respond to these activities are discussed.
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Introduction

During the last decade or so, a growing international consensus has emerged that the boundaries between
peace and war are becoming ever more blurred. States increasingly seek to compete with, coerce, and
influence one another in ways that are widely perceived to be hostile, yet intentionally remain below the
threshold of conventional war.! Although in some respects, this is nothing new—examples of everything
from economic coercion to “fake news” can be found throughout history—such tactics have expanded and
proliferated in the post-Cold War era as a result of increased globalization and advances in technology, along
with the rising costs of war.?

Authoritarian, revisionist states like Russia and China, which have spearheaded the rise in so-called “gray-
zone warfare,” have also been driven by their fear of U.S. conventional military superiority. Moscow and
Beijing have further demonstrated a growing sense of paranoia surrounding “color revolutions” in the
former Soviet Union, and the “Arab Spring” uprisings against corrupt governments in the Middle East
and North Africa. Over time, Russian and Chinese leaders came to view these events, not as legitimate
manifestations of popular discontent, but as Western-orchestrated plots that amounted to a new way of
warfare aimed at undermining and ultimately overthrowing autocratic regimes.’ As a result, they have
invested heavily in such tactics as disinformation, subversive economics, political interference, and use of
proxies.

It is within this context that non-state actors (NSAs) have taken on an increasingly important role as tools of
malign state influence. NSAs—from militant organizations to businesses and even individual citizens—have
steadily grown in power and influence, thanks largely to the diffusion of technology. They also frequently
operate in local social, economic, legal, and political systems. Depending on context, NSAs also enjoy
significant freedom of movement internationally.* This provides them with unique forms of access and
potential influence that states may not have, making them an attractive option to pursue certain foreign
policy objectives. Thus, as the UK Ministry of Defence has observed, “[o]ld distinctions between ‘peace’

and ‘war’, between ‘public’ and ‘private’, between ‘foreign’ and ‘domestic’ and between ‘state’ and ‘non-

»5

state’ are increasingly out of date.

Yet, despite the rapidly growing interest in gray-zone operations, irregular warfare (IW), and foreign
interference, much of what we know about how states employ NSAs as tools of malign influence has tended
to focus on violent non-state actors and proxy warfare, or, to a lesser degree, the use of “cyber mercenaries.”
In addition to cases such as these, states routinely co-opt or otherwise exploit a wide variety of NSAs to

exert political influence, including many which are non-violent and operate within the confines of the

law.” However, different sorts of cases tend to be discussed separately to one another, and there has been
insufficient effort to date to gain a more complete understanding of the range of NSAs that are employed

by states for purposes of IW and malign state influence, the nature of their relationships with patron states,
the types of activities they are involved in, or the specific sorts of challenges and opportunities they may
present. This paper aims to improve our understanding of these issues, with a primary focus on the activities
of China and Russia as the two most prolific practitioners of this particular form of statecraft in the world
today.

The paper begins with a brief discussion of IW and malign state influence, which is fundamentally
important for identifying what sort of activities may be considered politically unacceptable and thus where
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NSAs may be contributing to hostile foreign agendas. The following section clarifies what is meant by the
term “non-state actor” in this context and explores the varying relationships that exist with states, as well

as the motivations of both parties, and associated risks and rewards. The next section draws upon the work
of Lyle Morris and colleagues at the RAND Corporation to introduce a continuum of malign influence
activities, ranging from kinetic operations to low-level non-kinetic activities.® Using this framework, the
potential contribution of NSAs is discussed, demonstrating that non-state actors often represent the front
line of malign state influence. The paper ends with a discussion of takeaways and considerations for how to
respond to NSA political interference operations.

Irregular Warfare and Malign State Influence

While the intention here is not to get bogged down in definitional debates, some clarification of
terminology is necessary. Within the U.S. Department of Defense, the most recent definition of irregular
warfare describes it as “[a] form of warfare where states and non-state actors campaign to assure or coerce
states or other groups through indirect, non-attributable, or asymmetric activities.” According to the
previously published summary of the Irregular Warfare Annex to the National Defense Strategy, irregular
warfare “may employ the full range of military and non-military capabilities” to include such activities as
use of proxy forces, disinformation, deception, economic coercion and covert operations.'” By comparison,
Title 50 of the United States Code defines “foreign malign influence” as “any hostile effort undertaken by,
at the direction of, or on behalf of or with the substantial support of, the government of a...foreign country
with the objective of influencing, through overt or covert means,” political, military, economic, or other
policies or activities of the U.S. government or American public opinion."!

While the concepts of irregular warfare and malign state influence thus clearly overlap with one another,
they are also complementary. The revised definition of irregular warfare helps to differentiate it from
conventional forms of warfare, and thus provides a sense of where the upper limit of the gray-zone lies. The
concept of malign state influence adds to this by drawing attention to mostly non-military activities, which may
be pursued through overt as well as covert means, towards similar objectives.'” More importantly still, it raises
the question of what is “malign,” “hostile” or otherwise goes beyond what is generally considered to be acceptable
state behavior. In this way, it leads us to consider where the lower end of the gray-zone spectrum may be found.

A useful framework for thinking about and identifying problematic behavior in this context comes from
Australia’s Department of Home Affairs, which defines “foreign interference” (i.e. malign state influence)
as “activity [that is] carried out by, or on behalf of, a foreign power, is coercive, corrupting, deceptive or
clandestine, and contrary to [a targeted state’s] sovereignty, values and national interests.”"* However, it

is worth emphasizing that not all forms of malign state influence will necessarily clearly meet all of these
criteria, and it can sometimes be difficult to judge whether a particular case qualifies or not. An alternative
way of thinking about this problem, suggested by researchers Kristine Berzina and Etienne Soula at the
Alliance for Securing Democracy, is simply in terms of transparency and intent." The former succinctly
covers both covert activities as well as those which are conducted out in the open yet are still somehow
opaque. The latter may be determined not only by whether the activities in question are coercive or
somehow corrupting, but also by the timing, coordination with other behaviors, and (potential) scale of
effect.?
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A final consideration, proposed by former British diplomat Charles Parton, is the question of reciprocity:
would we be allowed to conduct similar activities in the state that is responsible for conducting them in onrs?®
Of course, there will always be a mismatch between relatively open versus closed, authoritarian systems of
governance (and as Parton points out, liberal democracies should not forsake their values); however, this is
a useful question to ask, in particular when assessing activities which are often highly ambiguous, may be

exploiting legal loopholes, and where the ultimate intent is difficult to determine.

Non-State Actors and the State:
Relationships and Motivations

Although there is no consensus definition of “non-state actor,” broadly speaking, the term refers to
individuals and entities that do not officially represent a government, but which nevertheless possess
significant political, social, and/or economic influence." It is important to recognize, however, that the lines
between state and non-state actors are often blurred and sometimes exceedingly thin. This is especially the
case in authoritarian regimes where the state exercises a far greater degree of control over the private sector
and civil society than would be possible in a democracy.

What counts as an NSA is therefore a matter of degree. At one end of the spectrum, there are groups and
individuals who largely operate autonomously, yet nevertheless sometimes have connections to and act in
the interest of states. One example of this is Wikileaks and Julian Assange, who knowingly assisted Russian
GRU military intelligence officers in disseminating sensitive information they had illegally obtained after
hacking into the Democratic National Committee (DNC), which was clearly aimed at influencing the
2016 U.S. presidential elections.' In other cases, NSAs may be unwittingly manipulated by states into
doing their bidding, as may be the case in some instances of elite capture, or, for example, where ordinary
citizens are duped into sharing disinformation or protesting in the streets.

At the other end of the spectrum are quasi “non-state actors” that are partially integrated, and/or work in
close coordination with state structures, at least some of the time; enjoy significant levels of state support
(to include things like training, funding, and other resources); and are overseen and directed by government
officials. Perhaps the best example of this is China’s maritime militia, which consists of fishermen who
retain their full-time civilian occupations, but are also trained and equipped by, and operate in coordination
with, the People’s Liberation Army Navy (PLAN) and Chinese Coast Guard (CCG)."” The better trained
militia units are even thought to receive generous salaries to the extent that they are no longer reliant on
fishing as their primary source of income.” Furthermore, some individual militia members simultaneously
hold positions in local government, which further complicates the picture.!

In order to account for this complexity, scholars have proposed a number of taxonomies to describe the
varying relationships between patron states and their proxies.”> Although they differ in their terminology,
the key criterion in these models is the degree of command and control that the state is able to exercise,
which corresponds to some degree to the level of resources that it is likely to provide. Simply put, NSAs
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may be characterized as autonomous, semi-antonomous, or state-directed. These are waypoints on a dynamic
spectrum of autonomy, and the relationships behind them are constantly evolving. As a result, NSAs may
move up and down this sliding scale depending on changing circumstances.”

Of course, the true nature of relationships in this context is often deliberately obscured, and the amount
of available information to be able to make a judgement is limited.** Nevertheless, seeking to understand
and expose these connections to the extent it is possible will greatly assist with threat assessment, while
furthermore helping to undermine some of the reasons why states turn to NSAs in the first place.” This is
discussed in the following section.

State Motivations and Perceived
Benefits of NSAs

Understanding state motivations and the perceived benefits of using NSAs is another essential step in
making sense of their role as tools of malign influence and in looking for ways they might be countered.
Perhaps the most commonly offered reason for why states choose to work through NSAs is deniability,
which enables them to conduct activities or operations that might otherwise result in significant political
costs. The extent to which deniability is actually plausible varies greatly, and in fact is often paper thin,
particularly where overt actions are involved. Having NSAs do the dirty work may nevertheless reduce

the extent to which states can be held accountable and limit the severity of any retaliation. Consider, for
example, what might happen if Iranian soldiers, rather than their proxy militias, launched attacks on U.S.
bases in Iraq? Proxies thus enable states to pursue limited objectives while avoiding escalation. As an added
bonus, they may provide a “face-saving” mechanism in the event that they fail >

Reducing the level of accountability may be thought of as one element in what Krieg and Rickli refer to

as lessening the “burden of war.” This refers to the collective costs of engaging in armed conflict (or more
broadly, irregular warfare and malign state influence), which includes both domestic and international
political costs, as well as strategic, operational, legal, and financial considerations.”” For these authors,
deniability has given way to discretion in the post-Cold War era, while domestic public opinion has emerged
as the single most important factor which distinguishes contemporary versus historical use of surrogates.*®
This is likely to be particularly true in authoritarian states, which tend to obsess over internal state stability
and arguably fear their own populations more than anything else.

This explains Russia and China’s preoccupation with color revolutions and the heavy premium that

they place on control of information. In Russia, for instance, leading military theorists have viewed the
collapse of the Soviet Union, as well as difficulties experienced in the campaigns in Chechnya and Georgia,
chiefly in informational-psychological rather than military terms.” This drove the Kremlin to tighten its
control over the media during the second Chechen war in an attempt to insulate its population from what
was happening in the warzone.* It may also partly explain Moscow’s use of ostensibly private military
companies (PMCs) such as the now-infamous Wagner Group, which emerged in 2014, since it does not
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report PMC casualty numbers, which tend to be far higher than those of the regular military.*" In effect, this
hides the true costs of war and may have alleviated domestic pressures from groups such as the Committee
for the Soldiers’ Mothers of Russia, which, historically, has been a thorn in the Kremlin’s side.”

Another key reason why states may choose to utilize NSAs for engaging in risky activities is the added
ambiguity that they introduce to any given scenario. Indeed, ambiguity is widely seen as one of;, if not zbe
most important, defining feature of gray-zone operations, since it can complicate and delay responses,
thereby giving aggressors additional time and space to pursue their objectives.”® Where NSAs are involved
in IW and malign state influence—whether it be irregular forces in eastern Ukraine, maritime militia in the
South China Sea, or “private” businesses buying up property next to military installations—they increase
ambiguity, both in terms of attribution and intent, and may thwart decisive action.*

NSAs are furthermore sometimes useful to states because of their unique skillsets or capabilities. Indeed,
the GRU only turned to Wikileaks after its own attempts at distributing the information it had obtained
failed to attract any attention.” It is also a key reason why states have turned to civilian (typically criminal)
hackers to conduct operations in cyberspace. According to a U.S. Secret Service agent, commenting in
2014, “Many of the [non-state cyber] actors that we look at on a daily and weekly basis have capabilities that

actually exceed the capabilities of most nation-states.”

Related benefits that NSAs bring to the table include access to places or people, along with an added sense
of credibility and legitimacy that, depending on the circumstances, states may not have. Whether messages
come from local power brokers; former, influential politicians; private businesses; media outlets; civil
society organizations; youth groups; religious figures; social media influencers; or some other ostensibly
independent entity, they are often likely to carry more weight than if they are perceived to come from
foreign governments that are trying to advance a nefarious political agenda. Notably, perceptions of
credibility and associated legitimacy, along with almost all of the other benefits of working through NSAs,
are dependent on hiding or obscuring connections to the state. Again, it follows that if the relationship
between patron state and proxy is exposed, it should help to undermine the value that NSAs provide.

NSA Motives and Problematic Behavior

It is important to understand why and how NSAs become involved in, and sometimes jeopardize or

derail, state-backed IW and malign influence campaigns. In the context of proxy warfare, violent NSAs are
typically keen to obtain badly needed resources, such as weapons and materiel, in order to achieve their
objectives on the battlefield, which, naturally, must align with the geostrategic interests of states to some
extent. The degree of mutual affinity may also be strengthened by shared ethnicity, religious beliefs, and/or
political convictions.”

Mutual affinity is also important in understanding non-violent NSAs involved in subtler forms of malign
influence, from propagandists to criminal hackers to wealthy businessmen who seek to buy political
influence. Such individuals often appear to be driven, at least in part, by a genuine sense of patriotic nationalism.
Yet, they also frequently stand to personally gain from their exploits. Take, for instance, Huang Xiangmo, a
Chinese billionaire property developer with “very, very close” ties to the Chinese Communist Party (CCP), who
was eventually declared persona non grata in Australia for having attempted to influence the country’s politics.”®
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Throughout his time in Australia, Huang consistently spoke and acted in line with the Party’s interests, making
millions of dollars of political donations in the process, seemingly at his own expense. But under the CCP, these
kinds of actions are rewarded with further business opportunities and other favors, meaning that self-interest
almost always also plays a role.*

In other cases, the motivation may be more about self-preservation. Hinting at what is known to be a well-
established practice, Oleg Gordievsky, the former head of the KGB office in London, once coyly admitted
that “[o]ne man I know, who was caught committing a cyber crime, was given the choice of either prison
or cooperation with the FSB and he went along.”* Similarly, Russia allowed the Wagner Group to recruit
thousands of convicted criminals to serve in Ukraine in return for pardoning their crimes.*'

Others still may be drawn into malign influence activities through a careful process of social manipulation.
For example, Huang’s “star” recruit, then-Senator Sam Dastyari, was doubtlessly swayed by the hefty
political donations, along with the lavish trips to China. Over time, it seems that he developed a profound
sense of obligation and loyalty to Huang, along with a genuine, yet misguided, feeling of friendship. Thus,
as the political crisis around him was deepening in October 2016—by which time he had been publicly
accused by the Australian Prime Minister of taking “cash for comment” in support of Beijing—he went to
Huang’s home in Sydney to warn him that his phone was probably being tapped.* It was not until 2019
that Dastyari finally admitted that Huang may have been “directly, or indirectly, an agent of influence for

the Chinese Government.”#

Whatever their precise motivations and pathways into irregular warfare and malign state influence, even
politically committed NSAs often remain fundamentally self-interested and maintain multiple interests and
objectives, not all of which align with those of the state. Thus, despite all their advantages, they frequently
engage in problematic behavior, which makes them a liability.* Continued involvement in criminality is

a common example that is frequently seen among hackers in particular. Although both Russia and China
are content to turn a blind eye to this, it provides opportunities for investigations and interdiction as well

as strategic communications (more on this below).* Even Huang Xiangmo, who was quite sophisticated
and already very wealthy, broke the law with some of his political donations and has been further accused
of tax evasion.* It was also Huang’s brazenness, alongside Dastyari’s foolishness, that ultimately led the
Australian government to ramp up its efforts to counter foreign interference and reconsider its relationship

with China.

Because they are either relatively untrained, and/or to varying extents unregulated, it is commonplace for
NSAs to engage in unprofessional and undisciplined conduct, which can undermine their legitimacy and
effectiveness and/or expose their relationship with the state. This varies from “loose talk” about government
support to committing war crimes and other human rights violations.*” In extreme cases, NSAs can even
turn directly against the state. This was demonstrated most dramatically by the Wagner Group’s failed
insurrection of June 2023, which saw Yevgeny Prigozhin’s paramilitaries shoot down six helicopters and a
Russian aircraft, briefly seize control of the strategically important city of Rostov-on-Don, and march to
within 200km of Moscow, before aborting the plan and turning back.*® Even China’s tightly controlled
maritime militia have reportedly been difficult to manage and have sometimes engaged in illegal fishing

at times when it was expressly forbidden to avoid “causing trouble...and damaging China’s international
image.”* From the perspective of countering NSA involvement in irregular warfare and malign state
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influence, any such weaknesses or rifts in the relationship may present valuable opportunities that can
potentially be exploited and should therefore be closely scrutinized.

The Non-State Actor Toolbox

In order to further comprehend this phenomenon, it is necessary to try and map out the broad “universe”
of NSAs that are involved in irregular warfare and malign state influence, along with the different types of
activities they are involved in. A useful starting point for organizing this analysis is Morris et al.’s scale of
“gray zone activities,” which distinguishes between three types, or levels, of effort: aggressive, moderate,
and persistent.’® Adapting this scale to maximize the degree of fit to the current focus on NSAs, the most
important criteria for differentiating these levels are the degree to which the activity is: a) kinetic in nature;
b) has a direct, discernible, and serious impact on national security; c) is attributable; and d) legal.”*

More aggressive actions are more likely kinetic, have a direct, discernible impact, are often comparatively
easy to attribute, and are at the same time often illegal. They may also be characterized as riskier, in terms
of potentially provoking a robust, possibly even military response. Moderate activities, on the other hand,
may or may not have a kinetic component, but still have some form of direct or potentially very serious
impact on national security.’> Attribution for actions at this level is still possible, though more difficult
than for aggressive actions, while legality varies. Finally, persistent actions are a) non-kinetic and ongoing;
b) challenging to attribute; c) often legal; and d) have an impact that is relatively difficult to discern. Of
course, NSAs may conduct different sorts of activities at different times. However, using this framework to
examine NSA behavior helps in gaining an appreciation of the range that are utilized by states, while clearly
demonstrating that they are involved at all levels of irregular warfare and malign state influence. Given the
complexity of these topics and constraints of space, the following discussions are intended to be illustrative,
rather than exhaustive.

“Aggressive” NSAs

Perhaps the most aggressive use of NSAs as tools of political influence involves state sponsorship of terrorist
and insurgent organizations. The most widely cited and clearly documented case of this today is Iran, which
has made it a centerpiece of its foreign policy aimed at expanding influence in the Middle East and beyond.*
Of course, Tehran is not alone in backing violent NSAs to advance its policies in the neighborhood, and

the conflicts in Syria, Iraq, Libya, Yemen, and Israel and Palestine have given life to a resurgence of proxy
warfare.>* Russia has been deeply involved in Syria and Libya, in particular, where it has respectively worked
alongside Hezbollah and other Iranian-backed proxies, and provided support to forces loyal to Libyan
General Khalifa Haftar.>> Elsewhere, Russia has cultivated and sponsored pro-Kremlin separatists in Crimea
and eastern Ukraine and has harbored and allegedly directed some of the activities of the Russian Imperial
Movement (RIM), which was named as a specially designated terrorist organization by the U.S. State
Department in 2020 and is suspected of being behind a recent letter bomb campaign in Spain.*

Turning eastward, Pakistan and India have, over the years, both provided support to insurgents as part of
their long-running feud with one another and more broadly as a means of exerting regional influence and
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seeking to bolster their own security.”” Meanwhile, although China, like Russia, has a history of supporting
guerilla movements during the Cold War, Chinese support to militants largely dried up in the 1990s.>® One
apparent exception to this is Myanmar, where it retains significant influence over, and reportedly continues
to provide material support to several ethnic armed groups—chiefly the powerful United Wa State Army
(UWSA)—as a means of maintaining strategic leverage.’” Some Indian commentators have furthermore
suggested that China might provide support to insurgents in India’s northeast, who operate along the
border with Myanmar, but such claims have not been substantiated.®° Separately, it has been alleged that
Chinese mining companies are “bribing” (or, alternatively, being extorted by) Nigerian militants to be

able to operate in the country.®' Finally, the Democratic People’s Republic of North Korea (DPRK)
remains on the U.S. list of state sponsors of terrorism since being re-added by the Trump administration in
November 2017. Ostensibly this was done in response to the assassination of Kim Jong-Un’s half-brother in
Malaysia earlier that year, although the move was widely seen to be a way of signaling Washington’s broader
displeasure with Pyongyang, and was not explicitly tied to allegations that North Korea had revived its
historical practice of providing material support to non-state terrorist organizations.®* Nevertheless, open
source reporting suggests that, thanks to its relationship with Iran and Syria, this could indeed be the case,
amid continued allegations that North Korean weapons have made their way into the hands of Palestinian
militants, most notably Hamas.

A second type of NSA that has been used to perform high-risk, kinetic missions is PMCs. Although

this represents a growing, multi-billion dollar worldwide industry, Russia has distinguished itself for its
uniquely subversive and reckless use of mercenaries. Russian PMCs have engaged not only in high intensity
combat, the training of separatist militias, and the plundering of natural resources but also a range of

other activities, including propaganda and disinformation campaigns.®* In contrast to other developed
nations, Russia has deliberately denied PMCs legal recognition, while turning a blind eye to repeated
allegations of human rights abuses, war crimes, and other violations of international law.* In response to
the Wagner Group rebellion, discussed above, Moscow appears to be reconsidering its approach to so-called
“volunteer formations,” and the future of PMCs in Russia is currently unclear.® Yet, given extensive PMC
deployments across multiple continents (including Europe, Africa, Latin America, and Asia) and proven
ability to serve the Kremlin’s geostrategic goals and the financial interests of corrupt Russian elites, it seems
unlikely they will be abandoned entirely.

In contrast to Russia, China’s ban on PMCs appears to be genuine, and although it does make use of
private security companies (PSCs), twenty of which operate abroad, they are officially prohibited from
carrying firearms and instead play far more limited defensive roles, providing protection for projects along
the Belt and Road.*” In fact, by law, security firms in China must be at least 51% state-owned, meaning they
do not strictly qualify as NSAs. However PSCs do train, collaborate, and proactively build relationships
with various state and non-state entities in countries where they operate, including local security firms

and militia.®® This allows them to operate more effectively, while at the same time seeking to expand
Chinese influence in competition with the United States.®” Given that Chinese security contractors have,
on several occasions, engaged in illegal activities, and their overseas footprint is only expected to grow, it is
quite possible that such relationships could be leveraged for purposes of irregular warfare and malign state
influence in future. It must nevertheless be emphasized that China’s use of PSCs has so far been restrained.”
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Beijing has relied rather more heavily on its maritime militia, which routinely engage in antagonistic and
risky behaviors, to include such tactics as blocking, swarming, rafting together to create “semi-persistent
floating outposts,” and sometimes ramming other vessels.”" To enable these activities, some militia ships are
equipped with reinforced hulls and collision-absorbing rails, along with water cannons, while some also
reportedly carry light weapons.” The net result is a formidable maritime force that, despite the problems
noted above, has played a critical role in helping China to assert its territorial claims in the South and East
China Seas.

A final example of NSA involvement in aggressive forms of irregular warfare and malign state influence

is organized crime. In this respect, North Korea stands out as a “criminal state” that is both directly and
indirectly involved in a range of organized criminal activities, including drug trafhicking, counterfeiting,

and cybercrime.” These activities are ultimately aimed at ensuring the survival of the regime, including
strengthening its nuclear and conventional military capabilities, rather than necessarily being designed to
directly weaken or undermine a targeted state.”* Cyberattacks in particular may also be used for purposes of
disruption, espionage, and intelligence gathering in support of interstate hostilities.

At present, Russia is most belligerent in its use of organized crime. This applies particularly to the Wagner
Group, which was designated a transnational criminal organization by the U.S. Treasury Department

in January 2023 for its “ongoing pattern of serious criminal activity,” including the extortion of natural
resources, mass executions, rape, child abductions, and physical abuse in the Central African Republic and
Mali.”” Other examples include the Salem and Bashkak: organized crime gangs, and the ultranationalist
Night Wolves motorcycle club, which supported the illegal annexation of the Crimean peninsula, as well as
the Donbass region of eastern Ukraine.” Additionally, Russia is thought to have mobilized organized crime
figures on numerous occasions to carry out targeted assassinations of Moscow’s enemies in Europe.”” China
is also suspected of employing organized criminals to conduct acts of political violence, albeit generally less
severe, including the alleged use of gangsters to intimidate and sometimes violently suppress anti-Beijing
protests in Hong Kong and Taiwan.”® In the case of the latter, Bamboo Union triads affiliated with the
fervently pro-Beijing China Unification Promotion Party (CUPP) were convicted for the attempted murder
of an outspoken supporter of Taiwanese independence.”

“Moderate” NSAs

Besides using organized criminals as political muscle, states sometimes work with, or tolerate their activities
in ways that are less directly aggressive, yet which may still be extremely damaging to others’ national
security over time. Based on complaints of weak regulation and inconsistent enforcement, as well as the
political connections that Chinese gangsters around the world frequently seem to have, Beijing has been
accused of being complicit in, and seeking financial and/or political gain from, the activities of organized
criminals in the Americas, Europe, Southeast Asia and the Pacific islands.* To date, some of the clearest
evidence of this has come from Europe, where officials at Chinese state owned banks have been convicted,
and the banks heavily fined, for their role in facilitating the transfer of illicit cash flows, thought to be

in the billions of euros every year, from Europe back to China.* Ironically, Chinese underworld figures

in Italy and Spain were also reportedly involved in helping set up informal “police stations,” which have
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been used to monitor and control diaspora populations in coordination with authorities back in China.*
Collectively, such arrangements benefit China economically and/or enable the expansion of political
influence and control overseas, while undermining and weakening targeted countries.* It nevertheless
remains exceptionally difficult to establish whether they result from deliberate policies, systemic corruption,
or simply indifference.

Another area where attribution is notoriously difficult, and yet where states have quite clearly turned to
NSAs for assistance as a matter of policy, is cyberspace. While most countries have developed their own,
varying, in-house cyber capabilities, and a few, notably China and Iran, have further augmented this by
establishing civilian cyber militia, authoritarian regimes continue to enlist criminal hackers to conduct
online espionage, theft, and other activities in service of the state.** In the case of the DPRK, where public
access to the internet and social media is tightly restricted, the line between state and NSA is virtually
non-existent, making it nearly impossible to distinguish between official and unofficial state employees.
Nevertheless, North Korean hackers do sometimes utilize outside criminal services to perform tasks such as
money laundering in support of their operations.®

While still shrouded in secrecy, Russian and Chinese approaches to co-opting cybercriminals have been
slightly less opaque. Russia initially began recruiting cybercriminals in order to boost the capabilities of its
security services, particularly the FSB, during the 1990s and has continued the practice since.* In so doing,
Russian authorities have given some of these individuals official positions, while at the same time utilizing
their informal criminal networks outside of formal state structures and have generally turned a blind eye

to continued criminality, as long as it is targeted abroad.*”” Though not without their problems, criminal
hackers have thus contributed to some of Russia’s highest profile cyber operations, including the theft of
information from over half a billion Yahoo accounts in 2014 as well as the hack of the Democratic National
Convention in 2016.%

Criminal/patriotic elements furthermore played a role in significant distributed denial of service

(DDoS) attacks against Estonia in 2007, Georgia in 2008, and, to a lesser degree, in cyberattacks against
Ukraine (noting that CyberBerkut, an infamous online group that attempted to sabotage the Ukrainian
parliamentary elections and was once thought to consist of non-state hacktivists is, according to the U.K.’s
National Cyber Security Centre, “almost certainly” operated by the GRU).*

China meanwhile has adopted a strikingly similar (albeit slightly less coercive) approach to working with
cyber-criminals, as exemplified by the case of Tan Dailin and the group known as Advanced Persistent
Threat (APT) 41, who performed contract work on behalf of the Ministry of State Security (MSS).”
Together, they were responsible for long running espionage and parallel criminal conspiracies which
impacted more than a hundred entities and individuals around the world, including Australia, Brazil,
Chile, Hong Kong, India, Indonesia, Japan, Malaysia, Pakistan, Singapore, South Korea, Taiwan, Thailand,
Vietnam, the United Kingdom, and United States.”

A very different but potentially even more serious threat comes in the form of legal private enterprise. Here,
the primary concern is that Chinese companies especially, some of which are state-owned but others such
as Huawei that are ostensibly independent, are investing in other countries’ critical national infrastructure,
systematically acquiring cutting edge and dual-use technologies, or seeking to buy property in the vicinity
of military and other sensitive installations.”” Although the role of the state is often unclear, the concern is
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that such actions increase the risk of espionage, confer unfair economic advantage, contribute to China’s
Military-Civil Fusion strategy—which seeks to enhance the capabilities of the People’s Liberation Army
(PLA)—or otherwise provide strategic leverage.” China’s National Intelligence Law of 2017, which
compels all Chinese citizens and organizations to cooperate with intelligence work, has added to these
fears.”

A final example of “moderate” malign state influence that is typical of China’s playbook in particular,
involves wealthy overseas patriots known as “Red Capitalists,” like the previously described case of Huang
Xiangmo in Australia. Similar cases have been documented in Canada and New Zealand, and related
concerns have been raised in Southeast Asia.” Though ostensibly independent, such individuals typically
have close ties to the Chinese government, occupy leading positions within United Work Front Department
(UWED) affiliated bodies in the country in question, and can be relied upon to use their wealth to
cultivate political influence.” As we saw, one of the most important ways that they do this is through “elite
capture”—Dbefriending and effectively recruiting politicians and other influential figures who then become
reliable supporters of the CCP and its interests. Red Capitalists are furthermore able to use their wealth
and status to mobilize diaspora communities and provide funding for additional projects, such as cultural
events and educational institutions, which can also be leveraged in support of the CCP’s strategic aims.

In Huang’s case, it is alleged that his efforts contributed to Australia’s decision to sign a controversial free
trade agreement with China in 2015, while in Canada it remains an open question as to whether Chinese
interference succeeded in influencing the outcome of the 2021 federal election.”

Wealthy Russians with ties to the Kremlin have similarly made large donations, or otherwise helped finance
favored political candidates in several countries, including the United States, the United Kingdom, and
France, and have lobbied against legislation or policies unfavorable to Moscow, albeit with limited success.”

“Persistent” NSAs

As a daily, ongoing occurrence with unclear effects, online disinformation can generally be regarded as

a “persistent” threat. Although, when it is aimed at influencing the outcome of elections it must still be
treated extremely seriously. By far the most well-known example of NSA involvement in online political
interference is Russia’s Internet Research Agency, which was established by Yevgeny Prigozhin in 2013 and
became infamous for its attempts at manipulating multiple U.S. elections, beginning in 2016. Yet despite
some successes, such as being able to reach millions of people online and organizing a few small protests on
American streets, it “worked more like a spammy call center than a tight intelligence agency” and “unlikely...
had any discernible effect on the voting behavior of American citizens.”” The Internet Research Agency
nevertheless persists, while smaller Russian-funded “troll farms,” which have primarily targeted the United
States, have been discovered as far afield as Ghana and Nigeria.'” Including the United States, Russia has
been accused of using cyber-enabled foreign interference tactics against 31 elections and 7 referendums in
26 states, including in Europe, Africa, and Indonesia.”" Although it is unclear to what extent NSAs were
involved in these particular operations, paid local influencers (some with connections to the Wagner Group)
appear to be a regular component of Moscow’s ongoing disinformation operations.'” More broadly, there
is an extremely active online network of pro-Russian “trolls,” who routinely spread disinformation and
viciously attack critics of the Kremlin.'”®
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China also engages in online disinformation and has reportedly used cyber capabilities to try to interfere
in elections in the United States, Taiwan, Vietnam, Indonesia, Malaysia, and Australia. However, again
it is unclear to what extent NSAs were utilized.'* In one instance, Chinese actors using fake online
profiles helped generate support for the successful pro-Beijing Taiwanese mayoral candidate Han Kuo-
yu in Kaohsiung by tirelessly promoting him on Facebook while at the same time spreading fake news to

1% Some analysts believe this was the work of a private team contracted by a Chinese

discredit his opponent.
company working on behalf of the CCP, though others attribute it directly to the PLA’s Strategic Support
Force (SSF).'* The truth, however, is unknown. What is known more generally is that the CCP has been
supported online by independent patriotic “netizens” as well as paid online commentators.'”” More recently,
the internet security firm Mandiant reported that China appears to be increasingly turning to Chinese
public relations firms, specifically Shanghai Haixun Technology, to conduct information operations on

its behalf.'* Similarly, researchers at the Australian Strategic Policy Institute (ASPI) have exposed a pro-
Beijing influence-for-hire industry operating out of Southeast Asia with connections to organized crime.'”
These campaigns have targeted audiences in North America, Europe, the Middle East, Asia, and Australia,
and have sought, not only to promote a positive image of China, but also to sow disinformation and social
unrest.'' Haixun Technology is further suspected of financing two small in-person protests in Washington
DC, however, the campaign overall was judged to be of limited success.'"!

Outside of cyberspace, both China and Russia have used a variety of techniques to co-opt, infiltrate, or
otherwise exploit a range of overseas traditional media organizations, educational institutions, civil society,
and religious groups. Very often these activities are legal and are difficult to identify and respond to. For
example, China is reported to have used a combination of inducements and punishments to quietly buy
controlling stakes in previously independent Chinese media outlets in Australia and New Zealand in

order to establish a monopoly on the flow of information."* Chinese state-run media have also paid major
foreign news providers—including Australia’s Fairfax Media, Sky News, and the UK’s Daily Telegraph—rto
reproduce Chinese propaganda and give CCP officials a mainstream platform to promote their political
agenda.'” In the Solomon Islands, the Solomon Star newspaper pledged to “promote the truth about
China’s generosity and its true intentions” after it received a generous donation of funds and equipment
from the Chinese embassy.'** Another deal with Palau’s oldest newspaper and a “Chinese business group
with links to national security institutions” was aborted."”> Separately, within the education sector, Chinese
embassy and consular officials provide funding and guidance to Chinese Students and Scholars Associations
(CSSAs) around the world, using them to encourage students to report on “dissident” peers, to mobilize
them for political protests, and to attempt to shut down speakers or events that are offensive to the CCP,
such as the Dalai Lama, Uighurs, and Falun Gong practitioners."'® In addition, academic exchanges

and partnerships with universities can be leveraged to gain access to cutting-edge dual-use technologies

and in several instances have been shown to benefit the PLA.""” Finally, the UFWD also targets Chinese
civil society organizations, including churches, in order to further expand Party influence over diaspora

populations and have them serve its interests."*®

By comparison, Russia’s efforts appear to be less systematic though it too has exploited a wide array of
societal institutions. For example, Putin supporters, some with at least indirect connections to Russian
intelligence services, have published dozens of articles in the culture section of Sweden’s Aftonblader
newspaper which parrot the Kremlin’s narratives on Ukraine, NATO, and the EU, while also repeatedly
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attacking academics working to expose Russian influence operations."” Russian billionaire oligarchs, whose
vast wealth typically comes from corruption, have donated millions of dollars to educational, cultural, and
political institutions in the United States and Europe aimed at “launder[ing] their reputations and gain[ing]
access to American and European high society.”"*’ In one instance, the FBI warned that “[t]he [Skolkovo]
foundation [which partnered with the Massachusetts Institute of Technology from 2011-2022] may be

a means for the Russian government to access our nation’s sensitive or classified research development
facilities and dual-use technologies with military and commercial application.”* Russia furthermore seeks
to influence, exploit, and mobilize ethnic Russians living abroad in pursuit of foreign policy objectives.
Drawing on a playbook that dates back to the Soviet era, the Kremlin and its supporters have been accused
of orchestrating pro-Russian demonstrations of varying size and intensity in numerous countries including
Estonia, Germany, Ukraine, and Moldova, and have benefited from the political support of certain branches
of the Orthodox Church in Ukraine, Montenegro, and Serbia.'*?

Collectively, these activities enable China and Russia to censor or manipulate information beyond their
borders. They also allow them to monitor, influence, and mobilize ethnic Chinese and Russian populations
living abroad. Finally, they allow both Russia and China to gain access to critical technologies needed

to advance both economically and militarily. In so doing, they undermine the sovereignty and national
interests of targeted states.

Concluding Remarks

As the preceding discussion has shown, China and Russia differ somewhat in their approach to using NSAs
as tools of irregular warfare and malign state influence with Beijing favoring a subtler, mostly non-violent
approach while Moscow is much more willing to use lethal force. Nevertheless, each utilizes a wide range of
NSAs, which vary in their degree of autonomy, at every level of irregular warfare and malign state influence
from low-level persistent activities, which gradually erode institutions over time, to much more kinetic
operations that directly challenge the territorial integrity of targeted states. This presents both challenges
and opportunities. On the one hand, NSAs add ambiguity, complicate attribution, and insulate states from
their actions. They also frequently exploit legal and regulatory loopholes and are often able to advance

state objectives while conferring a sense of legitimacy. Based on how extensively they are used, it is obvious
that Russia and China view NSAs as valuable assets, and it seems unlikely they will be easily dissuaded or
deterred from using them. On the other hand, NSAs are also frequently a liability. They inevitably have
their own interests and goals, which often do not align with those of the state. They regularly engage in
criminality and other unprofessional conduct that makes them vulnerable to investigation and punitive
actions, and this is damaging both to themselves as well as their patron state.

Recognizing that each case is unique, responses will need to be carefully tailored, taking into account the
type of activity, level of autonomy, and the specific legal and regulatory frameworks available. In making this
analysis, a critical first step should be to identify the motivations and objectives of both the state and NSA
in question, in order to understand the specific benefits that each party seeks to derive, and to what extent
their interests align. Special attention should be given to points of divergence or conflicting interests which
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might be exploited. At the same time, it must be recognized that relationships are constantly evolving, and
so authorities tasked with defending against and responding to irregular warfare and malign state influence
must be acutely attuned to changing dynamics and emerging rifts and be prepared to quickly react.

As a general principle, NSAs are likely to be most useful as tools of irregular warfare and malign state
influence when they are able to advance state interests while simultaneously making them less accountable
for their actions, in particular to their domestic populations and other key audiences whose opinion
they value. Defending states should therefore work to expose relationships between patron states and
proxy NSAs to the greatest extent possible and furthermore find ways of effectively communicating this
to audiences that matter. Although this is unlikely to lead to an immediate cessation of activity by itself,
together with other measures (such as targeted sanctions, or official designations as agents of a foreign
government, it should theoretically devalue the NSA in question and negatively impact their ability to
operate, while imposing reputational costs on the state. This, in effect, is the core argument for “naming
and shaming”: the idea that exposing the unacceptable activities of states like China and Russia will
ultimately deter them from continuing down this path.

Some officials and experts have concluded that naming and shaming has failed.'”® This assumes, first of all,
that a reduction or cessation of malign activity is the only objective. Secondly, that efforts to date have been
communicated effectively to the right audiences. However, besides impacting China and Russia directly,
an intermediate objective of naming and shaming should be to encourage allies and partners to have the
courage to expose similar activities within their borders as a means of gradually building international
pressure. More could be done to encourage this. In addition, existing legal mechanisms for identifying and
designating ostensible NSAs as agents of a foreign state have been criticized in several countries on multiple
grounds."** Such legislation should be re-examined with a view to making it more dynamic, preferably
including the ability to recognize state and non-state relationships as a continuum, rather than all-or-none,
while at the same time ensuring it cannot be abused. '* Finally, the way that information about irregular
warfare and malign state influence is communicated and shared could be greatly improved. For instance,
U.S. indictments of state-sponsored hackers are periodically made public, dutifully accompanied by a press
release from the Department of Justice. Yet this is currently done on a sporadic case-by-case basis, with
little effort to create a coherent overarching narrative that would demonstrate the scale, interconnectedness,
and impact of these activities, including for foreign partners. This could be addressed relatively easily, for
example, by creating an open access foreign interference portal that served as a database of all relevant cases,
with readily available statistics and graphics to help illustrate activity geographically and over time. Ideally,
this would be available in multiple languages. Universities, think tanks, and journalists would be able to
analyze these data, produce new insights and further amplify the message.

Finally, defending states must recognize that just as NSAs are on the front line of irregular warfare and
malign state influence, all too often they are also the immediate victims and therefore the first line of
defense. Authorities can boost their capabilities in the first instance simply by raising awareness and assisting
with the design of regulatory responses (as, for example, with the University Foreign Interference Taskforce
in Australia).””® In turn, NSAs, including open-source intelligence firms, internet security companies,
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think tanks, and others, can and do play key roles in exposing malign state influence. States should seek to
regularly engage these actors and harness their capabilities while ensuring they are protected from any form
of retaliation.

This paper sought to demonstrate the ways in which authoritarian states, in particular China and Russia,
make use of or otherwise stand to benefit from the actions of NSAs at all levels of irregular warfare and
malign state influence. Though far from comprehensive, it is obvious from this discussion that NSAs form
an indispensable and important component of these states’ strategies to weaken and gain advantage over
their opponents. Nevertheless, there is a great deal of room for further research. Much of the activity in
question that we know about has been directed against the United States and its Western allies. Partly, this
is because they are China and Russia’s main adversaries and so naturally tend to be targeted. Partly, it is
because some, notably Australia and Canada, have recently awoken to what has been happening in their
societies and have thus brought more activities to light than others. However, it is almost certainly also a
product of missing information about malign activities that are happening elsewhere. Much more needs

to be done to expose and document Chinese, Russian, and wider use of irregular warfare and malign state
influence within Asian and Pacific countries, in particular, about which comparatively little is known,
especially as it relates to NSAs operating below the “aggressive” level.'” Fundamentally, as referenced above,
much more needs to be done to compile systematic databases of irregular warfare and malign state influence
activities that would enable deeper understanding of how these efforts combine as a coordinated whole.

Further research examining counter-strategies used against NSAs would also be beneficial, particularly
exploring the impact of different approaches to naming and shaming, which seek to expose relationships
between patron states and their non-state proxies. Since NSAs differ in motivations, level of autonomy, and
the type of activities they are involved in, these variables must also be accounted for. For example, NSAs
that are highly nationalistic, state-directed, and aggressive would unlikely be easily dissuaded or deterred,
suggesting that direct, punitive and sometimes even kinetic counter-measures would be most appropriate.
By contrast, NSAs that are primarily self-interested, relatively autonomous, and less aggressive might be
more vulnerable to informational or administrative interventions. Ideas such as these should be explored.

Although the phenomenon of states using NSAs for purposes of irregular warfare and malign state
influence is certainly not new, it appears to have grown in signiﬁcance as revisionist powers seek to take
advantage of new opportunities that have arisen in the aftermath of the Cold War. Historically, as great
power competition has intensified, so too has the tendency toward proxy war.'?® If this has any bearing on
the current geopolitical context, taking into account contemporary modes of “warfare,” NSAs may play an
even greater role in future. Yet, our knowledge of this shadowy form of statecraft remains fragmented and
incomplete. The more we are able to shed light on it, the more likely we will be able to blunt its impact and

appeal.
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