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“Things fall apart; the centre cannot hold; 
Mere anarchy is loosed upon the world, 

The blood-dimmed tide is loosed, and everywhere 
The ceremony of innocence is drowned; 

The best lack all conviction, while the worst 
Are full of passionate intensity.” 

(W.B. Yeats, The Second Coming, 1921)

If it seems like the world is descending into chaos the feeling is justified. Thirty-five thousand dead in 
Gaza. Nearing 300,000 killed in Ukraine. War in the Red Sea. Jihadist insurrectionists in the Sahel. 
Nuclear saber-rattling by the Kremlin. North Korea and Iran threatening their neighbors and everyone 

else. Escalating Chinese intimidation of Taiwan. Complete breakdown of Transatlantic relations with Russia. 
Partial breakdown of U.S. relations with China. The world seems to be coming unglued. The rules-based 
global order that set the norms and more-or-less governed behavior between states for the past nearly 80 years 
is frayed—possibly beyond repair. Citizens everywhere are exhausted, barraged relentlessly by the 24/7 news 
cycle with constant reportage so grim as to be anaesthetizing. 

Global order is a universal public good, however it is neither self-executing nor auto-emergent. It emerges 
from the struggle—sometimes violent—of competing principles of governance, often but not exclusively man-
ifested by states. Those principles are expressed by a specific conceptual vocabulary and constitute a paradigm. 

Michael Miklaucic is a Senior Fellow at National Defense University and the Editor-in-Chief of PRISM.

Managing Chaos
By Michael Miklaucic
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It is permanently in flux. Today we are experiencing 
a paradigm shift and global order cannot be taken 
for granted. We are veering toward chaos.

The defining principles of the liberal, rules-
based global order originated in Europe, but while 
never attaining universality rapidly spread to the 
Western Hemisphere, to Asia and South Asia, and 
elsewhere. They were elegantly articulated and 
reached their apogee in the immediate post-World 
War II era with the Charter of the United Nations, 
the Universal Declaration of Human Rights, and 
a substantial body of international law. Today 
autocratic regimes are set on replacing the liberal, 
rules-based global order with an alternative more 
conducive to authoritarian governance based on 
pervasive surveillance, social and political control, 
and rigid regime dominance. 

Geopolitical concepts such as deterrence, 
containment, international law, development, sov-
ereignty, alliances, and cooperative multilateralism, 
among others made the post- World War II world 
somewhat predictable and manageable, if not always 
copacetic. They helped prevent great power con-
flict, organized international relations, promoted 
prosperity, and mobilized resources for the benefit 
of both the populations recovering from the devasta-
tion of World War II as well as those emerging from 
colonial legacies. That order, however, has reached 
entropy; each of the fundamental concepts underly-
ing the post-World War II system has dramatically 
weakened and lost its ordering power.

The dissipation of the post-World War II 
paradigm leaves a profound vacuum in our concep-
tual framework and understanding of the global 
security environment. A new constellation of 
ordering principles must be discovered to replace 
the anachronistic principles of past order. Absent a 
new set of guiding principles and the collective will 
to implement them the current, fading order will 
dissolve into chaos, or worse, into a future order 
based merely on brute force and violence. Russia has 

shown us that future with its unprovoked invasion 
of and explicit intention of eradicating Ukraine.

In this era of entropy and disorder what are the 
options for preserving the principles of the liberal, 
rules-based global order? One ever-present option 
is to stick with the status quo; however, this option 
cedes the initiative to adversaries that are relent-
less and committed to overturning that order and 
achieving regional if not global hegemony. The 
status quo entails a shrinking core of liberal states 
consumed with destructive internal dynamics, frat-
ricidal disputes amongst themselves about market 
shares, incremental erosion of global influence, and 
paralysis in the face of a concerted strategic assault 
by authoritarian adversaries. A more aggressive 
option is to attempt to counterattack and reclaim 
recently lost ground in the global competition for 
influence. However, absent a reversal or at least 
mitigation of recent geopolitical and geoeconom-
ics trends favoring the authoritarian coalition this 
option will be a struggle likely to fall short in the 
near-term. A third option—less ambitious, but 
within reach—is to accept the reality of decoupling 
from the authoritarian coalition and consolidate the 
“Core” of liberal states committed to a rules-based 
global order by strengthening their bonds of alliance 
and partnership, increased burden-sharing, and, 
importantly, reinforcing their respective institutions 
of liberal, rules-based governance.

What is “the Core?” It is neither the West 
nor the East nor the North nor the South. 
“Consolidating the core” is neither containment nor 
imperial expansionism. The core consists of those 
states committed to the liberal, rules-based global 
order embracing human liberty, social justice, and 
the norms of international behavior articulated in 
the UN Charter and the Universal Declaration of 
Human Rights. The core is not frozen nor exclusive. 
Between the core and the authoritarian coalition 
exists a large number of hedging states unwilling 
or unready to commit to one or the other visions of 
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global order or the coalitions advancing them. These 
are contested states that might continue to hedge 
or lean toward or join one group or the other. They 
are not insignificant, and the competition over their 
allegiance will be intense. To win the alignment of 
the hedging states the Core must have “a better deal” 
to offer in terms of the sharing of power, wealth, and 
prosperity. To those contested states the Core must 
offer incentives and real potential to reach their 
aspirations. The disastrous Washington Consensus 
must be abandoned. 

Policies based on anachronistic principles can 
have little hope of effectively shaping desired out-
comes. For example, policies based on the principle 
of sovereignty have over-estimated the governance 
capability of fragile and failing states. The prevail-
ing understanding of development has not been 
successful in accomplishing the aspirations of the 
post-World War II architects, and the institutions 
built to foster development have under-performed at 
great cost. Deterrence, while it may have been suc-
cessful at the strategic level, has proven ineffective 
in preventing sub-strategic violence and conflict. 

To achieve relevance both policy and practice must 
be built upon principles that accurately reflect the 
evolving global environment.

Identifying and articulating the principles that 
will govern the trajectory of the future global order 
implies the creation of a new vocabulary to define 
the evolving global paradigm. The old vocabu-
lary has become a limiting function undermining 
both policy and practice. The new vocabulary will 
emerge through an intellectual fusion with con-
tributions from thought leaders and practitioners 
from the international security, statecraft, tech-
nology, and development communities. Insight 
from the private sector (finance, manufacturing, 
commerce, etc.) will also be critical to creating a 
policy-relevant vocabulary. 

Today, the core states are poised in an exis-
tential struggle against a powerful coalition of 
authoritarian, elite-controlled, surveillance states 
intent on shaping the future to be conducive to rigid, 
autocratic domination. This struggle will determine 
who will set the rules of behavior and governance for 
the 21st century. PRISM
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The Chinese Communist Party (CCP) has entered an era in which it is no longer willing to be second 
fiddle to the United States. After many years of quietly growing China’s economy, following Deng 
Xiaoping’s guidance to “hide your strength and bide your time,”1 the CCP and President Xi Jinping 

are overseeing a plan for a more assertive China that uses its political and economic power to influence inter-
national relations.

Underpinning China’s more assertive approach is a new concept that Xi has called zonghe guoli or “com-
prehensive national power.” This is a concept that seeks to describe “China’s combined military, economic, 
and technological power and foreign policy influence,”2 particularly as it compares to that of the United States 
and its allies.3 Xi’s conclusion, it seems, is that China’s zonghe guoli has grown such that China no longer needs 
to stand in America’s shadow.

The United States is well-aware of the challenge posed by China. The 2022 National Security Strategy 
emphasized that China “is the only competitor with both the intent to reshape the international order and, 
increasingly, the economic, diplomatic, military, and technological power to do it.”4 Given such high stakes, it 
should be no surprise that the U.S. government’s strategy argues for including “all elements of national power” 
in “out-competing China.”5 

Competing effectively against China requires a nuanced understanding – a net assessment – of the relative 
strengths of China and the United States.6 There are now robust U.S.-China net assessments focused on mili-
tary capabilities,7 key emergent technologies,8 defense industrial base,9 and overall national competitiveness.10

But how effective are the non-military components of U.S. efforts to project power abroad in comparison 
to those of China? Comparable analyses of America’s “soft power” vis-à-vis China are far more limited.11 

Examining the Value of a  
“Soft Power” Net Assessment 
Comparing Chinese and U.S. Power  
Projection in Africa
By Michael J. McNerney, Oluwatimilehin Sotubo, and Daniel Egel

Mr. Michael J. McNerney is a former Senior Researcher at RAND. Mr. Oluwatimilehin Sotubo is a Researcher at RAND.  
Dr. Daniel Egle is an Senior Economist at RAND.
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This article explores the potential value of a net 
assessment for understanding the relative strengths 
and weaknesses of U.S. and Chinese soft power. 
After describing the rise of China’s soft power, this 
article examines the concept of a “soft power net 
assessment” through a focused look at the continent 
of Africa, an area of historical and future strategic 
consequence. It is also a continent where the CCP 
has made significant investments to strengthen its 
influence and leverage that influence to undermine 
the international rules-based order.12 While the 
article is primarily meant to explore the concept of a 
soft power net assessment, we include some analy-
sis in the form of a rudimentary net assessment to 
illustrate the idea.

Our illustrative net assessment suggests that 
China may be gaining on America’s soft power lead-
ership in Africa and in some cases could now have 
an edge. U.S. influence in Africa has been stagnant 
in many ways over recent years, whereas China’s 
influence is clearly growing. But the CCP, which 
prides itself on taking the long view, also faces seri-
ous headwinds over the next few decades, as it tries 
to steer an aging and disgruntled post-pandemic 
China through an international environment that is 
increasingly suspicious of it.

The United States needs its own comprehensive 
plan to implement its National Security Strategy 
successfully. Such a plan might benefit from com-
parative “whole of society” net assessments that 
identify and act upon relative U.S. and Chinese 
strengths and vulnerabilities. U.S. citizens would 
benefit from more public analysis with stronger 
involvement by the intelligence community and 
federal departments like State, Treasury, Commerce, 
Energy, and Education. 

THE RISE OF CHINA’S SOFT POWER
China’s economic growth over the past 45 years has 
been meteoric. In the decades following Chairman 
Deng Xiaoping’s policy of “reform and opening” in 

1978,13 China transformed from a largely agrarian 
society to a global industrial power.14 Its unprec-
edented, sustained growth since its “opening up” 
in the late 1970s saw China’s economy grow from 
2 percent of global GDP in 1978 to 18 percent of 
global GDP in 2021.15 Figure 1 below shows U.S. and 
Chinese GDP between 1978 and 2021 both in dollar 
terms and as a share of global GDP. 

As China’s economic power has grown, it has 
sought to play a more assertive political role on 
the global stage. This includes the CCP’s continu-
ing efforts to incentivize and pressure countries to 
cut their diplomatic ties with Taiwan, with China 
undermining the “checkbook diplomacy” that 
Taiwan has depended on for decades.16 The CCP has 
also used its political power to facilitate the acquisi-
tion of dual-use ports17 and to strengthen access to 
the natural resources like oil and rare earth elements 
needed to sustain Chinese high-tech manufacturing 
and economic growth.

This section describes the key components of 
Chinese soft power that are enabling it to achieve 
its strategic ambitions. The economic components 
are aimed at creating a virtuous cycle of political 
power strengthening economic power which fur-
ther strengthens political power. The informational 
components are aimed at influencing opinions 
of elites and citizens internationally, especially in 
terms of how China is perceived. The geo-strategic 
components are aimed at advancing CCP political 
and security goals in places like the South China 
Sea and in countries with key natural resources. 
And the educational component is focused on 
building long-term influence by training future 
world leaders and expanding the prestige of its 
higher-education institutions.

Economic
The CCP exerts tight control over the Chinese 
economy. In the 1980s, at the beginning of the 
economic opening under Deng Xiaoping, the 
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Chinese described the Chinese market economy 
as a bird in a cage: Market forces require some 
limited freedom to be effective, but the bird is never 
intended to fly free.18 The CCP under President Xi 
has been making the cage smaller in recent years, 
strengthening its control over the private sector 
in order to better harness its political power. In a 
February 2023 speech, Xi said the CCP would “step 
up party-building work” in Chinese companies, as 
part of a larger set of structural reforms to China’s 
financial and commercial sectors, with particular 
emphasis on technology.19

This control over the economy gives the CCP 
a potent tool to project soft power abroad. And the 
CCP is deliberate in how it leverages its massive 
domestic market and its ability to deploy financial 
capital to build influence in capitals and board-
rooms across the globe. 

China’s economy is now second to only the 
United States, having passed the European Union in 
2021, and China surpassed the United States in 2017 
to become the second largest importer in the world 
(and is now second to only the European Union).20 
This makes China a critical economic partner for 
countries across the globe. This is true for devel-
oping countries that are seeking markets for both 
raw and manufactured goods21 and for Western or 
multinational firms that want to sustain access to 
China’s large consumer market.22 

As the map above shows, China is now among 
the top three trading partners for 121 countries, 
making it second only to the European Union 
(which is in the top three for 151 countries) in terms 
of diversity of engagement. It is the primary partner 
for 47 countries – a 15-fold increase from 2001 when 
it entered the World Trade Organization (WTO)23 

Source: World Development Indicators, “GDP (constant 2015 US$) – China, United States, World” World Bank, 2023. 

Figure 1. U.S. and Chinese GDP from 1978-2021
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– and the second most important trading partner for 
an additional 47 countries. 

And China has shown a willingness to use 
this position to influence its trading partners,25 
which U.S. Trade Representative Katherine Tai 
has described as the “weaponization” of trade by 
China.26 In recent years, China has overtly leveraged 
its trade dominance in efforts to achieve political 
objectives in Australia,27 Japan,28 and Mongolia,29 
among others.

The Chinese government has similarly lever-
aged its large consumer base to make steep demands 
of foreign companies that desire access to the 
Chinese market. Foreign companies are pressured to 
maintain a local business presence in China and to 
make political statements favorable to the Chinese 
government.30 Requisite partnerships with Chinese 
firms to access the domestic market also often 
require the Western company to transfer technol-
ogy to its Chinese partner (and thus the Chinese 

government) as the price for accessing China’s 
consumer base, while in other cases intellectual 
property was simply stolen.31

Foreign direct investment and financing are 
the second major set of tools China uses to pro-
mote its economic power. Many countries in the 
developing world lack necessary infrastructure and 
China has both the capacity and the willingness to 
provide it. This is one of the appeals of the Belt and 
Road Initiative (BRI), which has grown to include 
nearly 150 countries, as illustrated in Figure 2. 
Countries outside the BRI, especially African 
countries, have also approached China to secure 
infrastructure and financing.32 

The Chinese government has also deployed 
heavy subsidies and easy financing to sell and 
install advanced capabilities around the world, 
like Huawei’s 5G telecommunications systems or 
Chinese facial recognition platforms.33 While this 
support from China is welcomed by many nations 

Notes: Authors’ estimates based on aggregate trade data from 2018-2022 from IMF Department of Trade Statistics and 
BRI data from the Council on Foreign Relations.24  

Figure 2. China’s Global Economic Engagement: Trade and BRI
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that would otherwise lack the ability to deploy 
advanced systems, it creates both commercial chal-
lenges for competing Western companies (such as 
Cisco, Nokia, and Ericsson) and national security 
challenges because of the systems’ potential uses for 
cyber espionage.34 

China also tries to promote its economic 
power through international institutions. China 
has tried to achieve this through both Western-
created institutions such as the World Bank and 
the United Nations, as well as the relatively newer 
institutions it has created, such as the Asian 
Infrastructure Investment Bank and the Shanghai 
Cooperation Organization. There have also been 
reports about China’s efforts to set standards at the 
International Telecommunication Union.35 These 
efforts have not been successful; however, one can 

imagine that if they had been successful, China 
would have created a niche for itself in the sale of 
telecommunications equipment and thus increased 
its economic influence.

Informational
 The informational component of the CCP’s plan 
for political power can be understood by study-
ing the “Three Warfares” concept: public opinion 
warfare, psychological warfare, and legal warfare. 
Public opinion warfare is used to promote intense 
nationalism and other CCP values at home and 
positive impressions of China and CCP policies 
abroad. Psychological warfare focuses on influenc-
ing the policies of foreign government officials and 
the perspectives of elites. Legal warfare focuses on 
shaping domestic and international law to provide 

Image from Wolf Warrior 2. Source: https://qz.com/africa/1052857/chinas-wolf-warrior-2-in-war-ravaged-africa-gives-the-
white-savior-complex-a-whole-new-meaning

Figure 3. China’s Cinematic “Wolf Warriors” Liberating Africans
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justifications for CCP actions.36 “Sharp power” 
is another useful concept for understanding how 
powers like China and Russia limit free expression 
within their countries and “distort political envi-
ronments in democracies while simultaneously 
shielding their own domestic public spaces from 
democratic appeals coming from abroad.”37

The film industry offers an important exam-
ple of how the CCP is engaging in public opinion 
warfare. One component of this is the promotion of 
Chinese honor and strength and the degradation of 
adversaries, like the United States. This is demon-
strated most clearly with Wolf Warrior 2, in which 
a Chinese soldier liberates Africans from white 
mercenaries while using taglines like this: “Anyone 
who offends China will be killed no matter how far 
the target is.”38

A second component of this approach via the 
film industry leverages China’s domestic market to 
pressure foreign companies to boost China’s image. 
American movies from X-Men: Days of Future Past 
to Independence Day: Resurgence inserted Chinese 
stars into heroic roles, while Hollywood studios and 
actors were blacklisted for movies depicting China 
in a negative light.39 

This led to an insidious self-censorship in 
Hollywood that culminated in 2022 with the 
producers of Top Gun: Maverick removing the 

Taiwanese and Japanese flags from Tom Cruise’s 
iconic, patch-laden bomber jacket to avoid potential 
blowback from China.40 But perhaps messing with 
Tom Cruise and Top Gun was a bridge too far.

The media alerted the American public to this 
last-minute editing before the film’s release, and 
the producers ultimately restored the patches. The 
movie was never released in China, but – more 
important – Americans were beginning to wake up 
to the CCP’s efforts at public opinion warfare. In a 
final, ironic twist to the story, a similar, but report-
edly inferior, Chinese-produced movie about fighter 
pilots was grounded, because “the Chinese version 
risked ridicule in comparison.”41 

So, is the CCP’s information warfare working? 
Is global public opinion growing more favorable 
toward China? No. In fact, in democratic countries, 
quite the opposite is unfolding.

A 2022 Pew poll of citizens in 19 democratic 
countries showed that the median view of China 
was 68 percent unfavorable and 27 percent favor-
able, illustrated in Figure 5. Unfavorable opinions of 
China were at or near historic highs in most of the 
18 countries for which trend data was available.42 By 
comparison, the median view of the United States 
among the same set of countries was 35 percent 
unfavorable and 61 percent favorable.43 

But the CCP is unlikely to give up so easily. The 
information space is multifaceted, and setbacks in 
some areas—for example influencing public opinion 
in wealthy democracies—could perhaps be offset by 
advances in other areas. 

Many leaders in developing or autocratic 
countries heap praise on China and turn a blind 
eye to human rights abuses. Leaders of countries 
like Saudi Arabia, Turkey, and Iran frequently 
present themselves as defenders of Muslim rights 
around the world, but at times mistreat their own 
citizens. China’s economics-centric, values-neutral 
engagement avoids criticizing such abuses, thereby 
creating a reluctance for these leaders to criticize 

Figure 4. Bomber Jacket with and without 
Japan and Taiwan Patches
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the CCP’s mistreatment of Uyghur Muslims. In a 
2021 interview, Pakistani Prime Minister Imran 
Khan even denied any CCP mistreatment and 
stated, “China has been one of the greatest friends 
to us in our most difficult times, when we were 
really struggling.”44

Geo-Strategic
The geo-strategic components of the CCP’s plan 
are aimed at exerting political and military power 
around the world, securing access to natural 
resources, and – most concerningly – the domina-
tion of authoritarianism in international politics. 
The CCP uses both bilateral and multilateral 
approaches to achieve these ends.

Echoing the Cold War struggle between the 
free world and global communism, the CCP is 

marketing its autocratic political model as a direct 
competitor to the democracies of the United States 
and its allies. Arguing that Western democracy 
has “caused wars, chaos, and human displacement 
around the world and promoted its own gover-
nance model,”45 the CCP is offering its political 
model as an evolved form of democracy that is 
“process-oriented” and “results-oriented.”46 This 
approach – which emphasizes stability and domestic 
order rather than human rights and civil liberties 
touted by the U.S.-led rules-based order – is appre-
ciated among many political elites in fragile or 
pseudo-democracies.47

China has increased its diplomatic presence 
around the world. It has 172 embassies around the 
world (compared to America’s 163) and deploys 
and receives official delegations at a robust pace. 

Source: Authors’ analysis based on Pew Research Center, Spring 2022 Global Attitudes Survey, June 29, 2022.

Figure 5. International Perspectives of China in 2022
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President Xi has nurtured a new generation of 
aggressive “Wolf Warrior” diplomats empowered to 
respond to concerning policies or perceived slights 
by their host nation with extreme rhetoric and 
coercive threats. The COVID-19 pandemic set CCP 
engagement activities back—for example, President 
Xi made no trips outside of China from February 
2020 to August 2022—but diplomacy ramped up 
again after that, including a visit by President Xi to 
Moscow in March 2023.

The CCP has engaged in conflict management 
in places like Afghanistan, Myanmar, Mali, and 
Sudan with an emphasis on promoting stability and 
strong rulers, as well as its own access to markets 
and natural resources.48 Its role in the March 2023 
deal between Saudi Arabia and Iran to restore rela-
tions has helped the CCP make the case that China 
is a responsible and influential great power. On the 
other hand, the CCP has struggled to play a con-
structive role in the conflict between Russia and 
Ukraine. Regardless, its recent diplomatic efforts 
have made it clear that the CCP sees itself as a global 
player rather than a regional one.

The CCP has used multilateral fora like the 
United Nations to criticize the United States and 
Western democracy, promote its governance model, 
and use Lawfare to shape behavior in the inter-
national body. Empirical evidence suggests that 
Chinese financing influences voting patterns of 
UN member states.49 The CCP has also established 
its own multilateral fora, including the Shanghai 
Cooperation Organization, Forum on China-Africa 
Cooperation, and the Global Security Initiative to 
serve as a counterweight to U.S.-led institutions.

In an example of using Lawfare to further iso-
late Taiwan, the CCP in June 2022 asserted that the 
Taiwan Strait is not international water. Should the 
CCP begin to administer the strait as an Exclusive 
Economic Zone, it could become more difficult for 
the U.S. military to operate in those waters and deter 
a Chinese attack against Taiwan.50

Educational
The United States has long prioritized higher edu-
cation as a means of projecting its national power.51 
And there are clear indications that China is paying 
attention and is beginning to explore how it can best 
leverage education as a tool of cultural soft power. 

The Chinese government is now providing tens 
of thousands of scholarships to international students 
to study in China,52 likely in part to compete against 
U.S. leadership in educating future world leaders. 
The potency of this approach as a diplomatic tool was 
highlighted by Secretary of State Colin Powell, who 
indicated that “I can think of no more valuable asset 
to our country than the friendship of future world 
leaders who have been educated here.”53 Indeed, many 
of those educated in the United States have gone on to 
promote U.S. interests and values abroad. Aleksandr 
Yakovlev, who influenced Mikhail Gorbachev’s liber-
alization policies, and Lee Teng-hui, nicknamed “Mr. 
Democracy,” who oversaw the complete democratiza-
tion of Taiwan, offer two potent examples.54 

China is also actively trying to build the 
prestige of its highest-end institutions, in a bid 
to compete against U.S. and European universi-
ties. Spending on higher education by the Chinese 
Ministry of Education almost doubled from $92 
billion to $179 billion in the past decade,55 and top 
Chinese universities—such as Fudan University, 
Peking university, Tsinghua University, and 
Zhejiang University, among others—have govern-
ment funding comparable to the annual operating 
budget of top U.S. universities such as Harvard, 
MIT, and UC Berkeley.56 Chinese universities have 
also succeeded in attracting top talent from Western 
universities. Recent investigations in the United 
States have revealed ties between American academ-
ics and Chinese universities. In addition, Chinese 
universities have established research collaboration 
and exchange programs with reputable Western 
universities, with a deliberate eye toward increasing 
their international appeal. 
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A U.S.-CHINA SOFT POWER NET 
ASSESSMENT FOR AFRICA
Chinese political influence is growing significantly 
in Africa and by some measures may surpass that of 
the United States. An example of this influence was 
offered in 2021 when only two African countries, 

Liberia and Eswatini, signed the UN communique 
condemning China’s activities in Xinjiang. 

This section examines the sources of Chinese 
soft power influence in Africa through an analysis 
of the four domains of China’s soft power analyzed 
above. The intent is not to provide a comprehensive 

Table 1. Illustrative comparison of U.S. and Chinese non-military power in Africa.

DIMENSION U.S. CHINA

Economic  
Power

•  Important trade partner, but dwarfed 
by China despite a tripling of U.S.-Afri-
ca trade from $20 billion in 2002 to  
$62 billion in 2021.

•  African countries openly criticize the U.S. 
with less fear of economic retaliation.

•  China-Africa trade grew from $11 billion 
in 2002 to $251 billion in 2021.

•  African countries do not antagonize 
China publicly because of its ability and 
willingness to use economic coercion.

Informational  
Power

•  U.S. messaging about China has had 
limited effectiveness in Africa, though 
U.S. cultural influence (via films, music, 
etc.) remains strong. 

•  Perception that U.S. is only seeking to 
compete with China and promote its 
interests in Africa without regard for 
African interests.

•  Increasingly effective in portraying  
itself as promoting African interests, 
while overall cultural influence is still 
relatively weak.

Geostrategic  
Power

•  U.S. government support for diplomatic 
presence on continent languishing in 
recent years.

•  Inconsistent levels of interaction be-
tween African leaders and senior U.S. 
leaders in recent years.

•  Africa perceived as being low on U.S. 
priority list.

•  Some African leaders express concern 
about U.S. “lectures” on governance.

•  Growing Chinese diplomatic presence  
on the continent.

•  Robust engagement between Chinese 
leaders and African leaders.

•  China signals that it prioritizes Africa.  
The Chinese foreign minister’s first inter-
national trip has always been to Africa 
since 1991.

•  China calls its engagement with Africa a 
partnership of equals.

Educational  
Power

•  Investments have languished in recent 
years and are not widely publicized.

•  China dramatically increasing numbers of 
scholarships to African students annually.

•  Confucius Institutes in Africa are reaching 
100,000s of students with language and 
cultural programs.
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assessment, but to illustrate the importance and 
value of a net assessment. Table 1 provides examples 
of U.S. and Chinese soft power in Africa for each 
component and the rest of the section describes 
each in more detail.

Economic
China is an important economic partner for Africa, 
both as a trade partner and a source of financing for 
infrastructure. And there is growing evidence that 
China may be using this economic influence to pro-
mote its political goals. 

This economic power has been explicitly linked 
to African support for China in international political 
bodies. As an example, the lack of African support 
for the UN’s censoring of China over Xinjiang has 
been attributed to “China’s economic clout … most 
African countries simply don’t want to ‘pick a fight’ 
over Xinjiang, which, to many, seems far away.”57 

In addition, there is some evidence of an eco-
nomic quid pro quo from China; for instance, a 
study by AidData found that aid to African coun-
tries increased by about 86% when they voted in 
support of China at the United Nations.58 Whereas 
China induces African countries with economic 
incentives, there is a perception that the United 
States reaches more often for the “gun instead of the 
purse in its foreign policy.”59

There have also been claims that China is exert-
ing a form of economic coercion in Africa called 
“debt trap diplomacy,” in which Chinese-held debt 
is used to extract concessions from African nations. 
However, African leaders have rejected these claims, 
as have several academic studies.60 

Informational
Three channels have been identified through  
which China influences the information and 
media space in Africa: training African journal-
ists, purchasing controlling shares in African 
media outlets, and selling technology to Africa that 

provides African governments with control over 
the information space.61 

As a result of these activities, many African 
media professionals are now promoting China’s 
narratives.62 These media professionals “deflect 
criticism of China and its African partners,”63 
and Africans who consume these positive media 
reports about China have been found to hold 
more positive views of China.64 Although China 
has been successful in creating a positive image of 
itself in Africa, this has not been at the detriment 
of the United States. Afrobarometer has found 
that Africans hold similarly positive views of both 
China (59%) and the U.S. (58%).65

American cultural influence and U.S. gov-
ernment public diplomacy efforts in Africa have 
contributed to positive perception of the United 
States among Africans. However, its messaging 
about China has been less effective, partly because 
while China has “demonstrated that it has a lot to 
offer,” the United States “appears to offer only crit-
icism.”66 For instance, the United States has tried to 
dissuade African leaders from using Huawei’s 5G 
equipment without providing a feasible alternative.67 
South African president Cyril Ramaphosa consid-
ers the U.S. messaging about Huawei to be driven 
by competition with China and a desire to punish 
Huawei because it’s 5G advances are ahead of the 
U.S. technology.68 

There is also growing concern among African 
nations that U.S. interests in Africa are mostly about 
contesting China and not about helping the nations 
of Africa.69 For evidence, analysts point to the robust 
anti-China messaging that the United States has 
been promoting, some of which has been misleading 
or heavy-handed.70

Geostrategic
China has several geostrategic advantages over the 
United States in Africa. Foremost among these is 
that the Chinese diplomatic engagement in Africa is 
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robust,71 while that of the United States is—simply 
said—not. U.S. embassies in Africa are understaffed, 
with some embassies lacking an ambassador.72 This 
does not communicate that Africa is a priority. 
The contrast between the Forum on China-Africa 
Cooperation (FOCAC) and the U.S-Africa summit 
in Washington in December 2022 demonstrates this 
dramatically: while Xi took the time to meet with 
these leaders, few African heads of state had an oppor-
tunity to discuss their interests with President Biden.

While the United States emphasizes good gov-
ernance in its political engagements with African 
leaders, China sees this as interference in the inter-
nal affairs of another country. China believes each 
country should be allowed to pursue its interests in 
the way it sees fit. In addition, China postures itself 
as a leader for Global South countries, promoting 

their interests. This has allowed China to build 
goodwill among African leaders by opposing exter-
nal critiques on human rights, corruption, and other 
sensitive issues. 

This makes them susceptible to messaging from 
China which appears to promote their developmen-
tal interests, and which regularly reminds African 
leaders that China has “no history of colonialism 
in Africa” and should therefore be trusted.73 Some 
African countries have now espoused China’s view 
of “development without democracy,” which pursues 
growth and industrialization without prioritizing 
democracy, because of China’s record of growth.74 
For instance, Paul Kagame of Rwanda has stated 
that “because African countries have different his-
tories, cultures and contexts, democracy may not fit 
African countries.”75 

Source: https://africacenter.org/spotlight/focac-forum-china-africa-cooperation-21-where-to-next/.

Figure 6. Chinese and Rwandan Leaders Meet at a FOCAC Summit in 2018
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Educational
No country has trained more foreign leaders than 
the United States.,76 but with China’s growing 
cultural and education diplomacy efforts, this may 
change. Analysts have documented a “gradual 
increase in the number of African government  
officials and business leaders with exposure and 
ties to China,”77 concluding that “we can expect 
stronger bridges with China to be built by the 
rising numbers of future African leaders studying 
here [in China].”78

China’s deliberate efforts to educate African 
students has contributed to this. At the last couple of 
FOCAC meetings, China has pledged tens of thou-
sands of scholarships and training opportunities 
for Africans. In addition, China had 61 Confucius 

Institutes and 48 Confucius classrooms across the 
continent in 2021,79 reaching upwards of 150,000 
students annually in Africa.80 The U.S. government 
does not have a comparable program for scholar-
ships and training.

WHAT SHOULD THE UNITED 
STATES DO?
President Xi is assertively exercising all components 
of China’s soft power around the world. China’s 
future challenges on the economic, political, and 
educational fronts, however, may prove to be a series 
of body blows that undermine Xi’s plan. Some have 
already argued that China is a declining power 
facing serious headwinds ranging from resource 
scarcity, demographic trends, centralization of 

Figure 7. Confucius Institutes and Confucius Classrooms in Africa as of 2018

Source: Author’s analysis based on Statista, “Number of Confucius Institutes in Africa as of December 2018, by country,” 
December 31, 2018, Statista. 
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power at the expense of economic prosperity, and an 
increasingly hostile external environment.81

Nevertheless, China’s power remains a force to 
be reckoned with and should not be underestimated. 
The United States and its allies are not predestined 
to win this competition. The rules-based interna-
tional order is under threat from China, from other 
autocratic powers, and from within. 

Toward the end of the Cold War, many experts 
stepped back to reflect on America’s strengths 
relative to the Soviet Union and other commu-
nist countries. A central conclusion that emerged 
from this reflective process was that the “enormous 
investments in education, industry, science, tech-
nology, and the infrastructure to link these elements 
together” were critical to “strengthening the founda-
tions of American global power.”82 

Employing this Cold War “playbook” requires 
prioritizing investments at home while efficiently 
and effectively employing non-military power over-
seas. Much is already being done. But there remain 
many opportunities for additional initiatives, as well 
as the need for a more coordinated campaign.

Systematic U.S.-China soft power net assess-
ments could serve as the foundation for such 
a campaign. Several organizational and policy 
changes could enable the development and pursuit 
of these proposed campaigns:

First, America’s civilian agencies—most nota-
bly the State, Treasury, Commerce, and Education 
departments—could be given clearer mandates to 
prioritize efforts that strengthen America’s economic, 
political, and educational competitiveness with 
China. These mandates would have explicit domestic 
and international measures of effectiveness to help 
guide and assess government efforts to get America’s 
own house in order while also more effectively engag-
ing allies, partners, and competitors overseas.

Second, given that so much of America’s 
competitiveness relies on state and local agencies 
and the private sector, the federal government and 

Congress could take steps to incentivize public-pri-
vate “strategic competition partnerships” at both 
the national and regional levels. There are pockets 
of excellence across the U.S. government supporting 
effective partnerships—for example, the Export-
Import Bank’s China and Transformational Exports 
Program and DOD’s Defense Innovation Unit—that 
could serve as models for other initiatives. 

Third, the National Security Council could 
establish an Office of Net Assessment to comple-
ment and incorporate the rigorous work done by 
DoD into a wider range of U.S. government anal-
ysis. Given the short-term focus of the National 
Security Council, an alternative could be a standing 
commission modeled on the congressionally-man-
dated U.S.-China Economic and Security Review 
Commission, but with more extensive resources and 
authority to draw on analysis by agencies across the 
U.S. government.

Finally, just as the 1947 National Security Act 
created a Joint Chiefs of Staff to improve coordination 
among America’s military services, the United States 
could create a civilian equivalent to help coordinate 
departments with a role in U.S.-China competi-
tion, including State, Commerce, Treasury, and 
Education.83 Each of these departments could have 
a net assessment office with policies that mandate 
systematic monitoring and evaluations of economic, 
political, and educational developments within the 
United States and China and developments in their 
competition internationally. Such a “Civilian Joint 
Staff” could also develop a competition strategy and 
implementation plans that set clear objectives and 
identify ways and means to achieve them.

President Xi and the CCP are executing a com-
prehensive plan to strengthen China domestically, 
exert its power overseas, and weaken America’s 
leadership around the world. The United States 
has a National Security Strategy that acknowledges 
this competition but needs its own plans to com-
pete more effectively. Developing structures and 
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Russia’s February 2022 invasion of Ukraine loosened a flood of theories about the evolving char-
acter of modern wars.1 The first year of the conflict saw numerous breakthroughs but no clear 
victor, beginning with Russia’s penetration to the outskirts of Kyiv, followed by Ukrainian coun-

teroffensives at Kharkiv and Kherson in the fall.2 These developments sparked debate among Western 
defense analysts regarding the dyad of attrition versus maneuver warfare, and further demonstrated that 
most breakthroughs culminate at the operational level, failing to exploit tactical success for strategic gain. 
While there are many historical analogues, perhaps three of the most remarkable breakthroughs were those 
of Alexander the Great at Gaugamela, Germany’s lightning war or blitzkrieg into France, and the 2003 
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Coalition invasion of Iraq. Each of these cases 
involved one or more penetrating maneuvers that 
generated strategic effects far beyond the immediate 
field of battle, revealing instructive principles for 
further research and calling into question the valid-
ity of theories that view war through the binary 
prism of attrition and maneuver.

The term “strategical penetration” appeared 
in the 1966 publication of David Chandler’s his-
tory of Napoleon Bonaparte’s campaigns.3 Though 
historians have used different terms to describe a 
penetration and its subsequent methods of exploita-
tion, they encompass what is fundamentally the 
same concept: a maneuver that breaks through an 
enemy’s lines and produces disintegrating effects 
on his physical structure, his decision-making 
systems, and his will to resist. Clausewitz character-
ized a breakthrough as a penetration, while Capt. B. 
H. Liddell Hart in 1954 described it as a “strategic 
dislocation.”4 Modern U.S. Army doctrine adopted 
penetration as one of its six forms of tactical maneu-
ver in early versions of Field Manual 3-0, Operations, 
but strategic penetration, despite its rich history, is 
rarely discussed in the literature and undefined in 
the doctrine.5 As the Pentagon aims to transform its 
theory of Multi-Domain Operations (MDO) into a 
capability and to reform defeat mechanisms in its 
joint doctrine, studying trends in the breakthrough 
can help focus efforts.6 

Although the practice of strategic breakthrough 
dates to the period of chariot warfare during the 
fifth century B.C., the character of war has cer-
tainly evolved dramatically since then.7 Yet the 
war in Ukraine makes clear that breakthroughs in 
modern warfare remain as challenging to exploit 
strategically as they are prevalent. This complexity 
extends from the reality that the demoralization 
of an opponent, vice his simple material destruc-
tion through attrition and maneuver, remains the 
link between tactical victory and strategic success. 
This article begins with an overview of terminology 

before examining the three cases. It continues by 
identifying potential areas for further research and 
concludes with implications for the attrition-maneu-
ver debate concerning Russia’s war on Ukraine.

TERMINOLOGY AND SCOPE  
OF STUDY
A strategic breakthrough is defined in this study as 
an operational maneuver that penetrates defenses 
and sets in motion an outcome that directly sup-
ports the national aim. Its scope of effects must 
extend far beyond the battlefield, preferably into 
the minds of the public and their political officials. 
Reinforcing the relevance of this maneuver is its 
desired end, which Jomini described as “the destruc-
tion or disorganization of the enemy’s forces.”8 We 
will return to these two elements later, as the latter 
complements Hart’s focus on dislocation vice simple 
material destruction that has come to characterize 
some modern maneuvers. 

Underpinning the strategic breakthrough are 
the concepts known as defeat mechanisms in U.S. 
Joint doctrine, two of which this study prioritizes as 
essential to a penetration: dislocation and disinte-
gration. Although the Major Combat Operations 
(MCO) Joint Operating Concept (JOC) identifies 
three such mechanisms, it emphasizes “disintegra-
tion as the principal mechanism used to defeat an 
adversary’s military system” through integrated 
destruction and dislocation.9 The army defines 
disintegration as “the means to disrupt the enemy’s 
command and control, degrading the synchro-
nization and cohesion of its operations.”10 These 
physical and psychological processes can both 
support and be supported by a successful break-
through. Much of the academic research on defeat 
mechanisms, however, focuses overwhelmingly on 
the material destruction of systems at war, but a 
broader historical review of the breakthrough sug-
gests that attrition alone does not produce strategic 
effects for major powers, and it is in fact the will to 
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fight—the moral and psychological factors—that 
are most consequential.11 America’s wars in Iraq 
and Afghanistan and Ukraine’s extraordinary resis-
tance to Russia’s repeated invasions are a further 
testament to this observation.

The premise of a strategic breakthrough’s util-
ity is based on the understanding that uprooting 
an opponent’s assumptions regarding how a battle 
might unfold can be decisive because it induces 
cognitive dissonance. This shock can foment doubt 
that leads to cascading miscalculations and mud-
died war policy, or what J.F.C. Fuller called “strategic 
paralysis.”12 In Clausewitz’s analysis of the offensive 
maneuver, he describes the process as one of “using 
mistakes into which the enemy can be lured” to 
generate effects that disrupt an opponent’s equilibri-
um.13 Hart went further by arguing that dislocation 
is in fact the aim of strategy itself, and its “sequel” 
may be the destruction of enemy forces or a more 
advantageous position in battle.14 

Increased sophistication of competitor 
anti-access/area denial (A2/AD) capabilities and 
the introduction of MDO as an official opera-
tional concept have placed greater emphasis on 
penetration in U.S. doctrine. Published in October 
2022, the U.S. Army’s updated Field Manual 3-0, 
Operations, describes how the service will fight in 
MDO. The Army defines MDO as “the combined 
arms employment of joint and Army capabilities to 
create and exploit relative advantages that achieve 
objectives, defeat enemy forces, and consolidate 
gains on behalf of joint force commanders.”15 In 
response to guidance within the 2018 and 2022 
National Defense Strategies, the U.S. Army intends 
to stand up an MDO-capable combined arms 
formation known as the “Penetration Division,” 
further demonstrating the enduring relevance 
of maneuver.16 Indeed, the Pentagon’s 2012 Joint 
Operational Access Concept (JOAC), which 
still informs joint force development, provides a 
requirement for such capacity: 

The penetration is designed to disrupt the 
integrity of the enemy defensive system, the preferred 
defeat mechanism, by striking at critical hostile ele-
ments, such as logistics and command and control 
nodes, long-range firing units, and strategic and 
operational reserves.17

The JOAC continues by implying that a strat-
egy of attrition could be politically unacceptable to 
the United States, which in turn obligates the joint 
force to build capabilities that support penetrating 
maneuvers and systems paralysis:

The historical alternative to [a penetration] is to 
attack the perimeter of the enemy’s defenses…. Such 
an approach operates primarily by attrition and does 
not threaten the integrity of the enemy’s defensive 
system…. This may actually play into the enemy’s 
anti-access/area-denial strategy, which likely will 
attempt to use space and time to inflict cumulatively 
unacceptable casualties on an advancing joint force.18

 More recent studies from experts such as Heather 
Venable and Michael Kofman, however, argue that 
paralysis in modern war is a fallacy, but even if 
true, this would make analysis of strategic break-
throughs critical to understanding why something 
so prevalent in the past, and present in current joint 
doctrine, is supposedly nonexistent in the future.19 

Penetrating maneuvers must be examined 
through a historically broad lens because each 
expression did not occur in a vacuum. They were 
revisions of previous approaches studied deeply by 
military leaders and fused with the ways and means 
available in their time. Although there are many 
examples of breakthroughs at sea, in the interest 
of concision this study focuses on the land domain 
alone.20 Regarding terminology, though the terms 
breakthrough and penetration are distinct activi-
ties in U.S. doctrine, for simplicity’s sake, they are 
used interchangeably here.21 Finally, this is not a 
review of grand strategy—or even strategy for that 
matter—but rather one of maneuver with strategic 
implications. As such, the following offers the reader 
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sufficient political context for each example, but 
only so far as necessary to make clear the nature of 
strategic breakthrough. 

ALEXANDER III OF MACEDON 
(331 B.C.)
John Keegan hailed Alexander “the greatest of 
conquerors.”22 Part of this martial greatness came 
from his ability to smash through enemy lines and 
send them into chaos. Up to the point of Alexander 
III’s reign as king of Macedonia, chariots were most 
often used to break through the frontages of ancient 
armies and throw them into disarray.23 Yet break-
throughs occurred elsewhere as well. Xenophon 
wrote that the Spartan’s maritime formation at the 
Battle of Arginusae in 406 was designed as a single 
line “to be able to execute the maneuvers of break-
ing through and wheeling back on the enemy,” thus 
describing a penetration followed by an exploitation 
as codified in military doctrines even today.24 But 
none so deftly applied the penetration as Alexander, 
and he did so without chariots. 

Plutarch tells us Alexander won battles when 
only sixteen years old while appointed regent 
of Macedonia in King Philip II’s absence, but 
Alexander solidified his affinity for the break-
through two years later against an Athenian alliance 
at the Battle of Chaeronea in 338.25 Philip’s death 
in 336 allowed Alexander to assume the throne 
and launch his campaign against the Persian King 
Darius III, a decisive point of which was the break-
through at the Battle of Gaugamela (also called 
Arbela, a city about sixty-five miles away).26 The 
intensity of the battle and the massive dust clouds 
produced by its cavalry led to conflicting accounts 
in the ancient sources regarding numbers and spe-
cifics.27 A balanced analysis suggests that in the fall 
of 331 a Macedonian force of approximately 50,000 
routed a Persian army of at least 150,000 with a 
penetrating charge and exploitation.28 Prior to the 
encounter, these numbers did not startle Alexander.

In Diodorus’s version of events, the king slept 
soundly the night before because “Darius had 
relieved all his stress by assembling his forces in 
one place,” thereby making certain the Persian 
Empire’s demise.29 Curtius wrote that Alexander 
instructed his soldiers not to fear the enemy 
because there “were more men standing on the 
Persian side, but more were going to be fighting  
on the Macedonian.”30 Just before moving to 
contact, as he had done two years prior at Issus, 
Alexander charged the hearts of his men by riding 
up and down their ranks, shouting out many by 
name and reminding them of their acts of valor  
to boost morale.31 

The Persian commander Bessus, who would 
later depose Darius (for which Alexander had 
Bessus’ nose and ears removed), occupied the 
Persian left with a mix of foreign cavalry including 
Bactrians.32 Darius positioned himself center-left. 
On his flanks were his elite Immortals and the 
Greek mercenaries for whom Alexander reserved a 
particular disdain. The Persian lines also held 200 
scythed chariots and fifteen Indian war elephants. 
On the Macedonian side, Alexander gave com-
mand of his right to Cleitus (not Cleitus the Black) 
under whom he entrusted Hephaestion to lead the 
elite hypaspists (like special operations forces).33 
Alexander took up the right with his infantry pha-
lanx opposite Darius, looking to avoid a battle of 
attrition, and cut the head off the snake by killing or 
capturing the Persian king himself.34 

The battle involved some of the fiercest fighting 
recorded in Alexander’s campaigns. Scythed chariots 
dismembered bodies and ripped open men’s torsos. 
Persian cavalry nearly destroyed the Macedonian 
baggage train and later encircled but could not kill 
Parmenion, perhaps Alexander’s most capable gen-
eral.35 The battle’s turning point was characteristic 
of Alexander’s god-like mystique, as his army found 
renewed vigor when they saw an eagle hovering 
above the king’s head amid the chaos.36 
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Charged by this symbol, the Macedonians 
managed to spread the Persian left thin enough 
for Alexander to mount another horse—as he had 
exhausted several—and take his Companions and 
some infantry on a lightning charge at Darius, split-
ting his lines.37 In this instance the violence of the 
breakthrough itself was decisive, particularly after 
Darius’s charioteer was killed by a javelin that some 
thought wrongly had pierced the Persian king him-
self. Darius was the first to flee, and with him went 
the integrity of his left flank as the Macedonians 
broke through and wheeled back onto the Persian 
center and right.38

The fighting continued, but Alexander would 
not claim his prize here. Again, as at Issus in 333, the 
Persian king evaded him. Yet having fled Alexander 
in both battles, Darius’s claim as god king lost its 
luster, and the outcome at Gaugamela heralded the 
demise of the Persian Empire. Ian Worthington sur-
mised that news of this disgrace “spread like wildfire 
through the Persian line and broke the soldiers’ 
spirits.”39 David Lonsdale also wrote of the impact 
this “crushing physical assault” had “on the morale 
and cohesion of the enemy army.”40 By summer 330 
Darius was dead, and Alexander laid claim to all of 
Persia. Yet this was not enough. Alexander’s string of 
unbroken victories sparked within him an insatiable 
lust for conquest that bloated his strategic aims the 
further east he marched, eventually driving his army 
to near mutiny on two occasions.41

From Alexander’s experience we may draw two 
conclusions. The first is that a strategic penetration 
with cavalry came to personify the Alexandrian 
way of warfare.42 The second is that the effect of 
demoralization on the opposing army and not 
simply its material destruction was paramount to 
Alexander’s military philosophy. At Gaugamela, 
Alexander sought to demoralize the Persian army 
by disintegrating its central control system—the 
king they called a god—and it worked brilliantly. 
The centuries that followed bore witness to other 

leaders who shunned attrition warfare in favor of 
decisive battle, such as Napoleon Bonaparte. But 
despite Napoleon’s record of successful break-
throughs, his Grand Armée reached Moscow in 
a state of disrepair that emboldened instead of 
demoralizing the Russian army in October 1812.43 
Like Alexander, Napoleon’s hubris stretched his 
forces too thin. As the breakthrough evolved 
over the centuries, militaries continued to draw 
inspiration from Alexander, culminating in one of 
the industrial age’s most decisive strategic break-
throughs, that at Sedan.

THE WEHRMACHT’S BLITZKRIEG 
(1940)
As much myth as fact surrounds the German 
Army’s 1940 blitz into France. Liddell Hart, who 
kept detailed logs of public statements before, 
during, and after blitzkrieg, believed that more 

Gen. Heinz Guderian studies a map in France, June 1940 
(Polish National Digital Archives, Wikimedia Commons)
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“nonsense has been written about it than about 
any other event of the war.”44 As recently as 2005, 
German military scholar Dr. Karl-Heinz Frieser 
was still aiming to dispel “blitzkrieg legends.”45 Yet 
there is no debate that the armored push through 
a densely-forested yet poorly-defended point near 
the Maginot Line led to the fall of Paris in thirty-six 
days—a key political objective for Germany.46 

Numerous conditions made this possible, 
including flaws in French planning prior to the 
invasion and a great deal of apprehension from 
the French High Command after. In Williamson 
Murray’s estimation, “It is hard to see in retrospect 
how the French could have made greater errors 
in preparing for battle.”47 Among them was Paris’ 
top-down approach to battlefield control that 
strangled initiative and tactical momentum—a 
relic of centralized Napoleonic command systems 
that French military thinking had yet to retire. 
Also present was a certain degree of luck, but fun-
damentally the German maneuver was a textbook 
example of a breakthrough with far-reaching stra-
tegic implications.48 

Much as Alexander benefitted from his father’s 
reforms, the German Army had already charted 
the course to blitzkrieg conceptually when Adolf 
Hitler rose to power in 1933.49 The new chancellor 
simply endorsed it and put it to use.50 Forefathers of 
blitzkrieg, such as Gen. Heinz Guderian, Gen. Hans 
von Seeckt, and Col. Ernst Volckheim, drew from 
the experiences of military thinkers throughout 
history to formulate their theories.51 By the time 
Hitler invaded Poland in 1939, the characteristics of 
blitzkrieg were evident, as explained in September 
by Lt. Gerald Niebergall of Germany’s 24th Artillery 
Regiment: “They are calling it ‘blitzkrieg.’ The 
panzers break through and get behind enemy lines, 
where they begin to disrupt the enemy’s communi-
cations and supply lines. The sight of enemy tanks 
behind the lines also panics the enemy. It is appar-
ently working perfectly in Poland.”52

There existed a remarkable degree of secrecy 
around planning the invasion of France. When on 9 
May 1940 orders came to invade, most commanders 
were oblivious. The plan involved the revolutionary 
use of armor in the maneuver that finally, as Liddell 
Hart had suggested, untethered tanks from the 
umbilical cord of the infantry.53 This piercing thrust 
was not directed at France’s impressive fortifica-
tion known as the Maginot Line stretching north 
to south from Luxembourg to the Swiss border, but 
rather at the strategic gap in the densely vegetated 
Ardennes Forest that the French High Command 
saw as an impenetrable natural obstacle.54 Panzer 
Group Kleist assigned Gen. Guderian’s 19th Panzer 
Corps to lead this thrust through the Ardennes 
in what became a masterclass in combined arms 
warfare.55 Though tanks often receive much of the 
credit, the success of armor was only made possible 
through the skillful application of engineers, air-
power, and glider infantry. 

By early morning of 10 May, Guderian’s 1st 
Panzer Division, commanded by Gen. Friedrich 
Kirchner, crossed into Luxembourg as German 
bombers struck Allied airfields mercilessly, sever-
ing Dutch communications lines and grounding 
aircraft.56 These strikes, coupled with the French 
High Command’s reluctance to authorize sorties 
near Belgian villages, enabled German armor to 
enter Holland nearly uncontested. Still, a decisive 
point of the invasion was the impressive airborne 
seizure of Eben Emael, the northernmost post in 
the Maginot Line. 

This Belgian fort atop the Albert Canal near 
Liége was home to a full battalion of troops (about 
1,300 men), eighteen pieces of artillery, and numer-
ous turrets and machine gun positions.57 Though 
considered impenetrable at the time, Alistair Horne 
cited insufficient antiaircraft systems as the pri-
mary flaw in its design, while more recent analysis 
from Canadian Col. Bernd Horn suggested that the 
fort’s lack of infantry fighting positions and rooftop 



30 |  FEATURES PRISM 10, NO. 4

FERGUSON

obstacles were its downfall. It is likely that Horne 
referred to the constraints on Belgian antiaircraft 
weapons, which relied on sound and not radar, 
and thus allowed the quiet gliders to slip through 
unseen. At any rate, these shortcomings exposed the 
fort to a critical vulnerability that Captain Walter 
Koch and his Storm Group would soon exploit.

Koch’s unit of roughly 260 men, comprising 
mostly sappers and divided into four detachments, 
had trained on models of Eben Emael since 1939.58 
First Lieutenant Rudolph Witzig led the 85 men of 
Storm Detachment Granite who would take the 
fort. Under cover of darkness in the early hours 
of 10 May, they loaded eleven gliders in Cologne 
before Ju-52s towed them 8,000 feet above Aachen 
and released them to begin their silent descent.59 
Despite moderate complications, by the next day 
Witzig’s outfit had destroyed the weapons positions 
with shaped explosive charges and the Belgians 
there had surrendered.60 Horne emphasized the 

“psychological impact of the sudden collapse of 
Eban Emael,” which triggered rumors of a secret 
German weapon, drew Paris’ eyes north toward the 
Line and away from Ardennes, and caused demor-
alization to spread like “germs of a deadly plague.”61 
The seizure of Eben Emael proves that deception 
and psychological warfare were core elements of the 
breakthrough to Sedan.

Loss of the fort gave way to an orchestra of com-
bat engineers clearing obstacles and blowing bridges 
across the 19th Corps’ front, but even these measures 
could not prevent the occasional stall of the panzers’ 
advance. While bunched up in a snaking convoy that 
stretched nearly 100 miles, German officers looked 
up anxiously at the sky awaiting French bombers 
to appear—but they never came.62 Guderian’s lead 
division fought a decisive battle on 11 May near Suxy 
while the French High Command still believed the 
German main effort lay between Maastricht and 
Liége, about 50 miles north of the Ardennes Forest. 

Entrance of Fort Eben-Emael, the northernmost post in the Maginot Line (Photo by Jean Huston, 4 August 2019, 
Wikimedia Commons).
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As Luftwaffe squadrons continued pummeling 
targets to enable 1st Panzer’s advance, it was not until 
midafternoon that French pilots received authoriza-
tion to release ordnance over towns, but the blitzkrieg 
had already moved into the densely vegetated 
Ardennes, and it was too late. Delays like this prove 
that Germany’s otherwise brilliant plan may not have 
been successful were it not for numerous mishaps 
on the French and Belgian side.63 Guderian did not 
experience an enemy air attack until the morning of 
12 May, and even then, it was rather ineffective.64 On 
that day, 1st Panzer broke through the Ardennes and 
before dusk occupied Sedan relatively unopposed, 
thus securing a foothold in France. Little more than a 
month later, lead elements of Germany’s 87th Infantry 
Division entered the open city of Paris, and France’s 
Ninth Army was no more. 

The breakthrough at Sedan was so shock-
ing to the French and European consciousness 
that it all but secured Germany’s victory. Like 
Alexander before him, though, Hitler’s impres-
sive victories in Poland and France imbued him 
with delusions of grandeur, which led to a slew of 
disastrous overreaches the following year. One of 
these began on 21 June 1941 when three million 
German troops crossed the Soviet border and by 
30 September received orders to storm Moscow.65 
Still, Gen. William Donovan, founder of the Office 
of Strategic Services, divulged that many resistance 
fighters in Nazi-occupied France only began jump-
ing on the “bandwagon” after D-Day in June 1944, 
even though British intelligence had agents there as 
early as 1940 supporting the underground move-
ment.66 It took the largest multinational beachhead 
and airborne assault in history to reinvigorate 
European morale after blitzkrieg. 

Guderian admitted that this maneuver was 
in part the brainchild of British officers and 
armor advocates J.F.C. Fuller and B. H. Liddell 
Hart, and by extension a continuation of the type 
of Alexandrian warfare both admired.67 Indeed, 

historians have long-since compared Alexander to 
Hitler, if only for their capacity for slaughter and 
favor of the offense. Yet perhaps their greatest mil-
itary similarity is their contribution to the study of 
the penetrating maneuver.68 The world saw many 
breakthroughs after 1940, but the 2003 allied inva-
sion of Iraq bore witness to a sophisticated new type 
of penetration that for all its novelty possessed the 
same characteristics, and remained vulnerable to 
the same flaws, as those centuries prior.

THE COALITION BLITZ TO 
BAGHDAD (2003)
A unique aspect of the modern breakthrough is 
the robust application of airpower and special 
operations forces (SOF) to shape and soften the 
battlefield. This form of strategic penetration is less 
about the traditional outcome of destruction and 
more the secondary effects highlighted by Jomini 
and Liddell Hart of disintegration and dislocation. 
However, they still possess the same fundamental 
purpose that drove Alexander to charge Darius at 
Gaugamela: the demoralization of an enemy rather 
than the simple attrition of his forces.

In March 2003, Iraqi Army numbers were 
vague, resting somewhere between 150,000 to 
200,000 in strength, while the loyalist Republican 
Guard, pulled mostly from the Al Anbar province 
in the Sunni Triangle, consisted of roughly 60,000 
men.69 Regarding conventional forces, Iraq’s 11th 
Division held the south near Al Nasiriyah, while the 
6th, 8th, 14th, and 10th Divisions took position along 
the Tigris River arrayed south to north through 
Al Amarah. Saddam tasked his Republican Guard 
divisions to encircle Baghdad and fight to the 
death, assuming any Coalition forces who made it 
that far would crumble against a wall of his fanatic 
supporters.70 Not included in these numbers were 
the irregular fedayeen spread about the country in 
unknown strength, composed of foreign fighters as 
much as Iraqis. Having suffered a crippling defeat 
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twelve years prior in the First Gulf War and fight-
ing a near decade-long conflict with Iran just before 
that, an Iraqi force already fitted with poorly main-
tained Soviet equipment faced an American military 
at the height of its technological dominance. 

American planners therefore selected a much 
smaller force than the one used to push Saddam out 
of Kuwait in 1991, assuming modern weapons would 
compensate for a lack of mass. Williamson Murray 
and Robert Scales explained this revolution in one of 
the earliest military histories of the invasion: 

Instead of focusing on overwhelming num-
bers, planners focused on electrons—sensors and 
information systems that displayed with greater 
fidelity than ever before what was happening on the 
battlefield. This allowed the Coalition to apply fewer 
numbers in precise ways aimed at the psychological 
dislocation of the enemy.71 

While awaiting presidential authority to invade, 
military leaders took the initiative to position forces 
in Kuwait under the guise of training exercises 
beginning in late 2002. Meanwhile, President 
George W. Bush built a coalition of 37 partner 
nations to fight alongside U.S. forces.72 By 19 March, 
special operations teams from the United States, 
Poland, and Britain had carried out several high-
risk, covert shaping operations in Iraq. 

Under the direction of U.S. Special Forces Col. 
John F. Mulholland, teams destroyed long-range 
ballistic missiles and their launchers to deny Saddam 
the option of attacking America’s allies in the 
region. Navy SEAL operators under Capt. Robert S. 
Harward, along with European commandos, secured 
petroleum reserves on land and offshore while the 
160th Special Operations Aviation Regiment elimi-
nated early warning systems and observation posts 
along Iraq’s border with Kuwait. As this took place, 
U.S. Special Forces Col. Charles Cleveland directed 
elements to link up with Peshmerga forces in the 
north while a widespread psychological warfare cam-
paign took place across the country.73 

These well-coordinated operations dislocated 
Saddam’s security apparatus from critical resources 
it relied upon for situational awareness and intel-
ligence. As a result, before the invasion began the 
Iraqis were disintegrated and incapable of assess-
ing Coalition intentions, as evidenced by Saddam 
dedicating a significant portion of his combat power 
to guard his flanks in anticipation of incursions 
via Iran and Jordan that never came.74 In essence, 
the Coalition achieved strategic paralysis against 
Saddam’s regime through a systems disintegration 
approach that enabled a strategic breakthrough.

The invasion began on 20 March 2003 with 
an early-morning F-117A Nighthawk strike on the 
suspected location of Saddam Hussein and his 
two sons, Uday and Qusay.75 Like Alexander’s run 
at Darius, the strike was unsuccessful, but, as at 
Gaugamela, it had other effects in the psychological 
domain. The bombing made apparent to Saddam 
that the United States intended to remove him and 
his sons from power and was prepared to strike deep 
within Iraq’s borders to do so. Thus began the air 
campaign that coincided the following day with a 
ground invasion through Kuwait. 

The main force consisted of the U.S. Third 
Infantry Division, U.S. First Marine Division, U.K. 
First Armoured Division, elements of the U.S. 82nd 
and 101st Airborne Divisions, and various smaller 
units such as the British Paras and several attack 
aviation units.76 Though all this power was aligned 
under U.S. Central Command (CENTCOM) 
based in Tampa, Florida, the Coalition Forces 
Land Component Command (CFLCC) and Air 
Component Command (CFACC) planned and 
executed the operational maneuver. All told, the 
Coalition entered Iraq with a force of approximately 
60,000—less than one tenth of the combat power 
used to expel Saddam from Kuwait in 1990.77 

Drawing on the historical success of blitzkrieg, 
the armored divisions planned to advance north to 
Baghdad straddling the Euphrates and clear a path 
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for the infantry who would mop up any dwindling 
resistance in the cities to the rear of the tanks. 
The U.S. Army’s official history of the war used 
declassified documents to reveal that America’s 
apprehension during the Gulf War convinced 
Saddam that the Coalition would not invade, and 
if it did, it would seize and hold cities sequentially.78 
In this light, it appears Saddam attempted a strategy 
like that of Russia against Napoleon on his way to 
Moscow in 1812, looking to exhaust the Coalition’s 
supply lines before it reached Baghdad. 

Securing the cities was indeed critical due to 
the 300-mile logistics routes upon which the lead 
elements relied for resupply of fuel, food, and ammu-
nition. But Coalition forces sacrificed security for 
speed as Alexander and Guderian had done before 
them, and it paid off. By 5 April, the Third Infantry 
Division began conducting “thunder runs” into 
the heart of Baghdad, splintering the ill-equipped 
Republican Guard charged with defending the city.79 

Saddam’s regime fell in twenty days, roughly sixteen 
days faster than the Wehrmacht took Paris. 

As an evolution from blitzkrieg, the invasion of 
Iraq was a groundbreaking demonstration of joint, 
combined arms warfare. No single instrument 
was decisive. Rather, the careful synchroniza-
tion of many forms of power was key to success. 
From the widespread use of special operations 
teams for shaping the theater to the rapid employ-
ment of airpower in the deep fight, the fall of 
Baghdad was made possible by means that pried 
apart Iraqi defenses and enabled not one, but two 
breakthroughs within three weeks: the first at the 
southern border with Kuwait and the second at the 
perimeter defense surrounding Baghdad. 

Like the French High Command and Darius 
before it, Saddam did not believe his enemy would 
commit to a full-scale invasion, especially one that 
pressed all the way to the capital, because American 
officials had been reluctant to do so previously.80 

An F-117 from the 8th Expeditionary Fighter Squadron (EFS) out of Holloman Air Force Base (AFB), N.M., flies over the 
Persian Gulf on April 14, 2003 in support of Operation Iraqi Freedom in March 2003 (Photo by Derrick C. Goode USN, 
Wikimedia Commons).
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In turn, Saddam did not prepare for one. If the 
Coalition’s goal was to destroy the Iraqi Army’s 
ability to coordinate and fight as a cohesive element, 
it achieved that consummately. But what followed 
were objectives disconnected from the original act 
of penetrating Baghdad, which simply fractured the 
existing army and created new but less hierarchical 
threat groups.81 The Iraqi Army was dislocated and 
disintegrated, but not necessarily demoralized or 
destroyed, as many of its members evaporated into 
the cities and joined the insurgency already under-
way with the fedayeen.82 

U.S. forces failed to adequately anticipate or 
appreciate the complexity of the operation’s fourth 
phase, when Saddam had been removed and 
Coalition forces were charged with conducting sta-
bility operations by erecting peacetime governing 
institutions even as combat operations persist-
ed.83 Large swaths of irregular fedayeen were not 

demoralized but rather energized by the presence 
of a foreign occupying force—as were thousands of 
fighters around the world who flocked to fight the 
Western invaders.84 Like Alexander’s tunnel vision 
in Central Asia, Western policy became fixated on 
simply getting to Baghdad and removing Saddam, 
and thus encountered great difficulty after doing so. 

From the coalition breakthrough we may draw 
three lessons that contribute to a richer understand-
ing of the history of strategic breakthrough. The 
first is that a dislocated and disintegrated force, if 
not also demoralized, will find creative ways to resist 
even a much larger opponent. Second, the sophis-
tication of an opponent’s defense is concomitant to 
the scope of conditions required to penetrate said 
defenses. Setting conditions for a breakthrough was 
a separate campaign of equal import even against 
Saddam’s second-rate army. This process would 
likely be far more complex when facing modern 

M1A1 Abrams Main Battle Tanks under the Victory Arch in Baghdad, 2003 (Photo by Technical Sergeant John L. Houghton, 
Jr., U.S. Air Force, Wikimedia Commons).
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A2/AD systems.85 Yet conversely, developments in 
long-range precision fires, precision strike, offensive 
Cyber, and clandestine activities could make paral-
ysis more likely because they provide additional 
options for targeting critical nodes that an enemy 
relies upon to mobilize and sustain its forces.86 
Finally, past is not always prologue. Saddam’s expe-
rience with the U.S. military in 1991 polluted his 
thinking in 2003, and ingratiating aides only con-
tributed to his rosy assumptions about a supposed 
lack of political will in Washington.

FURTHER STUDY OF THE 
STRATEGIC BREAKTHROUGH
From this study one may conclude that despite great 
leaps in military technology and the character of 
warfare, war’s common nature exposes fundamen-
tal truths in the strategic breakthrough that remain 
constant. Among them are: 

	■ Successful breakthroughs depend on massing 
effects, not necessarily forces, at the decisive 
place and time to dislocate control nodes, 
disintegrate an opponent’s organization, and 
demoralize his forces.87 

	■ Breakthroughs end in failure most often not 
because of inferior technology or tactics, but 
because the process of demoralization remains 
technologically agnostic.

	■ Many breakthroughs are preceded by political 
and military deception campaigns, which means 
the most effective are also the least expected. 

	■ The most successful breakthroughs tend to 
incite within their arbiters a hubris that leads to 
catastrophic overreach. 

Even in the digital age, these maxims lend 
further credibility to the conclusions of Thucydides, 
Napoleon, Clausewitz, Col. Ardant du Picq, and 
Michael Howard regarding the moral nature of 
war.88 The realities of trench warfare in Ukraine are 

a further testament to this truth.89 One potential 
framework for additional study involves using these 
findings to examine penetrations within the con-
text of center of gravity (COG) analysis or theories 
of victory (TOV) and theories of success (TOS).90 
In 2008, J. Boone Bartholomees, Jr. questioned 
America’s ability to connect a TOV on the battle-
field to its political origins.91 Since then, scholars and 
practitioners have expressed the need for a TOS that 
incorporates such considerations. 

It is necessary then to recognize some of the 
ways modern states might adapt the strategic break-
through for the Information Age. Just as Alexander 
aimed to disintegrate the Persian army’s ability to 
coordinate and fight at Gaugamela by removing its 
king instead of simply killing its soldiers, a theory 
of modern breakthrough involves similar designs. 
Military theorists in the Chinese Communist Party 
characterize this as systems warfare, a process of 
attacking an opponent’s critical systems that allow it 
to fight rather than the opponent itself.92 The defeat 
mechanism of disintegration compliments a systems 
warfare approach. 

This idea is a byproduct of the Information 
Age’s introduction of constraints principles to mili-
tary operations, in which the more tightly integrated 
battlefield networks become, the less disruption its 
individual parts can sustain without causing the 
entire system to collapse. Cyber and counter-space 
attacks are not yet powerful enough to be decisive in 
war, but they could set conditions through a digital 
penetration that disrupts military mobilization, 
early warning, and response systems, thus exposing 
a nation to paralysis and exploitation.93 As of August 
2023, U.S. officials were searching for suspected 
Chinese malware that had infiltrated critical infra-
structure networks and could potentially disrupt 
military mobilization and logistics.94

Moscow’s cyber-attacks and targeting of 
Ukraine’s civilian infrastructure in late 2022 
challenged Kyiv’s resolve, but the depletion of a 
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significant portion of Russian combat power before 
winter prevented the attacks from demoralizing 
Ukrainian resistance.95 The strikes were, however, 
emblematic of systems warfare. Modern armies are 
largely connected by networks that commanders 
rely upon to make decisions and measure effects; 
therefore, maneuver is not the only means by which 
an enemy can be physically and psychologically dis-
located. Sophisticated counter network attacks will 
become more valuable, especially as armies further 
disperse their forces and supply depots to confound 
increasingly advanced detection, targeting, and 
fires capabilities.96 

Reliance on digital networks in modern war 
has also given life to conversations surrounding 
the role of systems warfare in support of multi-do-
main operations, including how the concept might 
contribute to reforming defeat mechanisms.97 
Frank Hoffman, Marinus Era Novum, and Heather 
Venable are noteworthy contributors to this 
conversation, and the attrition-versus-maneuver 
dialectic permeates the debate. In 2012, Canadian 
Forces officer Cole F. Petersen characterized the 
binary attrition-or-maneuver structure aptly as a 
false dichotomy.98 Neither approach is objectively 
superior to the other because it is the combined 
effects of attrition and maneuver on the cognitive 
domain of an enemy, and subsequent degrada-
tion of his will to resist, that induces victory. The 
conclusions of scholars such as Stephen Biddle and 
Frank Hoffman appear in line with this assess-
ment.99 Petersen further observed that because 
attrition and maneuver are also tactical concepts 
often injected into strategic discussions, Western 
doctrine should instead use annihilation and 
exhaustion in strategy formulation.100 

Still, though, the aim of both is to render an 
opponent unwilling (exhaustion) or unable (anni-
hilation) to resist. Eado Hecht’s paradigm that 
portrayed defeat mechanisms as ways of targeting 
either the will or capability of an opponent reinforces 

this perspective.101 In either case, the question 
remains: what will most effectively demoralize an 
enemy under conditions deemed acceptable to the 
national interest? The answer to that question might 
be attrition through a robust defense that gains deci-
sion space in one instance and maneuver with a bold 
offense in another. Discerning which may have the 
greatest demoralizing impact on an adversary can 
help link operations to strategic effects. 

DESPITE ATTRITION IN 
UKRAINE, THE UNITED STATES 
NEEDS TO MANEUVER
This study has shown that attrition can set condi-
tions for strategic breakthrough, whether through 
systems or personnel destruction, whereas the 
demoralizing effect of a successful penetration can 
create opportunities for further attrition. Alexander 
pursued the former while the Wehrmacht in 
France and the Coalition in Iraq applied the latter. 
Even while extolling the superiority of attrition, 
William F. Owens conceded that maneuver can 
“gain a positional advantage relative to an oppo-
nent” which “may be used to deliver overwhelming 
violent attrition.”102 Franz-Stefan Gady and Michael 
Kofman acknowledged the enduring presence of this 
reciprocity more recently while lauding Ukraine’s 
strategy of attrition against Russia: 

[Ukraine’s] offensive effort proved successful in 
autumn 2022 because the conditions had been set 
by Russian forces’ structural personnel deficit and 
extensive attrition. The attrition had multiple causes, 
including combat losses, soldiers who refused to fight 
and depleted morale due to exhaustion. Attrition has 
been both sides’ primary approach at the tactical level 
of war; manoeuvre warfare yielded operational results 
because extensive attrition made it possible.103

Debate continues over Ukraine’s strategic 
approach, but Russia’s attempt to seize Kyiv within 
the first week of the invasion is a far cry from a strat-
egy of attrition.104 Poorly imagined maneuver is not 



PRISM 10, NO. 4 FEATURES | 37

DEMORALIZING DEFEAT

evidence of maneuver’s futility, and Ukraine’s effec-
tive use of attrition does not signal an evolution in 
warfare. In his examination of George Washington’s 
Revolutionary War strategy, Russell F. Weigley 
characterized attrition as a “strategy founded upon 
weakness” in relation to one’s opponent—an asser-
tion supported by Washington’s own writings.105 
Smaller armies or those with restrictions imposed 
upon their operations often use attrition to gain 
time, degrade enemy morale, and preserve forces. In 
essence, it is a strategy of deliberate protraction. 

While discussing delays to Ukraine’s 2023 
counteroffensive in May, President Volodymyr 
Zelensky said equipment shortages would make the 
casualties associated with such a maneuver “unac-
ceptable.”106 The value of attrition and maneuver is 
as circumstantial in Ukraine as it has been else-
where—commanders and doctrine writers can 
ill afford to select one or the other as uniquely 
emblematic of the future.107 That said, the strategies 
of Washington and Zelensky suggest that attrition 
is most effective in defensive wars where resis-
tance and survival are key strategic objectives. This 
method is less germane for expeditionary militar-
ies, such as those of the United States, Britain, and 
Australia, that rely upon a strong offensive capa-
bility to gain strategic access and project military 
power globally as opposed to defending locally.

For the United States to achieve this access 
against an adversary with like means, the evidence 
suggests that a systems disintegration approach 
targeting space assets and commercial network 
infrastructure could be the most effective way to 
produce a strategic breakthrough. Martin Van 
Creveld foresaw these dependencies in 1985. His 
concerns would likely be amplified by the contested 
logistics challenges associated with, for instance, a 
hypothetical conflict in the Indo-Pacific region:

Without a firm directing hand providing for the 
uninterrupted flow of supplies, replacements, and 
reinforcements a machine-age army will cease to 

function within a matter of days in the same way as 
an automobile factory deprived of its supply parts. 
Insofar as such an army consists of more special-
ized parts and to that extent is more dependent on 
mutual cooperation, its disintegration may possibly 
be more rapid and more complete than that of a 
preindustrial force.108

Recent testimony from senior U.S. Space Force 
officials supports this assessment.109 In other words, 
an expeditionary power such as the United States 
can hardly rely on a strategy of attrition if it cannot 
disintegrate an enemy’s operational integrity and 
penetrate its A2/AD defenses to gain the positional 
advantage that makes attrition possible. For the 
United States to gain such an advantageous position, 
it must maneuver into one.

There remains much to learn from the war in 
Ukraine, but those lessons are not a universal tem-
plate for the future of warfare, nor do they necessarily 
foretell the conditions of America’s next conflict in a 
way that should compel the joint force to abandon its 
doctrinal and conceptual foundations in maneuver. 
Researchers must be careful to avoid flirting with 
presentism by drawing overly broad inferences from 
the latest war. Each conflict, when viewed in isolation 
and particularly as it is unfolding, has no more of a 
monopoly on the future than its predecessors.110

CONCLUSION
Strategic breakthroughs have for thousands of years 
been the method of choice for achieving dislocation, 
disintegration, and demoralization of an opposing 
force. They must be shocking enough to destabilize 
an opponent’s response systems and impose—if only 
temporarily—decision paralysis. The targeting of 
psychological nodes through a systems disintegra-
tion approach that disrupts the assumptions behind 
an enemy’s plans makes this possible. Without 
this element, material destruction alone, whether 
through attrition or maneuver, is more likely to 
protract war than bring it to an end. This study also 
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In the months following Russia’s invasion of 
Ukraine, scholars and policymakers began 
examining potential outcomes, including 

Russian victory, loss, or stalemate. No matter the 
outcome of the armed conflict, the North Atlantic 
Treaty Organization (NATO) and its member 
states will likely face significant strategic risk in the 

immediate post-armed conflict environment. The 
constancy of Russia’s unrelenting ambition, the 
increase in Russia’s operational tempo and intensity 
of cyber operations targeting NATO and its member 
states, and the ongoing attrition of Russia’s conven-
tional force capabilities portend dangerous cyber 
futures for the Western allies. 
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From the lens of cyber persistence theory, one 
can forecast two alternative cyber futures.1 First, 
because of the resultant vacuum of conventional 
force capabilities, Russia will sustain or increase the 
current tempo and intensity of cyber campaign-
ing targeting NATO and its member countries 
while taking care to not breach the tacit ceiling of 
cyber agreed competition—that is, Russia will not 
engage in cyber operations that cause armed-at-
tack equivalent effects. Alternatively, in spite of 
the resultant vacuum of conventional force capa-
bilities but because of its nuclear deterrent, Russia 
will be emboldened to breach the tacit ceiling of 
cyber agreed competition and target NATO and its 
member states with cyber campaigns/operations 
of armed-attack equivalence. Both futures rest on 
the same assumption—at the end of kinetic hostili-
ties, Russia will not fold up its tent and go home but 
rather will continue its strategic competition with 
NATO through aggressive cyber campaigning.

Both futures should cause NATO and the West 
to pause and reassess current objectives, prepa-
rations for the post-armed conflict environment, 
strategic shifts or tilts to China by some member 
states, and NATO’s strategic concept.2 A post-
armed conflict Russia that is more aggressive in 
and through cyberspace has the potential to weaken 
the democratic world and the transatlantic alliance 
and, in so doing, create an “invaluable distraction 
dividend” and “strategic running room” for China 
to exploit.3 NATO and its member states should not 
make strategic decisions based on the presumption 
that when major combat operations abate in the 
Russia-Ukraine armed conflict, so too will an active 
strategic threat from Russia.

In this article, I review alternative outcomes 
of the armed conflict, consider Russia’s military 
capability profile in a post-armed conflict environ-
ment, and posit alternative cyber security futures 
based on Russian motivation(s) and capabilities. I 
then address three policy questions: Is the current 

objective of weakening only Russia’s conventional 
force generation functions prudent? How can 
NATO optimize its member states’ aggregate cyber 
capabilities and capacities to prepare for these cyber 
futures? And, might recent shifts and tilts to China 
distract from such preparations?

POTENTIAL RUSSO-UKRAINIAN 
ARMED-CONFLICT OUTCOMES 
Most observers predict one of three armed-conflict 
outcomes: Russian victory, Russian loss, or stalemate.4 
In every case, Russia’s motivation(s) will fuel aggres-
sive actions against NATO and its member states. 

Russian Victory 
There is consensus that a Russian victory would 
invite increased adventurism by Russia. Michael 
Miklaucic argues that a Russian victory would be 
“very bad,” as it would “signal that armed force is 
the arbiter of sovereignty” and that “armed aggres-
sion is not only permissible behavior but effective 
statecraft.”5 Eliot Cohen similarly argues that Putin 
would be empowered to expand Russia’s influence 
with “unlimited violence.”6 Noting that Putin has yet 
to halt his efforts to dominate the security struc-
ture in Europe, Anthony Cordesman argues that a 
Russian victory would leave Russia so divided from 
Europe that Russia would face a major ongoing con-
frontation with the West.7 And Dov Zakheim argues 
that if Russia triumphs to any degree, including 
merely retaining control of Crimea, it could evoke in 
Moscow and across the country a sense of popular 
triumphalism to undermine or invade other states in 
the near-abroad.8

Russian Loss
Views also converge in discussions of a Russian 
loss. Liana Fix and Michael Kimmage propose 
that the most plausible Ukrainian victory would 
be “winning small,” where Russia is expelled 
from the western side of the Dnieper River, and 
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Ukraine establishes perimeters of defense around 
the Russian-controlled areas in Ukraine’s east and 
south and secures its access to the Black Sea.9 Justin 
Bronk argues that Moscow would “feel very vulner-
able” were this to be the outcome (because Russia’s 
conventional force capabilities will be significantly 
degraded both in terms of their actual and per-
ceived potential),10 but Fix and Kimmage posit that 
a Ukrainian victory will “only spur more Russian 
intransigence in its wake” and that Russia will use a 
narrative of humiliation to stir domestic support for 
a renewed effort to control Ukraine.11 Additionally, 
they argue that Putin would continue to engage in 
“active measures” to probe for western vulnerabil-
ities.12 Zakheim argues that should Russia suffer 
defeat, Moscow would be “consumed by revanchist 
irredentism” and thus a danger to its contiguous 
neighbors and to all of Europe for years to come.13 
Finally, Cohen argues that a defeated Russia will 
still be “malevolent, angry, and vengeful” and that 
it will “engage in subversion, political warfare, and 
malicious behavior of all kinds.”14

Russian and Ukrainian Stalemate 
Rudolf Adam argues that a third potential out-
come—a stalemate or “frozen conflict”—is the 
likely result of the armed conflict, comprising an 
“uneasy truce along a disputed and heavily armed 
line of demarcation.”15 Both Eugene Rumer and 
Cordesman suggest that this outcome would be 
similar to the permanent standoff on the Korean 
Peninsula, where both sides would agree to stop 
fighting but remain deployed.16 But Cordesman 
argues that, although this kind of unstable set-
tlement has worked with the two Koreas, it has 
done so only at the cost of constantly being on the 
edge of another war. Thus, this outcome would do 
little or nothing to stabilize the overall security of 
Western Europe and particularly the European 
states along the Russian border. He claims it would 
create the equivalent of a “rules-based disorder” 

where individual European states would secure 
their position relative to Russia along different lines, 
with some bolstering a deterrent posture and others 
seeking to ease tensions. Joshua Huminski argues 
that, should the outcome be stalemate, Russia will 
nonetheless continue to be “determined to bring it 
(Ukraine) back into its orbit.”17

No matter the outcome of the fighting in 
Ukraine, the constancy of Russia’s ambition to 
expand its power will continue to pose a strategic 
threat to NATO and its member states.18

RUSSIA’S POST-ARMED-CONFLICT 
CAPABILITY PROFILE
Absent a severe escalation of the armed conflict, 
Russia’s nuclear arsenal and the strategic deterrent it 
provides will remain intact in the immediate post-
armed-conflict environment. Additionally, although 
open-source reporting offers some evidence of 
NATO member states disrupting and degrad-
ing deployed Russian or Russian-affiliated cyber 
capability sets and/or command and control infra-
structure,19 no reporting points to the West directly 
targeting the cyber force generation functions of 
Russia’s military, intelligence services, contractors, 
and proxies. Therefore, Russia’s cyber capabilities 
will also be largely intact after kinetic conflict ends. 

If the outcome is a stalemate, Cordesman 
argues that Russia would continue to build up its 
conventional capabilities,20 although Russia would 
be motivated to do so no matter the outcome. But, 
importantly, Zakheim argues that “wartime losses 
and economic sanctions may set it [Russia] back in 
the immediate future.”21 It may be the case, more-
over, that the “immediate future” is a period of 
several years. In September 2022, British officials 
remarked that some of Russia’s conventional forces 
had been “severely weakened.”22 For example, “1 
GTA [1st Guards Tank Army] suffered heavy casu-
alties in the initial phase of the invasion and had 
not been fully reconstituted prior to the Ukrainian 
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counteroffensive in Kharkiv,” said the U.K. Ministry 
of Defense. As one of the most prestigious of Russia’s 
armies, it is allocated for the defense of Moscow 
and intended to lead counterattacks in the case of a 
war with NATO.23 The Ministry further concluded 
that “With 1GTA and other WEMD [Western 
Military District] formations severely degraded, 
Russia’s conventional force designed to counter 
NATO is severely weakened. It will likely take years 
for Russia to rebuild this capability.”24 This view 
has been echoed by Estonian military intelligence, 
the German Council on Foreign Relations, and the 
European Council on Foreign Relations.25

Comments by U.S. Secretary of Defense Lloyd 
Austin III in April 2022 bolster this assessment. 
“We want to see Russia weakened to the degree that 
it can’t do the kinds of things that it has done in 
invading Ukraine,” stated Secretary Austin, further 
noting that Russia “has already lost a lot of military 
capability, and a lot of its troops, quite frankly. And 
we want to see them not have the capability to very 
quickly reproduce that capability.”26 The reference 
to reproduction capacity is notable, as it suggests the 
United States is seeking to degrade Russia’s conven-
tional force generation functions (i.e., its defense 
industrial base). This policy, if successful, would 
further increase the time necessary for Russia to 
reconstitute its conventional force capabilities.27 
The policy was clarified and expanded days later 
in remarks by then-press secretary of the White 
House Jen Psaki who, when asked whether U.S. 
policy was now to permanently degrade Russia’s 
military, replied that Austin was talking about pre-
venting Russia from taking Ukraine, “but yes, we 
are also looking to prevent them from expanding 
their efforts and President Putin’s objectives beyond 
that, too.”28 This position underpinned a sanctions 
policy targeting G7-produced technology needed for 
Russia’s technology, aerospace, and defense sectors.29 
Expressing similar goals, both the U.K. and the 
European Union have levied comparable sanctions 

against Russia.30 Ukrainian assessments suggest 
that these policies are beginning to achieve their 
intended effects.31

In sum, for several years after major com-
bat operations cease, Russia will be a nuclear state 
with substantial cyber capability but likely without 
significant conventional capability. This capa-
bility profile has no precedent in the 21st century 
international system. When coupled with Russia’s 
post-armed-conflict motivation(s), we are likely to 
see unprecedented Russian cyber behaviors in the 
immediate post-armed-conflict period.

ALTERNATIVE CYBER SECURITY 
FUTURES
James Dubik argues that, after major combat oper-
ations cease, Russia will continue to “fight” by other 
means using, for example, cyber actions to pursue its 
strategic goals in Ukraine.32 Such actions would also 
likely continue against NATO and its member states. 
Dubik implores Western leaders to avoid the mistake 
of believing that the conflict with Ukraine, and the 
larger conflict with NATO and its members, will be 
over when the fighting stops.33 Thus, planning should 
begin now “for the inevitable, post-major combat 
operations transition period,” a view shared by Fix 
and Kimmage, who argue that the Western strategy 
must think through “the day after” major combat 
operations end.34 But what strategic challenges will 
“the day after” present to NATO and its members?

No matter the outcome of the kinetic conflict, 
Russia will still seek to control the security archi-
tecture in Europe, fueled by either euphoria or an 
increased sense of irredentist revanchism. Coupling 
these motivations with Russia’s nuclear-cyber 
capability profile suggests a novel post-armed-con-
flict strategic challenge for NATO and its member 
states. This is recognized in Latvian Minister of 
Defense Ināra Mūrniece’s comment that, despite 
Russia’s major losses in Ukraine, it is a mistake to 
think that Russia has been weakened by this armed 



PRISM 10, NO. 4 FEATURES | 47

PREPARING FOR A POST-ARMED CONFLICT STRATEGIC ENVIRONMENT

conflict and is incapable of new strategic surprises. 
Consequently, she argues, countries have to prepare 
for Russia to continue using its hybrid and nuclear 
threat arsenal to intimidate NATO member states 
and weaken support to Ukraine.35

Regarding Russia’s nuclear capabilities, Rumer 
argues that although Russia’s conventional force 
military stature has been diminished, its actions 
during the armed conflict have reinforced its repu-
tation as a “dangerous and unpredictable neighbor 
brandishing nuclear weapons” to achieve its strate-
gic objectives.36 History has shown, however, that 
nuclear weapons are not effective instruments of 
compellence. Thus, absent notable conventional 
force capabilities, should Russia win the armed 
conflict, it is unlikely that its nuclear arsenal would 
successfully support a triumphalism-fueled effort 
to expand its gains beyond Ukraine.37 For the same 
reason, should Russia lose the armed conflict or if it 

results in stalemate, it is unlikely that Moscow will 
find that brandishing its nuclear capabilities will 
successfully support an irredentist revanchist-fueled 
effort to reclaim Ukraine or other former Soviet 
territories. However, no matter the outcome of the 
armed conflict, Russia will continue to lean on its 
nuclear weapons as a strategic deterrent against any 
perceived threat of NATO aggression. 

What does this portend for how Russia might 
employ its cyber capabilities?38 Cyber persistence the-
ory is a structural theory of cyber security arguing 
that core structural features of cyberspace—intercon-
nectedness, macro-resilience/micro-vulnerability, 
and mutability—designate conditions of constant 
contact and offense/defense fluidity to which all 
cyber actors are subject. The strategic logic for cyber 
security that flows from these conditions is ini-
tiative persistence in setting favorable conditions 
in and through cyberspace by exploiting others’ 

Russia uses the threat of nuclear retaliation to intimidate NATO. Pictured is an RS-24 Yars MIRV-equipped, thermonuclear 
armed intercontinental missile. (Credit Vitaly V. Kuzmin, Copyright CC BY-SA 3.0).
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vulnerabilities (technical and cognitive) while ensur-
ing they cannot exploit yours. Russia has for many 
years adopted this cyber strategic logic in pursuit 
of its European security architecture goals. In the 
post-armed-conflict environment, absent compellent 
strategic utility from nuclear weapons and coercive 
utility from weakened conventional force, it is rea-
sonable to conclude that Russia will employ its cyber 
capabilities at a scope, scale, and intensity that aligns 
with its strategic ambitions.  

In fact, starting in mid-2022, Russian 
state-sponsored and state-affiliated cyber actors 
increased the operational tempo and intensity of 
cyber campaigns/operations targeting NATO and 
its member states.39 Over the first year of armed 
conflict, cyber phishing activity against NATO 
and its member states increased 300 percent over 
pre-armed-conflict levels, with a primary empha-
sis reportedly on cyber-enabled espionage.40 
Additionally, cyber activities have included dis-
tributed denial of service (DDOS) campaigns,41 
information operations,42 and destructive opera-
tions.43 Whereas Russia’s increase in conventional 
force operations is leading to the attrition of skilled 
conventional force operators,44 the opposite is argu-
ably true in and through cyberspace. An increased 
cyber operational tempo is improving the skills of 
Russia’s cyber operators.

Given Russia’s nuclear-cyber capability profile 
and its post-armed-conflict motivation(s), the stra-
tegic logic of cyber persistence theory suggests two 
alternative cyber futures.45

Cyber Security Future #1: Cyber 
Campaigning Short of Armed-Attack 
Equivalent Effects 
Regardless of the post-armed-conflict outcome, 
in an effort to keep NATO and its members on 
their heels, Russia sustains and even increases 
the current operational tempo and intensity of 
its cyber campaigns/operations.46 Given severely 

degraded conventional force capabilities, Moscow 
abstains from or significantly limits the number 
of campaigns/operations that cause armed-attack 
equivalent effects and focuses on damaging polit-
ical parties and leaders it dislikes, undermining 
the internal stability of “anti-Russian” countries, 
degrading the integrity of the transatlantic alli-
ance, and disrupting the logistics infrastructure 
of states that support Ukraine’s reconstitution. In 
essence, Russia sustains its ongoing cyber cam-
paigns/operations against NATO and its member 
states in the current geopolitical condition of 
armed conflict into a post-conflict condition of 
competition with the intent of cumulating tactical 
gains to levels of strategic significance. As cyber 
persistence theory explains, exploitative cyber 
campaigning offers an alternative to threats and 
use of force for maintaining or altering the interna-
tional distribution of power.

Cyber Security Future #2: Escalating to 
Cyber Armed-Attack Equivalent Effects
In this alternative future, in spite of its severely 
degraded conventional force capabilities, Russia tar-
gets NATO and its members with cyber campaigns/
operations that cause armed-attack equivalent 
effects. Not content with the time it takes to cumu-
late effects from campaigns short of armed-attack 
equivalence, Russia escalates its activities in and 
through cyberspace.

Cyber persistence theory posits that certain 
destabilizing conditions may encourage states to 
breach the tacit ceiling of armed-attack equivalent 
effects and escalate to activities centered on coer-
cion or physical damage/destruction, injury, or 
loss of life.47 For example, to arrest a loss of relative 
power due to cyber strategic competition, a state 
may make a deliberate decision to threaten use of 
force or to strike kinetically. A post-armed-conflict, 
nuclear-armed Russia with significantly degraded 
conventional force capabilities arguably presents a 
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novel destabilizing condition and a conundrum for 
NATO and its member states. 

Whereas nuclear weapons as a compellent will 
not serve Moscow’s adventurism, nuclear weap-
ons as a strategic deterrent may encourage Russia 
to target some NATO member states with cyber 
campaigns/operations that cause armed-attack 
equivalent effects to stress test NATO’s willing-
ness to invoke Article 5. The absence of significant 
Russian conventional force capabilities may make 
NATO cautious in invoking Article 5, because 
Russia’s weakened conventional force effectively 
removes a buffer (or a medium) in and through 
which NATO could manage a coercive escalation 
dynamic before reaching the threshold of nuclear 
threats, a threshold that Russia has demonstrated an 
unsettling level of comfort in crossing. Additionally, 
in a post-armed-conflict geopolitical condition of 
competition a kinetic response by NATO triggered 
by cyber-induced armed-attack equivalent effects 
would be a first for a state or state-level entity and 
would set a perilous precedent. Alternatively, inac-
tion by NATO (i.e., failure to invoke Article 5) might 
open a seam in the alliance that Russia could seek to 
exploit to reconstruct the pre-armed conflict rela-
tions it enjoyed with some NATO member states and 
further push the envelope regarding the threshold 
of Article 5.48 Counterintuitively, the West’s objec-
tive of significantly degrading Russia’s conventional 
force generation functions (defense industrial base) 
may place the West in an unenviable position when 
confronting a nuclear-armed, cyber belligerent, 
post-armed-conflict Russia.

OPTIMIZING NATO’S 
AGGREGATE CYBER CAPABILITY 
AND CAPACITY
To prepare for the post-armed-conflict environ-
ment, Cordesman argues that NATO today “needs 
to make a massive effort to rebuild its forces to deter 
Russia from any further military adventures.”49 

Gideon Rose argues that “the fighting must con-
tinue until Moscow accepts that it cannot achieve 
territorial gains by military force.”50 NATO mem-
ber states should certainly sustain their support 
for Ukraine and increase their conventional force 
capabilities, but this article argues that those efforts 
should be informed as follows: (a) Russia’s conven-
tional forces will likely be significantly degraded in 
the immediate post-armed-conflict environment, 
(b) the most likely strategic threat to NATO and its 
member states will be in and through cyberspace, 
and (c) current (and additional) NATO conventional 
force capabilities will likely have no deterrent effect 
on Russia’s efforts to destabilize the alliance and its 
member states via cyber campaigns/operations.51

A more strategically salient effort would be to 
focus on Russia’s threat in and through cyberspace. 
This effort could have two tracks. First, NATO 
member states with the cyber capability and capac-
ity to do so ought to support any current Ukrainian 
efforts,52 or engage in efforts themselves,53 to target 
Russia’s cyber force generation functions, including 
but not limited to tools—sets of code used to create, 
debug, maintain, or otherwise support programs or 
applications—and Russian domestic cyber infra-
structure. Doing so should reduce the likelihood of 
the potential post-armed-conflict conundrum pre-
sented by a vacuum of Russian conventional force 
capability. Russia will more quickly and successfully 
reconstitute cyber force generation functions relative 
to conventional force generation functions,54 which 
should encourage capable allied states to engage 
in such cyber functions persistently.55 Second, to 
prepare for the immediate post-armed-conflict envi-
ronment, the transatlantic alliance ought to begin 
shifting to a proactive cyber operational posture 
that leverages the aggregate cyber capabilities and 
capacities of its member states to mitigate the stra-
tegic consequences of a hostile, post-armed-conflict 
Russia primarily pursuing its strategic goals in and 
through cyberspace.56 
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The individual decisions of the most cyber-ca-
pable NATO member states to support any current 
Ukrainian efforts, or engage in efforts themselves, 
to target Russia’s cyber force generation functions 
need not be made with the full backing of all NATO 
member states, but a NATO shift to a proactive 
cyber operational posture must. Thus, it is import-
ant to consider what this would entail for NATO, 
how such a posture might be authorized, and how it 
may be operationalized.

David Van Weel, Assistant Secretary General 
for Emerging Security Challenges at NATO, recently 
commented that NATO must take a more proactive 
approach to achieve security in the strategic compe-
tition playing out in and through cyberspace which 
“is contested at all times.”57 To do so, he argues that 
NATO and its member states must “foster an entirely 

new mindset regarding how to operate, compete, and, 
if necessary, fight in the cyber domain.”58 Indeed, he 
argues that “being proactive … means being respon-
sible actors.”59 Van Weel highlights three areas of 
emphasis: NATO “requires a better integration of 
activities among numerous stakeholders at each of 
NATO’s three cyber defense levels—political, mil-
itary, and technical;”60 NATO member states must 
act coherently with other states and relevant actors, 
including industry, academia, the private sector, and 
other international organizations; and NATO and its 
member states must focus on “getting the basics right 
and ensuring that defenders have the capabilities to 
detect, prevent, and mitigate malicious activity.”61 

While Van Weel’s priorities are necessary for 
improving the cyber security of NATO and its mem-
ber states and supporting preparations “to respond 

Locked Shields is the world’s largest and most complex international real-time cyber defence exercise, organised by the 
NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) in Tallinn, Estonia. Locked Shields 2022 was held from 
Apr. 19 to 22, 2022 with over 2000 participants from 33 nations (Photo by NATO CCDCOE).
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swiftly,” they are not sufficient. What is missing is 
a proactive operational element that supports con-
tinuous campaigning “forward” in space and time 
to preclude, inhibit, or otherwise constrain adver-
saries’ opportunities to realize strategic gains in 
and through cyberspace.62 Absent the adoption of a 
proactive, anticipatory operational element, NATO 
member states’ aggregate cyber capabilities and their 
employment (or lack thereof) would, at best, support 
a “response force” that is misaligned with the cyber 
strategic environment and therefore suboptimal for 
providing security in and through cyberspace for 
NATO and its member states.63

Although a proactive operational element could, 
in exigent circumstances, leverage the cyber effects 
capabilities that have been volunteered by at least nine 
NATO members to date,64 its primary focus ought to 
be leveraging non-exquisite capabilities and capacities 
that support operating forward to identify, for exam-
ple, adversary tactics, techniques and procedures, 
malware, and other adversary signatures and to set 
favorable security conditions should a crisis or armed 
conflict erupt. Operating forward would enable the 
anticipation of adversary operations, preclusion of 
adversary options, reduction in the number of attack 
vectors, and denial of cyber terrain. In this context, 
forward in space may be understood in two ways: as 
networks, systems, and devices beyond the technical 
boundaries of NATO’s communication and informa-
tion systems but within the national boundaries of 
NATO member states, or as networks, systems, and 
devices beyond those boundaries.65 

In the first instance, a NATO proactive oper-
ational element would support “hunting forward” 
on a member state’s networks, systems, and devices 
with the permission of that NATO member state. 
This could take different forms—for example, 
one alliance member could “hunt” alongside a 
host nation’s cyber defenders, as the United States 
has done with Albania,66 Croatia,67 Estonia,68 
Lithuania,69 Montenegro,70 and North Macedonia,71 

and as the United States and Canada have done with 
Latvia.72 However, not all member states may be 
comfortable with this model, so alternatives ought 
to be considered.73 For example, after being made 
aware by the United States that China had compro-
mised its classified defense networks, Japan was 
wary of the U.S. offer to provide a “hunt forward” 
team to assist in identifying the breadth and depth 
of the compromise.74 A former senior U.S. defense 
official commented that “They were uncomfortable 
having another country’s military on their net-
works.”75 Consequently, the United States and Japan 
arrived at a compromise approach: The Japanese 
would use domestic commercial firms to assess the 
severity of the compromise, and a joint U.S. National 
Security Agency/USCYBERCOM team would 
review the results and provide guidance on how to 
mitigate the vulnerabilities.76

In the second instance, a cyber team or teams 
contributed by one or more NATO member states 
would operate beyond the boundaries of NATO 
member states.

Fully specifying how NATO could authorize a 
proactive operational element is beyond the scope 
of this article, but offering several broad notional 
frameworks is not. Some have offered a framework 
where NATO’s Intelligence and Security Division 
would gather intelligence on cyber threats, the 
Cyberspace Operations Center (CYOC) would out-
line ways to mitigate those threats, the CYOC would 
share its analyses with threatened states, and those 
states would request assistance from allies who have 
volunteered to support threatened target classes (or 
countries) by employing their own cyber capabilities 
against the identified threats.77 However, this frame-
work excludes important elements likely necessary 
to support a proactive operational element engaged 
in continuous campaigning—command and control 
by Supreme Allied Commander Europe (SACEUR) 
and a mandate to operate from the North Atlantic 
Council (NAC).
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An alternative is to establish a cyber-focused 
Memorandum of Understanding (MOU) orga-
nization that specifies a framework for allies and 
partners to coherently, efficiently, and continuously 
campaign together in and through cyberspace 
under the command and control of SACEUR and 
by NAC mandate in competition, militarized crisis, 
and armed conflict.78 As such a framework would 
place some cyber capabilities under the command 
of SACEUR, it would exceed the requirements of 
the Sovereign Cyber Effects Provided Voluntarily 
by Allies (SCEPVA) mechanism. However, as it 
enables campaigning in strategic competition 
short of militarized crisis and armed conflict, it 
would also exceed the strategic utility of SCEPVA.79 
Additionally, the capabilities required to support a 
proactive operational element need not be the likely 
exquisite offensive cyber operations capabilities 
that member states volunteer through SCEPVA. 
To prepare for the post-armed-conflict strategic 
environment(s), member states and partners ought 
to be more willing to contribute more “mundane” 
but nonetheless important capabilities that are far 
less likely to potentially jeopardize their intelli-
gence assets, means, and methods.80 A model for 
this organization could be NATO’s Allied Special 
Operations Forces Command under the command 
of SACEUR and sourced by cyber contributions 
from member states.

A proactive continuous operation in substance 
could comprise the tasking contours of the on-go-
ing, non-Article 5 Operation Sea Guardian, albeit 
adapted to the context of cyberspace.81 For exam-
ple, a named operation could encompass tasks for 
cyberspace situational awareness; campaigns/oper-
ations to preclude, inhibit, and interdict/disrupt 
adversary cyber campaigns/operations, and defend 
and protect NATO and its member states against 
cyberspace-based malicious activities; identifying, 
locating, and disrupting the sharing of malware; and 
protecting critical infrastructure from adversary 

cyber activities. NATO allies and partners con-
tribute to Operation Sea Guardian through “direct 
support” by placing assets under NATO operational 
command and “associated support” with assets that 
remain under national command. Such an approach 
would align with the differential cyber capability 
sets and capacities of member states.

Given that NATO is a defensive alliance, some 
may argue that a proactive operational element and 
its associated activities and operations would not 
align with NATO’s purpose. The raison d’etre of the 
alliance, however, is to safeguard the freedom and 
security of all allies, against all threats, from all direc-
tions.82 Cyber persistence theory argues that security 
in and through cyberspace comes through seizing 
and sustaining the initiative in cyber strategic com-
petition to set favorable conditions (and unfavourable 
circumstances for adversaries), tempo, and the 
decision-making cycle of operational action in order 
to place the adversary at a disadvantage and/or force 
the adversary to adjust to friendly action. Therefore, 
to act in alignment with the alliance’s stated pur-
pose, to the degree that the alliance has the capacity 
and capability to do so, it ought to incorporate into 
its overall cyber strategy an operational element to 
responsibly seize and sustain the initiative. 

GRAND STRATEGY SHIFTS  
AND TILTS
The most recent national security strategies of 
the United States and the United Kingdom speak 
of shifts and tilts to the Indo-Pacific region. 
Additionally, NATO’s 2022 Strategic Concept has 
elevated the importance of China.83 Some have 
expressed concerns that these leanings ought to 
be reconsidered in light of the Russian-Ukraine 
armed conflict.

Cordesman says that U.S. national defense 
strategy must be “revised” to reflect the fact that U.S. 
efforts during the Russia-Ukraine armed conflict 
and its strategy for a post-armed environment “are 
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just as important as its efforts to strengthen its forces 
and collective defense efforts in Asia.”84 Similarly, 
Zakheim argues that many U.S. politicians and pol-
icymakers “seem to hope that whatever the outcome 
of Russia’s invasion of Ukraine, the United States 
will be able to return to its main national security 
preoccupation—namely, the threat that China poses 
to American interests in the western Pacific and 
elsewhere around the globe.” Acting on this hope, 
however, “would constitute a serious strategic error,” 
Zakheim says. “Whether it wins or loses the war 
with Ukraine, Russia’s threat to European stability 
will not disappear.”85 

Dan Sabbagh suggests that the emphasis on 
China in the U.K.’s Integrated Review Refresh 2023 
is misguided.86 He argues that “Further boosting 
Britain’s tiny military presence in the Indo-Pacific 
is not obviously good value for money for the UK’s 
stretched armed forces—and for now, at least, the 
primary threat from Beijing to Britain is its ceaseless 
desire to steal intellectual property, not a military 
one.”87 Therefore, he proposes that investments in 
British military capability “ought to be focused on 
helping Ukraine and frontline Nato (sic) states pro-
tect themselves.”88 

The frameworks offered in this article for 
optimizing NATO’s aggregate cyber capability 
and capacity for a post-armed-conflict environ-
ment could, in different ways, satisfy those who call 
for a stark shift to the Indo-Pacific and also those 
who do not. If one accepts that Russia’s primary 
strategic threat to NATO and its member states in 
the immediate post-armed-conflict environment 
originates from cyberspace, the frameworks address 
that threat, thereby satisfying the concerns of those 
arguing for elevating the priority of Russia. The 
frameworks could also placate those who elevate 
China as the primary threat because, as Brands 
argues, the West “can inflict severe strategic defeat 
on it (China) by ensuring that Russia loses its war 
in Ukraine.”89 Moscow, Brands argues, “weakens 

the democratic world through cyberattacks and 
information warfare; it helps Beijing make the global 
internet friendlier to dictatorial rule. Joint military 
exercises, defense technological projects, and other 
aspects of Sino-Russian cooperation fuel China’s 
challenge to U.S. power.”90 Brands’s claim ought 
to be appended to include ensuring that Russia is 
precluded, inhibited, or otherwise constrained from 
threatening the West in and through cyberspace in a 
post-armed-conflict environment.

Optimizing the aggregate capacity and capa-
bility of NATO member states through a proactive 
operational element would provide increased secu-
rity against cyber campaigns/operations from both 
Russia and China, the latter of which also targets 
those states in and through cyberspace to spread dis-
information and illicitly acquire defense contractors’ 
intellectual property and other sensitive government 
information.91 Thus, it would assuage both those 
who argued that China ought to have been elevated 
in NATO’s strategic concept and those who argued 
the contrary. 

CONCLUSION
No matter the outcome of the Russia-Ukraine 
armed conflict, Russia will continue to be motivated 
to control the security architecture of Europe. The 
West’s current objective of attriting Russia’s conven-
tional force generation functions could drive Russia 
to leverage its substantial cyber capability and 
capacity in the post-armed-conflict environment. 
This may, counterintuitively, place NATO in a bind 
should Russia escalate in and through cyberspace 
to campaigns/operations that cause armed attack 
equivalent effects. Even if Russia chooses to stay 
short of such effects, the trend of Russia’s current 
cyber operational tempo, including groups affiliated 
with Russia, suggests that NATO and its mem-
ber states will be subject to a significant, perhaps 
unprecedented, sustained volume of cyber intru-
sions in a post-armed-conflict environment. 
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It would be prudent for NATO and its member 
states to consider preparing now for these potential 
futures. Member states ought to support current 
Ukrainian efforts or engage in their own efforts to 
target Russia’s cyber force generation functions, and 
NATO should adopt policies that optimize member 
states’ aggregate cyber capability and capacity— 

policies that center on a proactive operational posture 
inclusive of an operational element that can preclude, 
inhibit, or otherwise constrain Russian (and Chinese) 
cyber efforts in a post-armed-conflict environment. 
Both of these efforts would satisfy the security con-
cerns of those in the West who prioritize Russia over 
China and of those who hold opposing views. PRISM

A Russia-backed armed rebel observing fighting positions though firing port at his position in ruins of International 
Donetsk Airport (Photo by Mstyslav Chernov, 12 June 2015, Wikimedia Commons).
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In January 2023 activist Rasmus Paludan, who leads a tiny, far-right, anti-Islamic party in Denmark, set 
out to intentionally offend Turkish president Recep Tayyip Erdogan. While some might characterize what 
Paludan did as acceptable civil disobedience, and Paludan may have acted out of opportunism, seeing 

in the debate an opportunity to get considerable attention, its effect was that of an act of strategic political 
sabotage intended to disrupt Sweden’s efforts to join the North Atlantic Treaty Organization (NATO) alliance. 
The difference between strategic political sabotage and civil disobedience is important because it guides how 

liberal democracies may 
tackle the challenges of 
legal protest. 

Paludan’s first act 
was to burn a copy of 
the Qur’an in front of 
Turkey’s embassy in 
Stockholm. A week 
later he burned another 
Qur’an in front of a 
mosque in Denmark. 
The governments of 
Sweden and Denmark 
firmly denounced the 
burnings but noted 
such acts are protected 

The assassination of the Archduke Franz Ferdinand in June 1914 was an act of political 
sabotage that ignited World War One. Source: Smithsonian Magazine (public domain)

Strategic Political Sabotage  
and How to Tackle It 
By Elisabeth Braw and Richard Newton 
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under their countries’ respective freedom-of-ex-
pression laws,1 and in addition, neither nation 
possesses anti-blasphemy laws. Erdogan, facing a 
tough reelection campaign, reacted by increasing 
his public opposition to Sweden’s bid for NATO 
membership. Paludan’s small and legal intentional 
act of political theater severely harmed Sweden’s 
otherwise straightforward accession to NATO. 
The same was true for subsequent Qur’an burn-
ings by Salwan Momika, an Iraqi refugee living 
in Stockholm who previously served with the 
Iranian-sponsored Imam Ali Brigade.2 It was only 
in July 2023, after NATO, the European Union, 
and the United States agreed to military and eco-
nomic concessions unrelated to the desecration of 
Islam’s holy text, that President Erdogan agreed to 
forward Sweden’s NATO accession to the Turkish 
parliament for ratification.3 In October, Erdogan 
did submit a bill to the Turkish parliament to ratify 
Sweden’s accession, but by year’s end it remained 
there, still a hostage to real and imagined provoca-
tions of Turkey.4 Hungary, too, had failed to ratify 
Sweden’s NATO accession, ostensibly because of 
anti-Hungarian posturing by Swedish opposition 
politicians and the educational sibling of Swedish 
National Radio.5 

Together, these events meant that a crucial 
Swedish foreign-policy initiative had been sabotaged 
by what seemed to be an innocent combination of 
thin-skinned foreign leaders and domestic saboteurs 
(whether acting consciously or unwittingly) who 
had exercised their right to free speech. 

Indeed, citizen participation in or fueling of 
such a concoction offers a promising recipe for an 
adversary, whether state or non-state, seeking to 
undermine liberal democracies through non-mil-
itary means. The likelihood of malicious external 
meddling makes it imperative that liberal democra-
cies be prepared and have appropriate processes and 
programs in place and ready to mitigate the effects 
of political sabotage.

The term sabotage is defined by the Cambridge 
Dictionary as a deliberate attempt to obstruct, dis-
rupt, or destroy an opponent’s equipment, facilities, 
policies, or actions. The term can be applied to any 
number of domains; for example, economic sabo-
tage, where workers deliberately slow production, 
make mistakes during assembly, or damage equip-
ment; military sabotage that destroys infrastructure 
critical to the war effort; and environmental sabo-
tage, such as cutting mile-long driftnets that trap 
protected fish species or spiking trees to prevent 
deforestation. But there is also strategic political sab-
otage—sabotage by individuals or a minority group 
that deliberately acts to disrupt, undermine, or 
manipulate the political process for strategic politi-
cal or ideological gains. While such activities often 
include unethical, if not illegal, behaviors, their 
perpetrators typically portray themselves as dissi-
dents performing acts of civil disobedience to justify 
their actions as acceptable and legitimate, even if 
inconvenient and disagreeable, forms of political 
expression. The strategic political saboteur’s objec-
tive is to obstruct or disrupt political decisions by 
generating enough opposition to force policymakers 
to reverse policy decisions. In a globalized world, 
with ubiquitous and near-instantaneous communi-
cations, the dilemma is that what may be legitimate 
and protected rights of protest in one culture might 
cause outsized damage to that country’s relations 
with other nations. Countries hostile to liberal 
democracies, meanwhile, exploit their adversaries’ 
democratic freedoms to fuel such sabotage and help 
undermine foreign policy decisions they consider 
detrimental to them.

It is helpful to acknowledge the similarities 
between strategic political sabotage and civil disobe-
dience, while explaining why one is not the other, 
especially when politically motivated dissent—such 
as Paludan’s and Momika’s—seeks to blur the lines 
between the two. One of the most important differ-
ences is that political sabotage is generally externally 
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focused, seeking to influence another nation’s 
leadership from afar. Political saboteurs such as 
Paludan use their legal rights of free expression, 
often intentionally offensive to the “target audience,” 
hoping to bring adversary perspectives to the fore of 
public and governmental consciousness. Civil dis-
obedience, on the other hand, is internally focused, 
and perpetrators intentionally and publicly break 
domestic laws they deem immoral. Those engag-
ing in civil disobedience do not impinge on other 
citizens’ rights but merely conduct their acts of dis-
obedience to attract attention to their causes. Most 
important, they accept the judicial consequences of 
their actions.6 While Paludan and Momika styled 
themselves as civil disobedients, their acts were 
directed against Islamic regimes but conducted in 
Sweden and Denmark, where Islamic governments 
in the Middle East and South Asia were unable to 
prosecute them. Were they true civil disobedients, 
they would have publicly burned the Qur’ans in 

Istanbul, Tehran, or Baghdad and accepted the judi-
cial consequences their actions. 

Admittedly, there is overlap between politi-
cal sabotage and civil disobedience, if for no other 
reason than well-meaning citizens confuse the two. 
This confusion can create an exploitable oppor-
tunity for hostile adversaries and their strategic 
sabotage, which, in the case of Sweden’s bid to join 
NATO, Russia is known to have planned and sup-
ported. In December, Finnish National Broadcasting 
(YLE) reported that Finland’s intelligence service 
knew of Russian plans to undermine Sweden’s 
NATO accession by fueling disinformation cam-
paigns disguised as legitimate protest.7 

HISTORICAL ANTECEDENTS
Political sabotage is not new. Long before social 
media made it possible for anyone with a smart-
phone and an internet connection to offer their 
opinions and recommendations to a global audience, 

Danish anti-Islam politician Rasmus Paludan burning a quran at a rally in Nørrebro under heavy police protection. Photo by 
FunkMonk, September 2, 2019 (Wikimedia Commons).
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journalists, photographers, actors, and authors were 
powerful influencers. The assassination of Archduke 
Franz Ferdinand by Gavrilo Princip in Sarajevo in 
June 1914 may well be one of the most ill-conceived 
and consequently disastrous episodes of strate-
gic political sabotage of the 20th century.8 During 
his trial, Princip characterized what he did as civil 
disobedience to make the case for an independent 
Serbia, when in fact it was an illegal and unethical 
action intended to disrupt Austrian-Hungarian 
political processes for both political and ideological 
gains.9 Ironically, it resulted in a war that claimed 
the lives of some eight million soldiers and thirteen 
million civilians and brought about the fall of four 
great empires: Germany, Russia, Austria-Hungary, 
and the Ottoman Empire. The First World War  
also claimed the lives of over 1.2 million Serbs,  
the highest per capita number of casualties of any 
nation involved.10

 The Qur’an desecrations and burnings by 
Paludan and Momika are clearly not as serious 
as an assassination. Paludan, though, managed 
to enrage Erdogan, and Momika’s desecrations 
resulted in Sweden being condemned by the 
Organisation of Islamic Cooperation (OIC), the 
Swedish embassy in Baghdad being attacked by a 
mob, and violent protests unfolding in Muslim-
majority Swedish neighborhoods. This prompted 
Erdogan to declare that Sweden’s NATO accession 
hinged on “security in the streets of Sweden.”11 In 
July 2023, far-right activists in Denmark followed 
Swedish protesters’ example and burned Qur’ans in 
two separate incidents, resulting in Denmark also 
being condemned by the OIC.

In September 2023, Hungary—beside Turkey 
the only country yet to ratify Sweden’s NATO 
accession—seemed to follow Turkey’s path and 
suspended ratification of Sweden’s NATO mem-
bership on the basis of what it considered hostile 
manifestations in Swedish civil society. Hungarian 
Foreign Minister Péter Szijjártó scolded his Swedish 

counterpart, Tobias Billström, in a letter that was 
also published on Twitter by the Hungarian govern-
ment.12 Swedish politicians, complained Szijjártó, 
had engaged in “biased, unfair, and unjust accu-
sations” toward Hungary, adding that now that 
parliamentarians “have read in the news that as part 
of your school curriculum provided by UR (the edu-
cational sibling of Swedish Public Radio) belonging 
to a state-run foundation, serious accusations and 
fake informations [sic] are being spread in the 
schools of Sweden, suggesting that democracy has 
been on a backslide in Hungary in the recent years.” 
Szijjártó, though, failed to mention that opposi-
tion politicians within the Swedish Parliament had 
indeed been smearing Sweden’s Prime Minister, 
Ulf Kristersson, but that this was part of a domestic 
dispute where the opposition compared Kristersson 
with Hungary’s Prime Minister Viktor Orban. 
The educational sibling of Swedish national radio 
had, for its part, included negative references to the 
state of Hungary’s democracy in its school content. 
Even though the Swedish government clearly was 
not in a position to ban such expressions, Szijjártó 
admonished Billström, saying the negative char-
acterizations don’t “help your continuously raised 
demand [for NATO accession] to be fulfilled.”

When domestic provocations are intended to 
harm foreign policy and impugn another nation’s 
laws, culture, or ideology, they become acts of 
political sabotage, even when covered by citizens’ 
rights to free expression. When they are conducted, 
wittingly or not, to further an adversary’s objectives, 
they enter the realm of gray-zone aggression. Let’s 
consider Paludan’s January 2023 Qur’an burning. 
The protest permit was paid for by Swedish far-right 
journalist, Chang Frick, who in the past has con-
tributed to the Russian media network RT.13 There 
was nothing illegal under Swedish law about Frick 
paying for the permit and Frick himself says he did 
so to support Kurds living in Sweden.14 Still, given 
Russia’s tradition of manipulating legal protests so 
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as to destabilize other countries’ governments, the 
Russian connection to Paludan’s protests raised 
questions as to the extent of Russian involvement.15

Another case of strategic political sabotage 
intended for disproportionate effect was National 
Security Agency contractor Edward Snowden’s leak 
of highly classified documents to major newspa-
pers. Snowden argued that what he did was an act 
of conscience because his personal concerns over 
domestic surveillance programs were ignored by 
the agency’s leadership. Yet Snowden breaking the 
law was not civil disobedience, because he damaged 
the United States’ credibility and standing among 
its allies and partners, harmed private individuals 
whose private information was leaked, and escaped 
the judicial consequences of his actions by seeking 
asylum in Russia.16 Regardless of whether one con-
siders Snowden a heroic whistleblower or a traitor, 
the consequences of his actions harmed the United 
States and aided Russia, where he was subsequently 
granted citizenship.17

STRATEGIC SABOTAGE AS  
GRAY-ZONE AGGRESSION
In liberal democracies, strategic sabotage is bound to 
happen. The freedoms citizens enjoy are undeniably 
a strategic vulnerability, but at the same time they 
are also a strength. The rights of expression, dissent, 
and peaceful protest ensure governments remain, 
as President Abraham Lincoln said at Gettysburg, 
of the people, by the people, and for the people. The 
exercise of those freedoms, though, means citizens 
can and will do things that harm the political order, 
both at home and abroad. At the extreme ends of 
the political spectrum, there will always be those 
who are quite happy to harm society in the name 
of their causes and protesters who willingly accept 
the consequences of their actions. Such positions 
make it rather easy for hostile regimes to exploit 
well-meaning, but loyal, dissidents and legitimate 
opposition groups through gray-zone aggression, 

usually malign, non-kinetic activities that seek to 
undermine the rules-based order without crossing 
a threshold that leads to open conflict. What is hard 
to detect, harder to attribute, and extremely diffi-
cult to respond to is outsider manipulation of legal 
protest. Hostile powers that support, influence, or 
control domestic dissent intentionally hide their 
involvement. Authoritarian adversaries have proven 
extremely adept at exploiting legal loopholes in 
Western democracies for their own benefit. If dem-
ocratic societies are to deter acts of strategic political 
sabotage sponsored by hostile powers, their political 
leaders and security professionals must anticipate 
and prepare for legitimate acts that are likely to 
create opportunities for significant political damage. 
When developing strategies for deterring politi-
cal sabotage, potential target countries must also 
consider the targets of their deterrence by commu-
nicating to the strategic saboteurs, the sponsoring 
hostile powers, or both, the consequences of their 
malicious actions. The two actors may be linked, but 
they will often have differing motivations, and thus 
the tools employed to deter must also be tailored to 
each targeted “audience.”

Deterring a hostile power from sponsoring acts 
of strategic sabotage falls into the realm of state-
craft: the use of tools such as diplomacy, sanctions, 
and public opinion to change would-be aggressors’ 
cost-benefit calculus. The more challenging aspect 
of deterring strategic sabotage is the internal, or 
domestic, problem of dissuading citizens from 
conducting extreme political acts in the first place 
and encouraging them to consider the second or 
third-order effects of those acts.

Political scientists Andrew H. Kydd and 
Barbara F. Walter explored how activists used 
extreme acts, including violence, to sabotage popu-
lar political efforts that would have led to peace and 
stability in war-torn regions. They found that there 
is little that is random, irrational, or indiscriminate 
about what saboteurs intend. In fact, the saboteurs 
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know they are “playing a role,” conducting acts of 
political theater to influence the masses and in turn 
shape strategic decision-making in their favor.18

Democratic governments have a duty to 
protect the rights of dissidents, activists, and 
sometimes even nut-cases. Burning a Qur’an is 
a blasphemous and punishable act in Muslim-
majority countries, but that is not the case in 
most secular societies. As was seen in Sweden 
and Denmark, even though the burnings caused 
offense, they were not illegal, and both Paludan 
and Momika took advantage of their relative pro-
tection from prosecution. Swedish and Danish 
authorities had little official recourse other than to 
tolerate the offensive acts in the interest of sustain-
ing their free and liberal societies. 

Deterrence theory since the end of the Second 
World War has primarily focused on avoiding 
nuclear confrontation and major conventional 
war between the superpowers. Western deterrence 
policies and the resulting implementing strate-
gies have been decidedly military in nature, based 
upon physical aspects of military strength—tanks, 
ships, aircraft, divisions, and corps—reinforced by 
arsenals of nuclear weapons. In 1966, at the height 
of the Cold War, Thomas Schelling wrote one of the 
foundational works for the study of modern coer-
cion and deterrence theories, Arms and Influence.19 
That volume, which has guided many other theo-
rists’ and strategists’ work, recognized that deterring 
an individual was a cognitive exercise and that the 
motivations necessary for individual deterrence 
were different than those necessary for deterring a 
nation-state that one assumes acts rationally based 
upon quantitative cost-benefit analyses. Individuals 
have the freedom to make their underlying issues 
personal, and thus the range of deterring actions 
and policies needs to emphasize the human domain 
where decisions are often driven by intangibles such 
as passion, anger, culture, isolation, powerlessness, 
perception, bias, and feelings.  

Karl Mueller, from RAND, expanded on 
Schelling’s work by describing deterrence as the 
range of preventative measures taken through 
a combination of denial and punitive strategies. 
Denial strategies, observed Mueller, are the sum of 
tangible and intangible actions taken to convince 
an opponent its objectives are unattainable. He 
found that denial strategies were overwhelmingly 
more effective than punitive strategies. Threats of 
after-the-fact punishment tended to be effective only 
when one opponent believed the other possessed 
and was willing to use the full range of capabilities at 
its disposal—capability and credibility (will). 

Adapting deterrence theory to address domes-
tic political sabotage means stepping outside 
Western politicians’ traditional comfort zone: 
the rational comparisons between each nation’s 
capabilities. When addressing political sabo-
tage, governments should implement and employ 
whole-of-society approaches that address the 
human aspects of conflict.

DETERRING STRATEGIC 
SABOTAGE
Preventing acts of strategic political sabotage must 
be the preferred goal of deterrence and can be 
achieved through a combination of preemption, edu-
cation, co-option, and prosecution strategies.

During the 2010’s efforts to sustain and improve 
the peace in Northern Ireland, an independent 
review of the security situation revealed that the 
biggest threat to maintaining the peace agreement 
was not from sectarian paramilitary groups who 
had agreed to a ceasefire, but instead from individ-
ual dissidents, both nationalist and unionist, who 
disagreed with the political process and wanted to 
sabotage the effort.20 Preempting these individual 
dissidents’ efforts to sabotage the peace required 
collaboration by the Northern Ireland Executive, 
the police, domestic intelligence services, tax agen-
cies, and the different factions. The governments 
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declared their intent to ensure the peace, used the 
appropriate tools available to the different groups, 
and then communicated the collective intent and 
the results through the courts and the media. For 
the most part, preemption succeeded in keeping a 
lid on attempts at political sabotage.    

Most Western societies already have a range 
of legal and ethical tools within their community 
policing and domestic antiterrorism laws, as well 
as acceptable forms of open-source information 
gathering. Law enforcement, domestic intelligence 
agencies, and citizens’ groups enable governments to 
influence potential saboteurs and anticipate possible 
adverse activities. In societies with traditions of civil 
liberty and the rule of law, it can be difficult for law 
enforcement agencies to be preemptive. In a contest 
for influence, it is, instead, an engaged citizenry 
that often creates awareness of the motivations and 

contexts that push activists to take adverse actions, 
and who then help governments avoid or mitigate 
acts of strategic political sabotage.

We don’t know if Swedish diplomats informed 
the government of Turkey before Paludan’s planned 
Qur’an burning or if their counterparts in Budapest 
were even aware that Orban would take exception 
to Swedish opposition politicians’ unflattering use 
of his name in what was an internal Swedish debate. 
We also don’t know if, given that Erdogan was 
facing a contested reelection campaign, it would 
have made any difference explaining to Turkey’s 
leadership that burning a Qur’an, while condemned 
by Swedish politicians, is a protected right under 
Swedish law and could not be legally stopped. In 
both volatile and less volatile situations, there is 
always value in informing an external government 
that may be targeted by activists.

Media Literacy for You(th)” Project’s Youth Exchange Was Held in Kaunas, Lithuania, on 01 – 11 February 2023. Photo by 
International Labor Association, February 11, 2023.
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Strategic political sabotage has the power to 
shock sensibilities, disrupt leaders and societal rou-
tines, and influence populations to support policies 
contrary to the overall good. The power of educa-
tion, though, is that when artfully, ethically, and 
consistently delivered, it can stiffen the population 
against the effects of malicious influence by raising 
awareness of political extremism, illustrating the 
dangers posed by information bias, and building 
resilience among the population to recognize and 
resist malign influence, disinformation, and decep-
tive practices.21 

Moscow’s robust international propaganda 
efforts after its illegal annexation of Crimea in 
2014 and again in 2022 served as a wake-up call 
for Western nations that had previously down-
played Russian disinformation campaigns. Moscow 

weaponized two key pillars of liberal democracy, 
free speech and free media, to shape the Crimea nar-
rative in its favor.22 

Lithuania, which shares a common border 
with Russia, had previously suffered from Russian 
disinformation. The Lithuanian leadership mobi-
lized governmental, educational, social, and private 
sector organizations and institutions to blunt the 
impact of Russian propaganda. This Baltic nation 
used its existing laws to insulate the public from 
Russian state media and began a public education 
campaign to raise awareness and created an infor-
mation literacy program among its most vulnerable 
citizens—minorities, the elderly, and youth. They 
also used the judicial system to punish those who 
intentionally spread false damaging informa-
tion.23 By encouraging grassroots efforts to counter 

Loyalist banner and graffiti on a building in the Shankill area of Belfast, 1970. Photo by Fribbler (Wikimedia Commons).
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Russian disinformation, debunk false claims, and 
spread truthful counter-narratives, Lithuania proved 
the power of an educated population and sent a 
powerful message demonstrating its ability to resist 
external efforts to sabotage domestic policies and 
programs, while also preparing its population for 
future malign influence from Moscow.

Internally, government authorities can choose 
to deny strategic saboteurs’ quest for legitimacy and 
credibility by controlling or ignoring the intended 
message, or instead they might meet the activists 
halfway. By co-opting the saboteurs’ messaging and 
working toward compromise solutions, govern-
ments have the power to create acceptable outcomes 
all parties can agree to. Political scientist Markus 
Holdo, from the University of Lund in Sweden, has 
examined anti-establishment discourse and political 
co-option as means of influencing social change. He 
concludes that co-opting activist groups and indi-
vidual dissidents by cooperating and collaborating 
with them offers an effective means of controlling 
opposition minorities and encouraging them to 
work within the authority’s agenda in the hope that 
both sides might remain politically relevant.24

One of the most successful cases of political 
co-option is the 1998 Good Friday Agreement that 
ended Northern Ireland’s 30-year sectarian con-
flict. Prior to that agreement, every other attempt 
at compromise and negotiation had been sabotaged 
by radicals from both parties who failed to trust the 
other sides’ intentions or their own leaders’ abilities 
to implement the terms of the various negotiated 
agreements.25 By the late 1990s, citizens in both the 
nationalist and the unionist camps were exhausted 
by the violence and by the cost of policing Northern 
Ireland. The Good Friday Agreement between the 
governments of Ireland and the United Kingdom, 
as well as the four major political parties, co-opted 
the sectarian paramilitary groups, got the political 
leaders to agree to ceasefires and laying down their 
weapons, and brought the militants into the political 

process. While the ensuing twenty-five years have 
not been without challenges, the peace has held in 
Northern Ireland.

When skillfully done, co-opting an opposition 
group can avoid future harmful acts that might dam-
age a nation’s policies or standing. The decisive aspect 
is whether the political act aids a hostile power and 
can be linked to that power. Awareness of domes-
tic extremists’ agendas and any links to unfriendly 
regimes offer acceptable criteria for determining if 
politically-motivated acts of protest are an appro-
priate vulnerability to be tolerated or if the acts are 
credible threats to national security and regional 
stability. Democracies thus have two tasks: they must 
constantly, legally, and appropriately monitor groups 
and individuals likely to engage in acts of political 
sabotage, and they must, also within the rules of law, 
address any evidence that domestic activists are act-
ing with or for the interests of hostile powers.

Prosecuting a strategic saboteur after the fact 
falls outside the definition of deterrence by denial. 
Instead, it is a punishment strategy that hope-
fully will deter future acts of political sabotage. 
Paradoxically, punishing political sabotage, espe-
cially when given global visibility through modern 
communication tools, can enable political sabo-
teurs to amplify their messages, extend their causes’ 
lifespans, and exert significant control over their 
intended messaging. Governments must care-
fully balance between prosecuting illegal acts and 
enabling the public “microphone” political saboteurs 
crave. Much like efforts to suppress civil disobedi-
ence, efforts to thwart political sabotage must be 
subject to rules of evidence and due process. Most 
important, however, is that legitimate acts of politi-
cal expression cannot, and should not, be prevented 
in liberal democracies. If, however, the government 
does find it necessary to prevent acts of political sab-
otage, it must be demonstrated that the acts violated 
the country’s national security laws and be clearly 
attributed to a hostile power.
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1  In 2019, 18 of 20 nations in the Middle East 
and North Africa had laws criminalizing blasphemy 
and enforced those laws to varying degrees, including 
the death penalty. Virginia Villa, “Four-in-ten coun-
tries and territories worldwide had blasphemy laws 
in 2019” (25 Jan 2022), https://www.pewresearch.org/
short-reads/2022/01/25/four-in-ten-countries-and-ter-
ritories-worldwide-had-blasphemy-laws-in-2019-2/. A 
significant number of European nations still have such 
laws on the books, https://end-blasphemy-laws.org/
countries/europe/. 

2  Momika’s is an interesting case. He not only burns 
Qur’ans for publicity, but also rants against Islam and 
livestreams the events on TikTok, earning about $270 per 
video. Burak Bir, “Salwan Momika: Quran burnings for 
freedom or money?” (7 Sep 2023), https://www.aa.com.tr/
en/world/salwan-momika-quran-burnings-for-freedom-
or-money/2981044#.

3  Sweden agreed to support Turkey’s accession pro-
cess to the European Union and will also support visa 
liberalization within the EU’s Schengen Zone. The United 
States will sell Turkey new F-16 fighter jets and help 
modernize the F-16s Turkey already owns. https://www.
aljazeera.com/news/2023/7/11/why-turkey-changed-its-
stance-on-swedens-nato-membership-2.

CONCLUSION 
Strategic political sabotage is so powerful because 
it occupies the nexus of freedom of expression and 
gray-zone aggression. Without an illegal act or a 
hostile power nexus, activists whose protests harm 
their country’s policies or international standing 
enjoy freedom-of-expression protections. If, how-
ever, such acts are undertaken with the support 
of a hostile power, they then constitute gray-zone 
aggression—efforts by a hostile power to cause harm 
through non-kinetic means that stay below the 
threshold of conflict. To deter potential gray-zone 
aggression it is imperative that a nation identify and 
preemptively disrupt hostile sponsors by denying 
the saboteurs political, financial, and social support, 
as well as pursuing after-the-fact investigation and 
attribution that places blame and imposes conse-
quences for any meddling, where appropriate.

To effectively avoid the harm of political sab-
otage, governments must monitor links between 
activists and foreign powers. Once alerted to 
impending political sabotage the government can 
then execute its deterrent strategies and programs 
that combine techniques of preemption, education, 
cooption, and prosecution to mitigate potential 

harmful effects while also protecting the guarantees 
of democratic freedom. This can include changing 
the location of the permitted demonstration, educat-
ing the public about external meddling and possible 
interference in domestic protests, and collaborating 
with nongovernmental organizations (NGOs) to 
correct disinformation by hostile activists and to 
preempt malign state and non-state actors bent on 
sabotaging legitimate political processes.

Governmental and societal understanding and 
acceptance of the rights of appropriate political 
protest remain central to preserving democracy. 
Governments and citizens must ensure awareness 
of political protesters’ likelihood to break laws 
and any possible connections to hostile powers. 
Activists who reflect opposition elements of soci-
ety must carefully evaluate the consequences of 
their actions and the potential national harm their 
acts of sabotage might cause. Together, govern-
ments and societies require proactive thought and 
engagement on the topic of strategic political sab-
otage if they are to effectively protect themselves 
from actors and actions intended to undermine  
the stability, standing, and well-being of their soci-
eties. PRISM
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In a recent issue of Foreign Affairs, Chris Inglis and Harry Krejsa argued that the current state of affairs in 
the cyber ecosystem needs to be fixed, with too much risk pushed down to users, small businesses, and 
local governments. What is needed instead, they argue, is “a new social contract for the digital age,” one 

that changes the current cybersecurity paradigm between the public and private sectors. This paradigm shift 
would include governments and large firms shouldering more of the burden, transitioning to a more “col-
lective, collaborative defense.”1 This kind of paradigm shift is even more crucial for response to severe cyber 
incidents, defined in the National Cyber Incident Response Plan’s (NCIRP) Cyber Incident Severity Schema 
(CISS) as an incident or group of incidents “likely to result in a significant impact to public health or safety, 
national security, economic security, foreign relations, or civil liberties.”2, 3, 4

Cybersecurity on Retainer
Supporting National Incident Response Capability 
Through the Private Sector 
By Andrew S. Pasternak and Rachel R. Gaiser 

Mr. Andrew S. Pasternak is a Senior Policy Advisor in the Office of the National Cyber Director. Ms. Rachel R. Gaiser is 
an Advisor at the Cybersecurity and Infrastructure Security Agency. The authors completed this article in their personal 
capacity and prior to beginning their positions in their respective offices.
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The United States has been fortunate so far 
that no cyberattack has matched the level of a severe 
cyber incident, but this may not always be the case. 
State and non-state actors continue to improve 
their offensive cyber capabilities, threatening the 
critical infrastructure vital to the United States. 
Ransomware gangs attack organizations funda-
mental to everyday life, from city governments to 
hospitals to pipelines. The return of great power 
competition to interstate relations between the 
United States, the People’s Republic of China (PRC), 
and the Russian Federation is, at this point, treated 
as a fact in U.S. national security policy.5 With great 
power competition comes the remote yet real possi-
bility of great power conflict, increasing, in turn, the 
likelihood of a severe cyber incident. 

During a severe cyber incident, the public 
expects the government to defend the Homeland, 
including critical infrastructure disruption of which 
would affect national security, economic stability, 
or public health and safety.6 The technical capac-
ity to respond to severe cyber incidents is vital for 
the federal government to mitigate the effects on 
the nation’s security. At the time of this writing, 
however, the government cannot provide non-fed-
eral entities Digital Forensics and Incident Response 
(DFIR) services at scale, nor is there a mechanism 
for the government to rapidly coordinate and deploy 
private sector DFIR services to prioritized critical 
infrastructure partners.7 Over 700,000 cybersecurity 
positions are unfilled in the United States, including 
approximately 40,000 vacancies in the public sector. 
With the higher salaries offered by the private sector, 
it seems unlikely that the federal government will be 
able to develop the necessary DFIR capacity inter-
nally any time in the near future.8

With the government unlikely to internally 
develop the DFIR capacity needed to respond to 
severe cyber incidents, policymakers should con-
sider paying to retain private sector DFIR capacity. A 
Cybersecurity Retainer Program (CRP) would allow 

the government to rapidly expand DFIR capacity 
during a severe cyber incident. A CRP would also 
incentivize private sector partners to maintain 
DFIR teams optimized for national security incident 
response services and improve readiness by training 
and exercising with CRP teams before a severe cyber 
incident occurs.

This article first assesses the current strate-
gic environment, including how DFIR services are 
provided and the challenges with providing DFIR 
services during severe cyber incidents. The fol-
lowing section details the concept of the CRP and 
compares it to two alternative options: a civilian 
cybersecurity reserve and the use of the Defense 
Production Act. The final section examines issues 
that must be considered and further researched if 
the government is to develop the CRP, including 
costs and who can access DFIR services. 

UNDERSTANDING THE CURRENT 
STRATEGIC ENVIRONMENT 
Private sector entities and state and local governments 
without DFIR capabilities rely primarily on private 
cybersecurity vendors for DFIR services when a cyber 
incident occurs. These vendors can hire personnel 
and charge clients at rates reflecting the demand for 
these services. Organizations can obtain these ser-
vices ad hoc or through a retainer agreement. Many 
vendors provide incident response activities, though 
the capability of these vendors can vary significantly.9 
The National Cyber Incident Response Plan high-
lights the role of the private sector during severe cyber 
incidents, with the private sector providing for the 
security of its networks and often providing support 
or assistance to federal agencies.10

Great power competition, and with it the 
remote yet real possibility of great power conflict, 
increases the likelihood of severe cyber incidents, 
with U.S. competitors demonstrating the capabil-
ity and intent to target civilian infrastructure. The 
PRC, for example, has demonstrated the capability 
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to target U.S. critical infrastructure, including 
compromising thousands of organizations simulta-
neously and targeting U.S. infrastructure to develop 
cyberattack capabilities.11, 12, 13 The People Liberation 
Army’s 2020 Science of Military Strategy (SMS) 
calls out “national information infrastructure” as 
a critical target for “cyber electromagnetic space 
warfare,”—a phrase that includes cyber warfare 
as one of its primary forms.14, 15, 16 Finance, energy, 
and transportation are mentioned explicitly in the 
SMS, though other infrastructure sectors are likely 
targeted. The SMS also uses the 1999 campaign of 
bombing Yugoslavia by NATO as an example of 
successfully targeting civilian infrastructure, saying 
that switching from military to civilian infrastruc-
ture crushed the will of the Yugoslav Federation. 
This example is given in a section on cyberspace, 
suggesting that the authors believe offensive cyber 
operations could have a similar effect.17

While the almost exclusively private sector 
arrangement is typically beneficial given the private 
sector’s resources, severe cyber incidents, most 
notably those occurring during a conflict, would 
challenge the ability of the private sector to respond 

due to the issues of scale, prioritization, and coordi-
nation. Severe cyber incidents could affect hundreds 
or thousands of organizations. Cybersecurity 
vendors exist within a business model that could 
prioritize organizations for restoration differently 
than would the federal government, leaving vital 
infrastructure operators without needed assistance. 
Some level of communication and coordination cur-
rently exists across prominent cybersecurity vendors 
through organizations such as Information Sharing 
and Analysis Centers and the Cybersecurity and 
Infrastructure Security Agency(CISA)’s Joint Cyber 
Defense Collaborative (JCDC), but not nearly on the 
scale to allow coordinated and prioritized incident 
response activities during an extended period of 
intensified malicious activity.18, 19

During severe cyber incidents, the general pub-
lic and private sector expect the government to take 
a more prominent role in coordination and cyber 
incident response, ensuring the safety of government 
operations and the nation’s critical infrastructure. 
The problem with this expectation is that even 
if hiring, training, and retaining cybersecurity 
personnel were not an issue, the small number of 

CAD design for new facility for Cybersecurity and Infrastructure Security Agency. Source: Government Services Agency



PRISM 10, NO. 4 FEATURES | 75

CYBERSECURITY ON RETAINER

government personnel with the skillset needed for 
DFIR operations makes it highly unlikely the federal 
government will ever be able to undertake incident 
response activities at scale. In the Fiscal Year 2021 
enacted budget, CISA had 607 positions designated 
for cyber operations programs, projects, and activ-
ities. Threat Hunting, which includes the hunt and 
incident response services provided by CISA, com-
prised 181 of these positions.20 The number within 
Threat Hunting that could undertake incident 
response services is smaller. Threat Hunting’s work-
force is supplemented by contractors that provide 
the added technical capability. Still, the small num-
bers highlight how challenging it could be for CISA 
to respond to incidents within federal networks 
during severe cyber incidents, let alone incidents at 
critical infrastructure entities.

The Department of Defense (DOD) also retains 
DFIR capabilities that may assist during severe cyber 
incidents outside of conflict. During a conflict, 
however, DoD is unlikely to have the personnel to 
perform DFIR activities for key critical infrastruc-
ture partners. As of 2022, U.S. Cyber Command’s 
Cyber Mission Force comprises 133 teams, a subset 
of which are Cyber Protection Teams intended to 
defend the Department of Defense Information 
Network and critical infrastructure.21 The National 
Guard’s cyber force has over 2,200 personnel and 
has previously assisted in critical infrastructure 
cyber defense, though the number able to partici-
pate in DFIR operations is a smaller subset.22 During 
a conflict, DOD network defenders will have to 
respond to increased malicious activity against 
DOD networks, limiting the availability of DOD 
cybersecurity personnel to respond to cybersecurity 
incidents at critical infrastructure entities.

The federal government, like practically all orga-
nizations in the public and private sectors, has been 
attempting to overcome an acute cybersecurity work-
force shortage. According to a 2022 Federal Cyber 
Workforce Management and Coordinating Working 

Group report, over 700,000 cybersecurity positions 
remain unfilled in the United States, including 
approximately 40,000 vacancies in the public sector.23 
This high number of vacancies in the U.S. cyber 
workforce includes the highly technical personnel 
needed for DFIR activities. The federal government 
and other organizations have understood the growing 
workforce shortage for years, but despite numerous 
efforts, they still need to close the workforce gap.24 On 
top of this, the federal government’s cybersecurity 
workforce skews older: less than 6 percent are under 
30, while over 30 percent are over 55.25

The reasons for this workforce shortage in the 
federal government are discernible. Private sector 
employers typically offer higher salaries and can 
hire employees quickly.26 Federal wages are typically 
lower, and a candidate can take months or years to 
be hired after the initial job offer, depending upon 
the bureaucratic and security requirements of the 
position. For example, a 2022 report from CISA’s 
Cybersecurity Advisory Committee found that the 
agency took an average of 198 days to complete the 
onboarding process after a candidate received an 
offer.27 Once government agencies hire and train 
cybersecurity personnel, retaining this work-
force presents difficulties, with higher salaries and 
appealing opportunities within the private sector 
enticing many to leave. 

CISA and other agencies are taking steps to 
improve the development and retention of a cyberse-
curity workforce, with mixed results. It is not likely, 
however, that the federal government will be able to 
develop and maintain the capability to respond to 
the increased malicious cyber activity likely to occur 
during a severe cyber incident. The federal govern-
ment will need to rely extensively on private sector 
capacity to secure the nation’s critical infrastructure. 
Nevertheless, there is currently little infrastruc-
ture to increase the government’s DFIR capabilities 
through coordinating and directing private sector 
capabilities during a severe cyber incident.
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DEPLOYING PRIVATE SECTOR 
CAPABILITY THROUGH A CRP 
Given the small size of the federal government’s 
DFIR capability and the likelihood that improving 
hiring and retainment practices, while helpful, will 
not resolve the problem, other means of obtaining 
the capacity needed during a severe cyber incident 
must be considered, and this requires looking to 
cybersecurity vendors in the private sector. Rather 
than trying another hiring or personnel reten-
tion program that only marginally improves the 
situation, a Cybersecurity Retainer Program would 
allow the government to maintain an extensive 
incident response capacity for severe cyber inci-
dents that can be deployed rapidly and sustained at 
a relatively low cost.

A CRP would function similarly to the retainer 
services provided by cybersecurity vendors and other 
industries, with some differences. The federal gov-
ernment, through CISA or another agency, provides 
annual funding to selected cybersecurity vendors via 
approved contractual processes. These vendors then 
provide DFIR response capabilities when requested. 
Unlike typical retainers, CRP funding ensures that 
cybersecurity vendors maintain the DFIR capabil-
ity needed by the government during a severe cyber 
incident. DFIR teams would be available for rapid 
deployment to the government for extended periods 
that could last months or even years.

Similar federal programs allow the government 
to retain services for times of conflict that would oth-
erwise be unavailable. One example is the Maritime 
Security Program (MSP), run by the Department 
of Transportation’s Maritime Administration 
(MARAD). While Military Sealift Command and 
MARAD maintain cargo vessels to support military 
operations, maintaining a cargo fleet large enough to 
sustain operations during a large-scale conflict would 
be extremely expensive without any certainty that the 
ships would ever be used. Rather than pay large sums 
to build and maintain such a fleet, MARAD provides 

ship operators with a financial retainer for 60 ships; in 
return, the operators will provide the ship to the U.S. 
government during times of war or national emer-
gency.28, 29 A 2009 study of the program ordered by 
the Department of Transportation, 13 years after the 
beginning of the program, found that the MSP had a 
clear positive impact on the number of U.S.-flagged 
vessels and their availability for military use, as well as 
the availability of mariners to operate these vessels.30

While cybersecurity and maritime shipping may 
seem completely different, they share two fundamen-
tal similarities: the cost of maintaining the capability 
is high, and most of the capacity is in the private 
sector. MSP is a prime example of using government 
funding to ensure capacity during a time of need 
while avoiding the higher cost of owning the capacity 
during peacetime. A cybersecurity retainer program 
would provide a similar solution, providing the gov-
ernment with a way of increasing capacity that can be 
quickly deployed against threats and incidents. 

Establishing a CRP will incentivize private 
sector partners to work with the federal government 
to maintain DFIR teams optimized for national 
security incident response services. These teams 
will benefit from working together before any severe 
cyber incident occurs, allowing them to respond 
more effectively when called upon by the govern-
ment. While the CRP, unlike the MSP, is not needed 
to maintain sufficient capacity in the private sector, 
it could be used to incentivize the maintenance and 
growth of private sector capabilities valuable during 
a severe cyber incident.

Another benefit of the CRP for both the private 
sector and the government is the ability to regularly 
conduct cybersecurity exercises by combined gov-
ernment and CRP DFIR teams. Research shows that 
regularly exercising cyber security incident response 
plans and other scenarios helps DFIR teams improve 
overall readiness to respond to incidents, including 
improving collaboration and coordination between 
team members.31 For example, incorporating CRP 
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DFIR teams into CISA’s biennial Cyber Storm 
Exercise—the most extensive government-spon-
sored cybersecurity exercise—would provide the 
CRP DFIR teams with a holistic introduction to 
working with federal, state, local, territorial, and 
tribal partners.32 Although the government may 
only fully activate CRP DFIR teams during a severe 
cyber incident, exercising different scenarios will 
provide CRP DFIR teams with needed context and 
familiarity by coordinating with thousands of stake-
holders across the government.

ALTERNATIVES TO CRP PROVIDE 
FEWER BENEFITS
Voluntary and compulsory options exist for the 
federal government to tap into private sector capa-
bilities during a conflict. We will discuss below 
two CRP alternatives: the development of a civilian 
cybersecurity reserve and the use of the Defense 
Production Act during a conflict. While these 
options provide benefits, neither offers the same 
ability as the CRP to rapidly scale and deploy DFIR 
capabilities at the outset of a severe cyber incident.

Civilian Cyber Reserve
The Civilian Cyber Security Reserve Act was a 
bipartisan bill introduced in 2021 that proposed 
permitting CISA to create a pilot civilian reserve 
program. CISA would develop a reserve of up to 30 
members to activate during a severe cyber incident. 
When activated, civilians in the program would be 
considered members of the federal civil service.33 

Given the program’s small size and the status 
of reservists as federal civil servants, CISA’s prob-
able goal would be to integrate those in the reserve 
program into CISA operations, boosting existing 
technical teams, including DFIR teams. The bill 
represented a novel approach to increasing govern-
ment capacity during a time of need and built off a 
military reserve model with various degrees of inter-
national success.34

If fully staffed with effective technical per-
sonnel who can quickly integrate into CISA 
operations—far from a given—reserve person-
nel could improve CISA capabilities to a limited 
degree. Even with the understanding that the pro-
gram put forward in the Civilian Cyber Security 
Reserve Act is a pilot program, it seems highly 
unlikely that an even more extensive program 
would put a dent in the capability needed to defend 
private, state, and local government networks 
during a severe cyber incident. This added capacity 
will likely be needed to defend federal networks, 
limiting their availability for critical infrastructure 
network defense. Any incident response-focused 
reservists would also be leaving their respective 
private sector teams during a conflict, affecting the 
capability of those private sector organizations to 
provide DFIR services.

The difficulty of integrating reserve personnel 
into existing operations could also hinder the effec-
tiveness of a reserve program. Technical personnel 
within CISA already have demanding, high-tempo 
positions, which reduces available time to work with 
reservists, understand their capabilities and person-
alities, and determine how they can best be deployed 
when activated. This issue becomes more acute as 
the size of any reserve program increases, especially 
for an agency such as CISA beginning with limited 
technical staffing. 

Finally, while the reserve program did not allo-
cate any additional funds, the cost of a cyber reserve 
program needs to be considered. Given the current 
recruitment issues due in part to the higher salaries 
in the private sector, any cyber reservist would likely 
require pay commensurate with the time required. 
Between individual income, additional adminis-
trative costs such as travel, equipment, and security 
clearances, and uncertainty about the scalability 
and effectiveness of the program, it is unclear if the 
return on investment would be comparable to other 
programs such as the CRP.
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Defense Production Act 
As noted in the Cyberspace Solarium Commission’s 
report, the Defense Production Act (DPA) provides 
the President with expansive authority to priori-
tize resources and services to promote the national 
defense. However, current DPA planning does not 
account for cybersecurity services.35,36 Congress 
added critical infrastructure protection and resto-
ration to the definition of national defense within 
the Defense Production Act in 2003.37 

Utilizing the DPA to ensure private cybersecu-
rity vendors prioritize government contracts would 
scale government capability. The DPA does not con-
flict with the idea of a CRP and can complement it 
by providing additional capacity if needed. Relying 
solely on the DPA will prevent the government from 
rapidly scaling incident response capacity during 
a severe cyber incident or in the lead-up to and 
beginning of a conflict. Once the decision is made to 
invoke the DPA, the government will need to iden-
tify which cybersecurity vendors to call upon, assess 
the capabilities of these organizations, and deter-
mine how to deploy and coordinate the DFIR teams 
and other services provided by these vendors. This 
will take time. Given the rapid pace at which cyber 
operations may unfold at the beginning of an armed 
conflict, opportunities to limit operational impacts 
from malicious cyber activity may be missed. 

Some of this activity, such as identifying 
vendors and coordination mechanisms, can be 
undertaken before a conflict. The Cyberspace 
Solarium Commission recommended a similar 
path, suggesting that the government convene 
incident response vendors to understand their 
capacity and procure standby contracts.38 While 
this recommendation is a vital step forward, it is 
effectively like developing a CRP without the addi-
tional coordination and capability development 
a formal program provides. The government will 
still be able to utilize the DPA to increase DFIR 
capacity. However, maintaining a CRP will give 

the government the increased resource capacity to 
shape, coordinate ahead of any severe cyber inci-
dent, and rapidly deploy.

DEVELOPING THE WAY 
FORWARD
While the authors believe that a Cybersecurity 
Retainer Program can optimally provide the 
expanded capacity the federal government would 
require during severe cyber incidents, further work 
is needed to understand the associated require-
ments, costs, and potential risks. 

The government must decide what kind of 
incident response capacity is required and how 
many incident response teams to include in the 
CRP. For example, the government will want to 
maintain an incident response capacity specializ-
ing in industrial control systems and operational 
technology. Ultimately, the size and composition 
of the CRP will be determined by several factors, 
including funds provided by Congress, threats as 
determined by the Intelligence Community, identi-
fied risks to U.S. critical infrastructure, and private 
sector capabilities. 

While decisions on the kind and size of the 
incident response capacity will ultimately drive 
costs per DFIR team, the CRP can be cost-beneficial 
compared to the government’s civilian cybersecurity 
budget. For comparison, as of 2022, the Maritime 
Security Program pays companies $5.3 million per 
vessel for 60 vessels, totaling $318 million.39 The 
MSP provides funds to maintain the sealift capacity 
and employment for approximately 2,400 merchant 
mariners. The CRP would be a fraction of this cost, 
as it is not needed to maintain any physical infra-
structure, nor are the funds necessary to support 
what is already a robust market. Instead, CRP fund-
ing is intended to solely maintain DFIR teams that 
will be prioritized for government use when needed. 

Like all government programs, oversight will 
be crucial to maintaining the effectiveness of the 
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CRP. The government will need to ensure that 
those wanting to join the program can provide the 
skillsets and capacity required and will continue to 
do so. Program administrators must also decide on 
various administrative requirements, such as any 
security requirements associated with DFIR team 
members. The CRP will require similar oversight to 
other programs, with the government specifying the 
program’s requirements and vendors demonstrating 
regularly how these requirements are being met.

The government will also need to make clear 
what entities would qualify for assistance from CRP 
vendors during a severe cyber incident. The goal 
of the CRP is not to replace existing private sector 
DFIR capacity but to ensure some of this capacity 
is available and prioritized for those organizations 
whose disruption could have national security 
impacts. CISA is currently undertaking efforts to 
identify “Systemically Important Entities,” which 
can be a first step to identifying those organizations 
to prioritize for CRP assistance during a severe 
cyber incident.40 A CRP would also incentivize 
entities designated as systemically important to col-
laborate with the government.

Entities receiving CRP assistance would need to 
be reassured that their sensitive information is being 
protected and that the government is not seeking to 
use a CRP vendor’s access to investigate or otherwise 
examine them. To affirm that the role of the CRP is 
to assist critical infrastructure entities—not to inves-
tigate or punish them—it will be vital to develop 
data safeguard measures such as standard liability 
releases, confidentiality protections, and vendor pro-
hibitions on sharing CRP recipient’s non-essential, 
voluntarily-provided information with the federal 
government. The government should develop a 
methodology for deciding the share of the cost of 
DFIR services paid for by the victim of a severe 
cyber incident. Government expenditures during 

an armed conflict, for example, would increase 
dramatically, and saving even small amounts can 
ensure the longevity and flexibility of the program. 
Some organizations, such as Fortune 500 compa-
nies, can bear the costs of access to the CRP if such 
access is even needed. Other organizations may face 
ruinous costs if not given assistance, and cyberse-
curity insurance may not be able or willing to cover 
severe incidents, especially acts of war.41, 42 Although 
beyond the scope of this article, a well-developed 
methodology for deciding cost-sharing will reduce 
government expenses while ensuring systemically 
important entities receive the DFIR services neces-
sary to restore operations at a reasonable cost.

CONCLUSION
Preparing to defend the homeland in cyber-
space during a severe cyber incident requires the 
government to have the capacity to respond to 
cybersecurity incidents on its networks and the net-
works of critical infrastructure operators. As laid out 
in this article, it seems unlikely that the government 
will be able to scale its limited DFIR capacity in the 
near future and will rely on the private sector to pro-
vide this capacity. 

Ensuring the government has the capacity 
needed during severe cyber incidents requires efforts 
beyond the baseline government-private sector 
collaboration consisting of information sharing and 
coordination done today. A CRP would provide the 
government with the DFIR capacity needed during 
a national emergency, promote its maintenance in 
the private sector during peacetime, and provide an 
avenue to plan better and exercise this DFIR capac-
ity. While the best future is one where this capability 
is never needed, a CRP provides the government the 
capacity to respond to cyber incidents, building the 
collective, collaborative defense that will improve 
the nation’s resiliency. PRISM
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Space, one might say, is not as far away as it used to be. From the pioneers and the first technical capabili-
ties of the 1960s to today’s increasingly common tweets from Elon Musk about the nth launch of SpaceX, 
a huge evolution has occurred in the domain. Yet in many ways, it has been so subtle an evolution that 

few people really consider how their daily life is linked to space.
Missions to the moon, the mining of asteroids for minerals, and visible Internet constellations are but a few 

examples of how space will dovetail with human objectives over the coming decades. And these examples fur-
ther illustrate both the expansion of new frontiers and the accompanying, ever increasing stakes in a resurgent, 
space-centric great power competition (GPC). For while this new “space race” spans economic, environmental, 

communication, and scien-
tific spheres, its effects are 
increasingly being felt in the 
military domain.

Inevitably, due to this 
rapidly evolving situation, 
it becomes important to 
enhance awareness among 
both military and civil-
ian leaders—current and 
future—regarding the issues 
related to the new “space 
race.” To do so, it is necessary 
to rethink the educational 
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framework related to space and, accordingly, reform 
professional military education (PME) to better 
train leaders in the multiple, interrelated domains of 
politics, economics, diplomacy, and industry. Once 
this objective has been reached, states will have a 
more comprehensive global space strategy, inte-
grating the military component. Additionally, this 
would enhance cooperation between the defense 
and commercial space sectors, in turn contributing 
to reinforcing resiliency and security for both.

This article begins with an overview of the new 
space environment and the distinctive characteristics 
of this dual-sector currently facing a marked democ-
ratization. However, and despite the very real need to 
consider the current framework of space-related legal 
issues and their potential evolution over the coming 
decades, our focus here will be on PME as it pertains 
to education regarding space. Once the requisite ele-
ments of this revised PME are established, this article 
will continue by identifying how the French military 
considers the issue, striving to develop a better under-
standing of space as a competitive environment, or 
even a warfighting zone. Finally, we will conclude 
with a few proposals for attaining space superiority 
while simultaneously increasing national resiliency.

THE EXPANSION INTO  
“NEW SPACE”

An Exponential Development: “New Space”
Space has of late become democratized. Access to 
Low Earth Orbits (LEO) has been simplified with 
the appearance of less expensive launchers and the 
emergence of non-state actors (such as commercial 
industry) meeting military and civilian needs. We 
have moved far beyond the first conquest missions 
and now face expanding industrial development 
worldwide involving a host of new actors. 

This emerging commercial space indus-
try—as opposed to government-funded space 
programs—includes, today, smaller firms as well 

as the traditional aerospace actors. Focused on 
developing new technologies and services while 
increasing access to space, these actors present new 
perspectives regarding the use of space, including 
notions such as reusable vehicles and space tourism, 
all predicated upon reducing costs to increase the 
use of space. Consequently, the number of satel-
lites has doubled within the last five years and will 
only continue to increase: according to different 
space agencies, an estimated 30,000 satellites are 
predicted to be in orbit by 2030, many dedicated to 
providing capabilities that improve our everyday 
lives.1 This compels us to redefine space as a sort of 
“commodity” and, further, clearly identify different 
users—military, industrial-technological, corporate, 
and civilian—in order to separate the related sys-
tems and stakes. Certain political systems in place 
nowadays keep close watch on space technologies, 
and the space stakes range now from the globally 
strategic to the quotidian: positioning systems, 
international trade markets, intelligence gathering, 
and scientific research, to name but a few.

As a direct consequence of this democratiza-
tion, access to outer space (above 50 km in altitude) 
requires only low-tech tools to attain certain objec-
tives. As an example, newer space actors, such as 
India and Japan, are now able to launch nanosatel-
lites from relatively simple rockets. Longstanding 
GPC powers now must deal with such users in this 
formerly restricted or far less easily accessed area, 
thus increasing competition between state as well 
as non-state (private) actors. This “weak against the 
strong” strategy introduces a new kind of competi-
tion, one that threatens direct confrontation along 
with the more traditional GPC.

The increasing democratization of space is 
the result of the simultaneous expansion of related 
sectors, the military and the commercial. Further, 
today’s industrial actors are outpacing government 
development in the domain, obtaining contracts 
owing to their greater competitiveness and agility.
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Dual-Sector Space
Previously, space was managed militarily via national 
state agencies such as NASA, as governments had both 
military and scientific/exploratory interests in space. 
This paradigm generated different schools of thought, 
each with its own goals and related stakes. “The 
first one saw space largely in scientific and explor-
ative terms. … The other schools of thought saw the 
future of outer-space exploration and exploitation 
in terms of the natural rivalry between societies 
and states common to history. Space could not be 
divorced from the political reality of the world.”2

Moreover, during the Cold War, GPC reached 
its apex between the two blocks led respec-
tively by the United States and the Soviet Union. 
Ballistic missile development, based on Werner 
von Braun’s V2 program, prioritized both intel-
ligence and deterrence. Thus, the creation of the 

National Reconnaissance Office (spy satellites), 
the development of early warning capabilities, and 
the expansion of GPS as a dual-use PNT technol-
ogy (Positioning-Navigation-Timing, initially for 
military yet used worldwide today) are but a few 
examples of this transition of space technology 
from state issues to common use. In France, the 
first Ariane rocket was based on the development of 
the ballistic missile program. It is now the primary 
space launcher for national and European interests.

According to the Outer Space Treaty of 1967, 
outer space is of common interest to all humanity: 
“The exploration and use of outer space, including 
the moon and other celestial bodies, shall be carried 
out for the benefit and in the interests of all coun-
tries, irrespective of their degree of economic or 
scientific development, and shall be the province of 
all mankind.”

Figure 1. Evolution of the number of rocket launches
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As our ancestors did centuries ago 
with the conquest of the sea, consider-
ing superiority at sea to be tantamount 
to control of the world, the principle 
of “first come, first served” is de facto 
applied to space by certain countries, 
like the United States, of course, but 
also Luxembourg and the United 
Arabian Emirates. For such coun-
tries, resources in outer space can 
be exploited according to their own 
needs and agendas. Indeed, dating to 
2015, the U.S. Space Act allows any 
U.S. citizen to exploit space resources: 
“A U.S. citizen engaged in commercial 
recovery of an asteroid resource or a 
space resource shall be entitled to any 
asteroid resource or space resource 
obtained, including to possess, own, 
transport, use, and sell it according to 
applicable law, including U.S. interna-
tional obligations.”3

Meanwhile, many companies 
and international organizations are 
focusing on space and starting new 
programs or are developing new 
technologies while improving existing 
ones. The examples of Space X and 
Rocket Lab show clearly how states 
today have come to rely on commer-
cial firms. Yet space can still federate 
actors around a common cause: many 
international or private entities, such 
as the United Nations (UN), are struc-
turing their strategies around space 
issues. One example, the UN project Space2030, is 
even considered to be a “driver for peace,” advocating 
for peaceful international cooperation in the domain. 

Such oversight or coalition-building has existed 
since the very beginning of the space race. For  
example, the International Telecommunication  

 
Union has long overseen coordination and alloca-
tion of frequency spectrums and orbits in space; 
although, in actuality, the original GPC countries 
were the only ones to use the space allocated spec-
trum for many years. With the development of new 
actors, resources such as frequencies and orbits 

PRISM 10, NO. 4 FEATURES | 85PRISM 10, NO. 4 FEATURES | 85

Figure 2. From Earth to deep space - “first in, first served”
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will become rarer; indeed, we are already in an era 
of increased competition and contestation for the 
space-relevant spectrum. Worldwide, examples 
of positioning technologies, such as GPS/Galileo 
frequency allocation or the privately held Starlinks 
constellation are well-known. Former U.S. President 
Donald Trump confirmed this notion of “first 
come, first served” by Executive Order on 6 April 

2020:4 “Outer space is a legally and physically unique 
domain of human activity, and the United States 
does not view it as a global commons.”

Furthermore, space resiliency relies today on 
dual capabilities wherein the commercial space 
sector is part of military strategy, even for the GPC 
countries that have a commercial sector. Existing 
partnerships between NASA/DARPA and SpaceX or 

Figure 3. Comparison of the number of satellites by country
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between DGA (Direction Générale de l’Armement, in 
charge of the equipment plan of the French forces) 
and Airbus or Thales illustrate how deep this duality 
is entwined with resiliency.

An Enlarged GPC
For a long time, only the traditional GPC coun-
tries were able to develop space programs. The 
democratization of space technology, alongside 
new opportunities presented by this domain and 
the increased will toward national sovereignty, 
have encouraged other countries to develop their 
own space programs. Beyond the Indian and 
Japanese programs, the United Arab Emirates, 
for instance, are developing quite ambitious space 
programs to increase their international reputa-
tions as a medium space power. The Hope mission 
aims directly at Mars and Khalifa satellites pro-
vide autonomous Earth observation capabilities. 
Such medium-sized space powers now can launch, 
develop, and control satellites.5

Another good example of space duality is the 
Iranian space program based on its ballistic missiles 
program, designed to enhance Iran’s capabilities 
and gain autonomous access to space for their own 
satellites. By upgrading their rockets, they increase 
the range and payload of their ballistic missiles 
equipped with conventional or, in a likely near 
future, nuclear warheads. In November 2022, the 
Iranian government announced the construction of 
a hypersonic ballistic missile, offering more possibil-
ities and capacities to the Iranian government in the 
space domain.

Beyond competition between more or less 
“Great” states, we must not overlook non-state actors 
able to apply the above-referenced “weak against 
strong” strategy with potentially devastating con-
sequences on national or international structures. 
In this context, space appears as a potential new 
warfighting domain, one central to the defense of 
sovereignty and the protection of state interests.

Clausewitz saw war as an extension of politics 
by other means; similarly, this consideration of space 
as an extension of the warfighting zone must be con-
sidered for its geo-political implications. As Florence 
Parly, former Minister of the French Armed Forces, 
explained: “…space has become a space of conflict. 
We must not be naive; we must be able to protect 
what is vital for the functioning of our transporta-
tion systems, our air systems, our hospitals ... and 
what is essential for the proper functioning of our 
forces.” This is why it is important to differentiate 
between the warfighting domain and the war zone, 
from competition to confrontation.

This all-important link between sovereignty 
and state interests is particularly true in space. In 
modern warfare, space-based services are essen-
tial, controlling and conducting operations; indeed, 
targeting, communications, and navigation are all 
reliant on space-based support to varying extents. 
This was exemplified in 1990 during the first Gulf 
War, a modern symmetrical conflict, where the 
massive use of space assets led the U.S. armed forces 
to victory against the third largest army in the world 
in only a few weeks.

Accordingly, over the past decades many com-
petitors have developed courses of action to destroy 
or disable space assets, such as GPS jamming, 
anti-satellite missiles (ASAT), rendezvous and prox-
imity operations (RPO), and space projectiles. On 
24 February 2022, Russia demonstrated that it had 
mastered such strategies by paralyzing, via cyber-at-
tack, many control terminals of the Ukrainian 
satellite network just one hour before launching its 
initial offensive.

Of course, it is also necessary to consider the 
economic and financial aspects of this new space-re-
lated GPC. The development of new space capacities 
increases competition between states in many 
tangential sectors, such as the requisite mastery of 
technologies related to the management of mass data 
gleaned from observation satellites. The processing 
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and analysis of such data by means of artificial 
intelligence is also becoming necessary because 
of the immense quantity of data being produced 
and collected. This mastery is closely related to the 
economic and financial investment capacities of the 
respective powers, and national sovereignty is at the 
heart of such issues. 

Moreover, growing dependency on space 
capabilities leads to increased vulnerabilities with 
replacement of Earth-based capabilities by space-
based ones, primarily to cut costs but at the risk of 
decreased resiliency. Competitors, adversaries, or 
malign actors can easily identify these vulnerabil-
ities and develop counterstrategies to limit states’ 
operational effectiveness. With space contestation 
seen in this light, the question arises: what might 
be the consequences of this on freedom of action 
within the domain?

As with other environments—land, sea, or air—
obtaining and maintaining freedom of action in 
space seems to be perquisites to countries and actors 
first establishing, then guaranteeing superiority. 
The latter superiority entails physical and non-phys-
ical lines of communication: space infrastructure, 
access to space, control and management of orbits, 
to name but a few; and “lawfare”—a contraction of 
law and warfare—is at the heart of this freedom of 
action. While drawing up an exhaustive list of the 
legal stakes is beyond the scope of this article, we 
can underline some of the major elements central to 
such a study. 

The last treaty on space dates to 1967. Since 
that time, and as stated above, the use of space has 
become increasingly democratized and the principle 
of “first come, first served” governs this domain. 
This is consistent with strategies underpinning GPC 
because it does not limit the actions of the (Great) 
countries concerned. However, for medium power 
states or those countries that do not have space capa-
bilities, the development of a “lawfare” strategy can 
be used to influence or obtain rights in the use of 

space, as predicted by Jonathan Klein in 2019: “The 
less capable will use their influence to propose inter-
national treaties and resolutions to limit the status 
of the most capable powers.” Further, certain new 
situations underscore the lack of related legislation, 
and the need for it. For example, what constitutes 
an offensive maneuver in space? Or, what is the 
acceptable minimum distance between our own 
satellites and those of our competitors? Finally, the 
issue is that states, especially great powers, might be 
expected to act in what their government or leaders 
deem that state’s best interests.

Both the French Defense Space Strategy and 
the U.S. Space Force have addressed this topic. The 
United States perspective is as follows: “We will 
actively use interactions, consistent with applica-
ble law, to shape norms of behavior that enhance 
national security and reduce the opportunities for 
a competitor or potential adversary to misinterpret 
intentions.”6 The issue also relates to the problem 
of Space Traffic Management (STM) and the need 
to establish common rules to ensure the safe use of 
orbits. These rules may be decided by an interna-
tional regulator, as the International Civil Aviation 
Organization (ICAO) has done for aviation. The 
ICAO serves as an example of successful coopera-
tion, even during the Cold War. In this new space 
age, regulating the use of space is fast becoming a 
necessity to safely sharing this domain. 

Further consequences on the freedom of action 
and use of this domain remain to be established, 
considering the main issue of potential “space area 
denial” through congestion or saturation by space 
debris. As explained by Jacques Arnould, “The 
stakes of the space war, whether it is the war by 
space, for space or in space, are not only a question 
of territories and borders to defend, but also a game 
of interests to preserve, to conquer.”7

As defined above, the new space must be 
considered as a set of issues “inherent” to national 
security. Whether it is a question of space as a venue 
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for national intelligence gathering (e.g., communica-
tions, surveillance, navigation) or dealing with space 
debris—considered an enormous threat to national 
space capabilities—space is truly changing the 
competition between states, or powers both great, 

medium and small. Therefore, the ability of leaders 
to understand all the issues related to the space envi-
ronment is becoming increasingly crucial for any 
actor seeking to attain or maintain its place in this 
rapidly evolving GPC.

Figure 4. Increase of States owning satellites
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PME AND SPACE EDUCATION: 
WARFIGHTING DOMAIN AND 
POTENTIAL WAR ZONE

Space Expertise: from Specialization to 
Generalization
Space-related expertise was once reserved for those 
in scientific and engineering fields, as extensive 
scientific training was required to understand this 
environment and develop capabilities to exploit 
it. Of course, possessing a solid knowledge base 
attained through scientific training remains import-
ant owing to the increasing complexity of space 
and its many (inter)related issues. In the military 
domain, space capabilities must facilitate the plan-
ning and control of operations in all environments, 
not just in space. The number of trained personnel 
within the space-related fields must increase to meet 
this new need. Concurrently, PME must evolve to 
provide scalable training to match tactical, oper-
ational, and strategic requirements at all echelons 
of the hierarchy. According to General Philippe 
Lavigne, former French Air Force Chief of Staff, 
PME must not only keep pace with technical evolu-
tions but also the associated human stakes, “and, in 
parallel, [requires] conceptual reflection on employ-
ment, recruitment, and the establishment of training 
to meet these needs, and this at all levels.”

Originally not widespread, training on 
space matters within the French military has 
evolved from a strategy of scientific preparation 
restricted to a few specialists to the implementa-
tion of a shared military culture regarding space. 
At the same time, the military command strives 
to develop an environment of trust with space 
experts, such as those working within univer-
sities or industry. The French Air and Space 
Force has forged a particular link with the third 
dimension and, beyond, with deep space. The 
first French astronaut, Jean-Loup Chrétien, was 
a fighter pilot in the French Air Force; and our 

most recent astronaut, Sophie Adenot, is a test 
pilot just recently out of the French War College. 
Indeed, today all officers of this force undertake 
space courses in the French Air and Space Force 
Academy (FASFA).

French Air and Space Force Academy 
(FASFA)
As in certain U.S. academies, such as the Air 
Command and Staff College with its Schriever 
Scholars Program or the West Space Seminar at 
the Air War College, increased awareness of space 
can be seen within the FASFA PME programs. The 
education of French officers is clearly evolving to 
cover the range of military issues and specialties, 
providing trainees with general space training, at a 
minimum, or more scientific and technical training, 
depending on the career to which they aspire. And 
while FASFA PME programs used to include space 
mechanics for all trainees during the first three 
years at the academy, today’s training has been rede-
signed to cover all officers; meaning, in the French 
Air and Space Force model, career officers, con-
tracted officers, and internal granted officers.

The FASFA PME courses include a basic, one-
day course on space intended for all officers, not 
only career officers. It covers the Force’s current 
and future capabilities in space, basic notions of 
space operations—i.e., how space can support other 
military components—and orbital mechanics. The 
intent here is to make all officers aware of the key 
space-related issues regarding their future military 
assignments: space mobility, space contestation, 
and space threats, for example. In addition, officer 
cadets are introduced to space imagery, battle 
damage assessment, and site surveillance. More 
advanced courses are available to career officers. 
These are interspersed throughout the three years 
of FASFA PME and cover all recruitment profiles, 
from the scientific to the more literary. During 
their first year at the academy, student officers take 
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a three-day Space and Defense Seminar (SPADS), 
strategizing on space issues and thereby enabling 
students to better face challenges to space-based 
service delivery in real-world situations. “Games” 
are organized to cover many topics: space situa-
tional awareness, rendezvous with satellites, and 
uncontrolled atmospheric reentry of spacecraft 
back to Earth. Over the course of this seminar, 
students have the opportunity to not only meet 
members of the French Space Command and the 
French Planning and Controlling Operations 
Center (Centre de Planification et de Conduite des 
Opérations, or CPCO), but also executives from  
the space industry and the French Study Space 
Center (Centre National des Etudes Spatiales, or 
CNES). Finally, an entire day of conferences and 
round tables facilitates discussion on current and 
future space topics.

SPADS is evolving to integrate North Atlantic 
Treaty Organization (NATO) participants, such 
as U.S. Air Force personnel serving as mentors, or 
joint officers (French Navy or Army), the objective 
being the creation of a first step toward a joint mili-
tary-space community. Today, it also aims to prepare 
a segment of military general officers, sensitizing 
them to the main space-related stakes—hugely 
important, given their high level of responsibility 
within the French military.

Beyond those courses aiming to develop a 
first level of space competence, Master-level classes 
enable student officers to delve more deeply into 
space as a competitive and transversal domain. 
Significantly, these courses include a period of 
practical work: For example, students may par-
ticipate in the development of a ground-space 
interface or another project done in collabora-
tion with industrial partners such as Thales or 
Northrup. Master-level courses go far deeper into 
the space environment, developing knowledge that 
is more robust, having been developed for a more 
science-focused population. During the second 

and third years at the academy, students follow at 
least 50 hours of space courses, addressing very 
technical domains such as thermal and optical 
rules, space engineering, and space environment 
constraints. These additional hours of courses are 
divided into three parts:

	■ Image technology: for instance, how to exploit 
and improve space imaging via new technolo-
gies and artificial intelligence;

	■ Communications: covering all issues sur-
rounding SATCOM, such as time of visibility, 
mega-constellations, and antenna centers;

	■ Roundtables: discussions with space, scien-
tific, and military domain Subject Matter 
Experts (SMEs) from, for example, ONERA 
(Office Nationale d’Etudes et de Recherches 
Aérospatiales) for radar, CNES for geolocation, 
and the French Space Command (PME).

This dedicated space course option eventu-
ates in an end-of-study internship of four to five 
months. One of the main partnerships is with the 
United States Air Force Academy, involving studies 
on space propulsion and space surveillance. This 
exchange continues a collaboration initiated more 
than 50 years ago between our two Air Force acad-
emies, thus consolidating our ability to operate 
together in future space operations. 

Thus, the French Air and Space Force contin-
ues to upgrade its space course program with the 
objective to instill an initial, more general knowl-
edge of space in its trainees. Different projects 
remain works-in-progress. For example, a proposed 
course of study would integrate student officers 
into a space seminar organized by different French 
aeronautical schools or academies. Some French 
military space experts are already involved in this 
seminar, bringing their expertise to the students of 
civil engineering. The goal here is: begin integrating 
into the space community future-facing industri-
al-military partnerships.
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French Space Command
PME is also evolving within the French Space 
Command, with a dedicated structure in place to 
educate personnel working on space operations. 
This training, provided by the Center for Military 
Space Operations (Centre de Formation aux 
Opérations Spatiales Militaires, or CFOSM), offers 
three different courses to upgrade trainee compre-
hension of the space environment: basic, advanced, 
and strategic courses. 

The three-day basic course deals with more 
general space stakes. The main goal is to provide a 
global comprehension for people working in support 
of space operation specialists. The advanced course 

is at the heart of French PME. Its objective is to give 
a full spectrum vision of space operations to people 
involved in this domain. This course is open to all 
French officers, from each branch, as well as selected 
specialists from within the foreign office. (The last 
of these courses, the strategic course, is detailed 
below). Specialists in specific domains deliver 
these courses. Many officers of the French Space 
Command are involved, such as specialists in space 
operations, legal issues, and space device programs. 
In addition, civilian specialists are invited to supple-
ment perspectives with their own points of view. For 
example, CNES personnel might detail the increas-
ingly problematic issue of space traffic management.

Figure 5. What to teach, when to teach - a French space PME project
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A MULTI-DOMAIN SPACE 
EDUCATION
Recent increased awareness of Air and Space Force 
needs to be reinforced elsewhere, via other PME 
components. Indeed, neither the Navy nor Army 
integrate space stakes in their officer academies. At 
best, those young officers follow a single conference 
introducing generalities about space. These mili-
tary academies continue to educate their officers 
for their first employment at a tactical level where 
space assets are still considered mere tools used in 
support of an operation. However, the French Navy 
is increasing its operational preparation, especially 
regarding threats such as a space black out. Indeed, 
assuring resiliency is critical regarding potential 
space contestation—a failed rendezvous with a 
French satellite, for instance, could lead to the delay 
or cancellation of an entire maritime operation.

The French War College aims to prepare future 
military leaders, especially as regards operative 
planning. To do so, different planning courses are 
developed around strategic scenarios to enable 
student officers to face a global and multi-domain 
war-game, using NATO Comprehensive Operations 
Planning Directive (COPD) doctrine, which defines 
space as a global component (operational domain) in 
NATO operations through the Allied Joint Doctrine 
for air and space operations—AJP-3.3. Although 
these training scenarios integrate the space domain 
as a supporting component and not as a domain in 
its own right, they nonetheless allow future military 
leaders to develop space-relevant skills and ways of 
thinking within the joint environment of the War 
College. Meanwhile, the main difficulty remains 
imagining our future space capabilities during 
this technological transition phase for the French 
military: anticipation is constrained by the evolving 
French space environment, caught between reality 
and its future objectives.

It is interesting to note that the French War 
College involves its student officers in French space 

exercises such as ASTERX23, organized by the 
French Space Command. Indeed, some students 
assume operative functions and responsibilities 
within the space operations center. Their feedback 
will be worthwhile in developing space expertise at 
this level. In addition, certain exchange officers are 
able to follow space courses delivered by the U.S. Air 
War College in Montgomery, Alabama. Via those 
courses, they develop and hone their ways of think-
ing regarding space issues.

For its part, each year the French War College 
integrates civilian auditors into the different courses 
it provides. This melting pot enables student officers 
to expand their minds by dealing with space indus-
try executives on issues of strategy, resiliency, and 
superiority within their civilian environment. This 
is an effective way to consolidate space defense cul-
ture, a common objective perpetuated via the French 
IHEDN (Institute for Advanced Studies in National 
Security) 8 structure. The IHEDN is comprised of 
officers of the rank of military lieutenant colonel 
or higher and high-ranking civilian (corporate) 
executives. Under the command of the French head-
quarters, IHEDN directly contributes to generating 
a national defense spirit around French military and 
industrial skills. Space is one of the Institute’s main 
topics, enabling its civilian and military members to 
debate these strategic questions.

Concerning space as a joint domain, it is 
important to prepare military joint leaders to 
integrate the space stakes into their current and 
future operations. The French Air and Space Force 
has recently considered creating a dedicated space 
profile in its human resources division to generate 
a pool of experts on space. Creating such a dynamic 
profile of a career is sure to attract and retain top-
level talent. 

As we have seen, each aviator takes a dedicated 
course in the Air and Space Force Academy. The 
other armed forces consider space at a joint compo-
nent level, primarily as supporting means; therefore, 
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their officers only receive education regarding the 
space stakes once joining specific units or com-
mands related to space. However, the French Navy 
recently asked the French Space Command to inte-
grate the “space advanced course” during the first 
part of naval officers’ operational careers. In this 
way, many naval officers will gain a far better under-
standing of the space stakes. 

Beyond being a “supporting” domain for each 
military component, space is also a supported one. 
Indeed, a given space operation may require spe-
cific component effects to reach its objectives. This 
means space operations are multi-domain and must 
be managed at a joint level. In the French military 
organization, dedicated officers for military space 
operations are integrated in a “J space cell” at the 
joint level in the French CPCO. This organization 
needs military staff able to understand both their 
specific environment (Army, Navy, Air Force) 
as well as the space domain. Today, the CFOSM 
contributes to educating those joint officers, but 
primarily through “on-the-job” training. Finally, it 
is interesting to note that today’s “J space boss,” pre-
viously an airman, is now in charge of “informing” 
the French Chief of Staff on military space stakes via 
different meetings or written productions.

Still other ways have been developed to consol-
idate this shared willingness to generate a kind of 
space community in both military and civilian envi-
ronments. Indeed, the French Air and Space Force 
deploys certain of its officers, who might be assigned 
to the space domain, into prestigious aeronautical 
French academies to enhance their skill levels in 
this specific field. For one year, those officers follow 
in-depth technical training, especially pertaining to 
space, within renowned schools such as SUPAERO 
or SUPELEC. Once returned to the Air Force, these 
officers constitute a real force in making space 
mastery more efficient. Furthermore, this year of 
technical space education allows those officers to 
establish relationships with future civilian space 

engineers, a network that will only grow in strength 
and influence over the years. 

As far as the political domain and space issues, 
the French government began showing a greater 
interest in space in the early 2000’s. At this time, 
some working groups began to list major risks, both 
real and potential, facing the French state. However, 
given that all ministries are concerned, this seems 
to have resulted in a recent change in mindset of 
the French Secretary for National Security and 
Defense. This department, under the control of the 
French Prime Minister, oversees national security 
and defense issues concerning the various min-
istries. Today, with space vulnerabilities a major 
concern at every strategic level, it is paramount to 
consider the space stakes while clearly identifying 
the risk matrix for each ministry. For this reason, 
and to serve this purpose, the Space Affairs Desk 
was created one year ago to force all ministries to 
address their weaknesses concerning space issues. 
This mission is directly linked to the recent French 
National Resiliency Strategy and will take many 
months before its work is done. Its work is this: forc-
ing political structures to (re)think space, anticipate 
issues, and devise strategies that integrate space as 
an opportunity for success, thereby mitigating the 
related risks of failure.

PERSPECTIVES ON ATTAINING 
SUPERIORITY IN SPACE 

Defending National Interests: Develop a 
“Global Strategy” 
As mentioned, applications based on satellites are 
becoming more and more vital for many strate-
gic sectors, and the loss of such capacities could 
paralyze a country, especially when there are no 
alternatives. This statement implies the need to 
integrate space stakes into what General André 
Beaufre has called a “total strategy.”9 Developed at 
the political level, this strategy is necessary to design 
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and prepare for full-scale conflict. This overall strat-
egy is subdivided to encompass four main domains: 
military, economics, diplomacy, and politics. 

In France, only a military strategy is well-devel-
oped through the National Strategic Review and the 
Space Defense Strategy. Stakes identified at the mil-
itary level should lead to identifying national risks 
directly linked to space concerns in other depart-
ments under the aegis of the prime minister.

Integrate Risks into a Global Risk 
Management Strategy.10

Each French department has a high-ranking official 
dedicated to defense and the security of its vital 
infrastructures. However, historically, the law limits 
their actions to the physical. For example, they can 
prevent a physical intrusion into a nuclear plant 
but they cannot legally pursue a cyber-intrusion, 
according to the French document titled “sécurité 
des activités d’importance vitals” that deals with 
the security of vital importance activities (SAIV).11 
Thus, an attack against a vital satellite cannot 
automatically be considered an attack against vital 
infrastructure, as this would require a more flexible 
interpretation of “lawfare” issues. The evolution of 
the SAIV is in progress, attempting to bring French 
law into line with European law. Nevertheless, 
according to M. Mario Pain, Deputy Senior Defense 
Official at the Ministry of Ecological and Solidarity 
Transition, the risks linked to dependence on the 
space environment are only beginning to be studied, 
including, in particular, the consequences of a space 
“blackout” on the continuity of services. 

Raise Space Awareness in all Ministries
Today the comprehension of the space stakes differs 
greatly between each state agency. Nevertheless, 
comprehension is the first step in elaborating a ded-
icated general strategy in each domain—military, 
economics, diplomacy, and politics—as detailed by 
General Beaufre. In 2019, the French Space Defense 

Strategy discussed the creation of a Space Academy 
to instill space expertise through different kinds of 
education, and not only for space experts but also for 
high-ranking managers. According to then Minister 
of the Armed Forces Florence Parly, “The expertise 
and training on offer at the Space Academy will be 
open to interdepartmental partners.” This ambitious 
program entails partnership among the French Air 
and Space Force Academy, the Space Command, 
and the renowned Ecole supérieure d’aéronautique 
(an aeronautical engineering school, known as 
SUPAERO). Unfortunately, this project has been put 
on hold due to the difficulty in agreeing on the acad-
emy model and the mode of governance between 
these three entities. These difficulties should be rap-
idly resolved to give future leaders the opportunity 
to develop a common space culture and, together, 
envision a general strategy. 

PROPOSITION 01: Establish a global ma-
trix focusing on all the national risks linked 
to the space domain, enabling associated 
actors to define/redefine an inter-ministry 
space strategy as part of a global National 
Resiliency Strategy. 
 
PROPOSITION 02: Resume the French 
space academy project, possibly by de-
veloping new partnerships with our allies 
(USAFA, for instance), in order to create 
a base of space-related KSA (Knowledge, 
Skills, and Abilities) for our future leaders.

DEVELOPING SPACE EXPERTISE

Develop an Interdepartmental Space 
Education Structure 
As General Philippe Adam, Chief of the French 
Space Command, explains: “This increase in power 
requires the training of specialists, in association 
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with our allies, and the development of activities and 
exercises, such as the space exercise AsterX.” 

Using National Guard capabilities for Space 
Force Command may be an interesting way to ease 
the burden on active forces in those domains. By 
National Guard capabilities, we mean civilian space 
experts hired under military status for a specified 
period. Having a National Guard engaged in space 
activities would provide the ability to link up with 
innovative concepts, equipment, and ideas through 
its private sector members with many years of expe-
rience, often gained via careers within the same 
companies that build space and counter-space sys-
tems for states. Alliances can also be formed within 
this National Guard. These would help establish an 
environment of trust and help shape a coherent space 
strategy among allies; or a kind of space alliance to 
counter opponents’ domination initiatives, much 
like the U.S. Space Partnership Program, or SPP.12 In 
France, the National Guard could go further in the 
recruitment of civilian elites in order to foster knowl-
edge sharing between the French Air and Space 
Force and the European Space Agency (ESA), consol-
idating those space centers of excellence previously 
mentioned. Furthermore, this National Guard status 
could help maintain a high level of confidentiality for 
future military space operations. However, it would 
be necessary to reflect on the prioritization of the 
employment of such personnel in case of simultane-
ous needs by the military and the private sector.

In the meantime, CFOSM is developing a stra-
tegic space course to fill the gap between expert and 
generalist training. The first edition is expected in 
September 2023. Beyond tactical issues, military 
forces are used to analyze risk and opportunities at 
the strategic level. The objective of this course is to 
explain strategic stakes in space to military, indus-
trial, economic, and political leaders. Organized 
around roundtable discussions, it allows for 
high-level networking and a shared national under-
standing of the issues.

The development of a revised PME should thus 
engender a space community uniting experts and 
informed leaders sharing a common vision of the 
space stakes; further, this space community must 
span, at a minimum, those four domains identified 
by General Beaufre. Beyond technical expertise, 
having a “global strategy” in space will require 
strong political commitment. An understanding of 
this domain at the political level is a key point that 
this space community could help implement.

PROPOSITION 03: Develop a space com-
munity between military and civilian space 
structures by developing a National Guard 
incorporating civilian space experts.

CREATING OPPORTUNITIES 
FOR INDUSTRY AND 
COMMERCIALIZATION
As General Charles De Gaulle said in June 1940, 
“Struck down today by mechanical force, we will 
be able to overcome in the future with a superior 
mechanical force.” De Gaulle clearly understood the 
link between industry and operational superiority. 
Industrial capabilities may also be linked with com-
merce, trade, and business to build a great economic 
power that can be used to prepare the armed forces. 
That is why, following the invasion of Ukraine, 
President Emmanuel Macron stated his desire to 
develop a war economy through better cooperation 
between the defense industry, the financial sector, 
and the armed forces.

In the new conception of space, many commer-
cial entities are developing new services. The defense 
environment has the opportunity to develop a “trust 
circle” to take advantage of this new triptych of 
innovation: new capacities; resiliency; and subsid-
iarity. The French Space Command is not yet deeply 
involved in incorporating the defense industry 
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into its strategy; therefore, to right this, a dedicated 
structure was established to keep innovation at the 
heart of the defense space strategy.13 Called LISA,14 
the structure’s mandate is to ensure, within the 
ecosystem of national civil actors, dual solutions 
based on space technologies to meet the needs of the 
four armed forces. To this end, main actors within 
the space industry were invited to participate in the 
space exercise called AsterX, in 2022. This “win-
win” partnership provides the opportunity for the 
military to explain to them the space stakes, such as 
that maneuverability in space is a pre-requisite to the 
freedom of action mentioned above, one of Marshal 
Foch’s three principles of war. The role of this 
Commercial Integration Cell (CIC) could be tailored 
to take advantage of synergies, both in the technical 
field and in the conception of space maneuvers.

PROPOSITION 04: Consolidate synergy 
between military and industrial structures 
by involving space industries in the military 
space environment—especially via com-
mon space exercises—as participants  
and mentors.

DEVELOPING RESILIENCY IN 
COMMAND AND CONTROL
In accordance with its Defense Space Strategy, France 
will develop defensive and offensive capabilities in 
space by 2030, based on the ARES15 major effects 
program. This will be based on a renovation of the 
GRAVES and SATAM surveillance systems and the 
launch of the experimental satellite called YODA,16 
the first steps toward a patrol satellite. Command 
and control being essential to ensure the efficiency of 
space operations, the C2 structure will have to evolve 
to adapt to the challenges of massive data fusion, 
AI-based decision support, and the need for super-
computers to track and control satellite trajectories. 

This evolution will only be possible through 
reliance on experts trained in the requisite fields. 
While it is obvious that the defense industry plays, 
and will continue to play, an essential role, the 
armed forces will have to be vigilant to ensure the 
internal operationalization of these systems. The 
use of an adapted National Guard and the recruit-
ment of commissioned officers in highly specialized 
fields, such as big data or artificial intelligence, 
should therefore be prioritized.

Beyond the military domain, President Macron 
has already tasked his prime minister with elab-
orating a national resiliency strategy, one that 
incorporates space resiliency. This inter-departmental 
project will lead to a better understanding of space 
dependency through a space blackout exercise and the 
elaboration of an interdepartmental space doctrine.

In France, space resiliency is quite different 
from space defense. That is why it is also important 
to discuss space defense before defining an effective 
C2 structure. The Department of Defense has the 
authority to command and control military space 
operations to defend their own satellites; how-
ever, does it also bear responsibility for protecting 
commercial ones? This is not clear in the written 
prerogatives defining the Space Defense Strategy. 
This observation illustrates the need to clarify the 
legislation governing the action of the state in space. 
This is also why improvement of the command and 
control structure is closely linked to this topic. U.S. 
Space Force General B. Chance Saltzman, Chief of 
Space Operations, has clearly identified this link by 
recently stating: “We have a responsibility to secure 
the space domain to defend U.S. service members in 
harm’s way. … A resilient force is one that can with-
stand, fight through, and recover from attacks.”17

 The French military has established two 
higher levels of command: CPCO, considering 
space as a supporting actor in their joint opera-
tions, and the French Space Command, aiming 
to conduct space operations by requesting joint 
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support from the other components. It would be 
interesting to build the operative level of the French 
Space Command so that it would be able to elab-
orate space operations, including joint courses of 
action to achieve shared objectives. In this concep-
tion of space operations, the J-space would remain 
the interface between the Space Force and the Joint 
Operation Center. Enabling joint actions for a 
space operation, they would no longer be in charge 
of the joint effect plan. This transfer of command 
might well improve the French space command and 
control process to attain more efficient effects and 
conduct joint space operations led by space com-
mand and control experts.

Additionally, multinational cooperation 
remains essential to enhance national resiliency 
and to improve our own command and control 
structure. Today, this cooperation looks well 
developed through bilateral and multilateral 
actions. As was recently seen during the official 
meeting between President Biden and President 
Macron, bilateral cooperation with our United 
States partner is essential to bridge gaps in French 
space warfare expertise. The United States has 
a huge advantage in this domain; therefore, the 
French Air and Space Force, especially via its 
Space Command, is very interested in involving its 
officers in space-related PME sharing. The recent 
JPME partnership between the U.S. Space Force 
and Johns Hopkins University may be a good 
opportunity for bilateral cooperation. The main 
goal of this would be to acquire new abilities and 
experience through attending courses and par-
ticipating in space exercises. Today, the National 
Security Space Institute (NSSI) opens its SPACE 
200 course to French students. Upon graduation, 
they are able to apply operational expertise at the 
joint level, gaining a far better understanding of 
resiliency in a contested space environment. In the 
near future, expanding access to the SPACE 300 
course could prove very beneficial in educating 

senior military officers in charge at the strategic 
level. Beyond space courses, participation in U.S. 
space exercises such as the Shriever Wargame 
would allow French military space experts to gain 
firsthand experience in space warfare. 

Regarding the multilateral environment, France 
is included in a quorum of “5 eyes and France/
Germany” under the Combined Space Operations 
(CSPO) initiative. This group of participating coun-
tries is key in the multi-domain space environment 
facing high operational, legal, and capacity stakes. 
It facilitates communications on interoperability 
through materiel capability and space doctrine. In 
the contested domain that space is, and will remain, 
it is also a good way to arrive at shared views on 
major lawfare issues.

Simultaneously, the implementation of the 
NATO Center of Excellence (COE) on Space in 
Toulouse, in the south of France, will be a signif-
icant challenge yet will provide opportunities to 
share experiences and discuss space doctrine. At 
the same time, the evolution of the AJP 3.3 “Allied 
Joint Doctrine for Air and Space Operations” is also 
in progress and may lead to a better comprehen-
sion of joint space stakes, especially those based on 
the expertise of U.S. partners. The evolution of this 
doctrine is essential to further developing military 
integration into the space stakes. For instance, AJP 
3.3 states the need to understand “how military 
space operations can be integrated in military oper-
ations to achieve alliance security objectives,”18 yet 
does not detail how military operations, and other 
“traditional” components, can also be integrated 
into military space operations.

PROPOSITION 05: Define a strong space C2 
structure, from the strategic to the tactical 
level. Explain the role of each space entity, 
especially those among the Space Force 
(Space combatants, capacities) and Opera-
tion Command (Joint strategic effects). 
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PROPOSITION 06: Reinforce space coop-
eration within a bilateral (especially U.S./
FRANCE) or multinational environment to 
develop global space doctrine regarding 
the C2 domain (interoperability) and space 
education sharing, and to reinforce shared 
resiliency through space superiority.

CONCLUSION
We have seen the increased stakes inherent in a 
new space race, whether among the traditional 
great power competititors or emerging countries. 
As today’s space environment is a dual one, split 
between national and commercial issues, it becomes 
all the more important to clearly define the con-
flicting interests and motivations of the public and 
private sectors.

Simultaneously, states continue to develop 
their space strategies, first by establishing new 
military structures such as space forces or com-
mands, then via the consolidation of Professional 
Military Education programs. France is not too far 
behind in this domain and, as a longstanding space 
pioneer, the country continues building its National 
Resiliency Strategy, involving all domains and ser-
vices pertaining to space issues and stakes.

However, France will not be able to meet the 
major challenges ahead on its own. In fact, no 
country will be able to do this, hence the impor-
tance of continuing existing international alliances 
while forging new ones, optimizing space structure 
interoperability and future space operations.

As was recently seen with the Chinese balloon19 
event over the United States, developments both “to 
and in” space are growing increasingly common and 
illustrate the need to anticipate every actor impact-
ing space and its raised stakes, whether diplomatic, 
political, military, or private. Otherwise, traditional 
actors risk being surprised in this new, high-stakes 
space competition.

Based on our research as well as extensive 
discussion with civilian and military experts, we 
grow ever more convinced of how crucial it is to 
reinforce our common interests and strengthen 
our partnerships within space to assure our mutual 
national superiority.

Prepare leaders, develop joint strategy, consol-
idate resiliency. PRISM

APPENDIX 1 – SUGGESTED  
SPACE PROGRAM FOR  
CAREER OFFICERS
As two officers currently finishing our Joint War 
College studies, we would like to propose here what 
we envision as a dedicated PME program to prepare 
and educate future military leaders.

Based on our own tactical and operational 
experience regarding courses existing today, we 
have conceived of a sort of space education timeline 
that we believe would be useful in addressing  
space issues in war and dealing with the stakes 
existing around space C2, especially in a joint and 
strategic environment.

Our paper is, in parallel, based on our own 
involvement in some of the larger joint exercises 
the French military has conducted over the last 
thirty years. For the first time in our military 
history, a space component was engaged in these 
operations. As war college students, we have been 
involved in the different structures of the SPOC 
(Space Operation Center), from the “combat plan” 
division to the “combat operation” one. We have 
learned a great deal regarding domains related to 
space and we have transmitted much advice, based 
on our operational experience, to young space 
experts. The results were remarkable after just 
three weeks, achieving effective knowledge-shar-
ing dedicated to space operations. We are proud 
to have taken part in such operations, and to have 
experienced firsthand the difficulties and issues we 
have identified in this paper.
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Figure 6. Suggested space PME for French career officers
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The conflict between Russia and Ukraine highlights how regional challenges in the military and polit-
ical environment can lead to global challenges in the economic environment. The negative impact of 
the war on Ukraine’s agricultural, minerals, and energy sectors further demonstrates Ukraine’s key 

role in supplying the global community, as well as the need for collaboration between developed and develop-
ing countries in sustaining supply within these key sectors, despite continued tensions. 

This article assesses the impact of the conflict on Ukraine’s production and exports in the agricultural, 
minerals, and energy markets and evaluates the success and failure of recent solutions in sustaining Ukraine’s 
important role, including the Black Sea Initiative. It also examines alternative solutions for production and 
trade, as well as opportunities for further growth. Finally, the article emphasizes the need for international 
cooperation in maintaining the supply and transport of products from Ukraine’s key sectors, which, in turn, 
reinforces the health of the global community and provides the foundation for global security.

UKRAINE’S AGRICULTURAL SECTOR

Ukraine’s Agricultural Exports Prior to the Black Sea Initiative
The conflict between Russia and Ukraine, which began in February 2022, has had a significant impact on the 
global agricultural market. Almost one-third of global exports of wheat and barley and 75 percent of global 
exports of sunflower oil are from Russia and Ukraine. Indeed, 400 million people globally rely on Ukrainian 
food supplies. Unfortunately, the conflict has put a number of countries at risk.1

In 2021 Ukraine exported 10.5 percent of global wheat, of which 40.7 percent was exported to African 
nations and 55.1 percent to Asia. Ukraine’s top nations for wheat exports were Egypt (the largest global 

The Russia-Ukraine Crisis
How Regional Conflicts Impact  
the Global Economy 
By Nayantara Hensel 

Dr. Nayantara D. Hensel is the former Chief Economist for the U.S. Department of the Navy and is the author of The 
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importer), Indonesia, Bangladesh, Turkey, Yemen, 
and the Philippines. Ukraine provided 40 per-
cent of global exports of sunflower oil and seed in 
2021, with the top importing countries including 
India, China, the Netherlands, Spain, and Italy, and 
exported 12.8 percent of global corn. In recent years, 
about 60 percent of the European Union (EU)’s corn 
imports have been from Ukraine.2 

Prior to Russia’s invasion of Ukraine in 
February 2022, Ukraine exported 6 to 7 million tons 
of grain per month. By June 2022, Ukraine’s exports 
had dropped to 2.2 million tons. By July 2022, 
approximately 22 million tons of grain were trapped 
within Ukraine because of the conflict. Almost 
one-third of Ukraine’s corn production is in areas 
occupied by Russia, while one-third of its wheat 
production is in regions that have been affected by 
the conflict—the regions of Donbas, Zaporizhzhia, 
Odesa, and Kherson.3

Russia and Ukraine had different perspectives 
regarding why their exports declined with the onset 
of the conflict. Russia argued that there were obstacles 
to its grain and fertilizer exports due to banking and 
shipping industry sanctions from the West, as well 
as due to the concerns of foreign shipping compa-
nies transporting the exports. Consequently, Russia 
emphasized the need for the lifting of sanctions to sup-
ply global markets with grain, although the sanctions 
did not include food. Ukraine, on the other hand, 
argued that Russia was damaging its agricultural 
infrastructure and fields, as well as gaining control 
of its grain and selling it to Syria instead of Egypt and 
Lebanon, which refused to purchase it. Russia argued 
that exports could resume when Ukraine removed 
the mines in the Black Sea and maritime vessels 
could be checked for weapons. Concerns regarding 
whether Russia would resume exports if mines were 
removed, as well as the degree to which vessels could 
obtain insurance coverage, were key issues.4

Not surprisingly, with the onset of the Russia-
Ukraine conflict in February 2022, wheat prices 

increased by 45 percent during the period of January 
through March 2022, while the price of vegeta-
ble oil increased by over 40 percent and other key 
substances, such as fish, meat, milk, and sugar, 
experienced double-digit price increases, which 
contributed, in turn, to higher global inflation and 
higher prices in restaurants and grocery stores. 
Countries such as Spain that import grain for ani-
mal feed from Ukraine experienced a 10 percent 
increase in the price of grain following the first 2 
days of the attack on Ukraine by Russia. Fears also 
rose that export restrictions by countries to pro-
tect their domestic supplies would further increase 
global food prices. Nevertheless, although the 
Russia-Ukraine crisis caused food prices to increase, 
other factors also drove the price increases in 2021 
and 2022, including poor U.S. and Canadian wheat 
harvests, the damage from droughts in Brazil on 
soybean harvests, the impact of droughts in the 
Horn of Africa, and the impact of significant heat 
waves on Indian wheat in March 2022.5 

Impact of the Conflict on Ukraine’s 
Agricultural Farmland 
The Russia-Ukraine conflict has had a significant 
impact on Ukraine’s agricultural markets, which—
in addition to transportation issues for agricultural 
exports—has led to a reduction in crops in terms 
of both planting and storage. Crop reductions were 
impacted by damaged equipment, as well as shortages 
in seed, fertilizer, and labor. Indeed, Harveat—one 
of Ukraine’s key agricultural firms—had 98,000 
acres destroyed in the Donetsk region, while other 
agricultural firms, such as AgroGeneration, Kernel, 
UkrLand Farming, and Agroprosperis, experienced 
significant financial losses.6

Data from the United Nations (UN) Food 
and Agriculture Organization (FAO)’s nationwide 
survey of Ukraine’s agricultural sector in January 
and February 2023 provided insights regarding 
agriculture in Ukraine, including the front-line 
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regions in the northeast, east, and southeast. About 
93 percent of Ukrainian crop-producing agricul-
tural enterprises experienced higher production 
costs and almost 90 percent experienced reduc-
tions in revenue since the conflict began; over 80 
percent of those with higher costs indicated cost 
increases of over 25 percent. Over three-quarters 
of livestock-producing agricultural enterprises 
experienced higher production costs, while over 
60 percent experienced declining revenue. The 
crop producers were challenged by difficulties in 
accessing fertilizers, seeds, and pesticides, while 
livestock producers faced shortages in vaccines 
and feed. Both crop and livestock producers faced 
challenges in accessing markets and in handling 
substantial fuel and electricity price increases, 
which were reflected in the losses and damage of 
$3.8 billion ($2.71 billion in crops and $1.13 billion 

in livestock). As a result, nearly 40 percent of the 
agricultural firms followed strategies of diversify-
ing their businesses and using smaller amounts of 
fertilizers, pesticides, and seeds, as well as finding 
different output markets. Indeed, 28.6 million acres 
of land were planted with grain in 2022, which 
was a significant decline from 40 million acres 
in 2021. Moreover, the costs of transportation of 
grain, which were four to six times greater than 
prior to the conflict, made grain production more 
costly such that farmers seeded less. Estimates as of 
May 2023 suggested that 40 percent less wheat was 
seeded in 2023 than in 2022.7

Agricultural activities were particularly chal-
lenging for those dealing with contamination of 
portions of farmland with unexploded ordnance; this 
affected 12 percent of agricultural firms. Over 60 per-
cent of the damage occurred in the front-line regions. 

Burnt wheat field in Illinivka, 2023-07-17 (Wikimedia Commons).



PRISM 10, NO. 4 FEATURES | 105

 THE RUSSIA-UKRAINE CRISIS

Not surprisingly, while almost 8 percent of livestock 
and crop producers in Ukraine ceased operations, 
almost 90 percent of them were in the front-line 
areas. Moreover, various types of agricultural firms 
experienced closures—for example, between 2021 
and 2022, the number of producers of perennial fruit 
in Ukraine declined by 27.5 percent and the num-
ber of pasture-oriented producers declined by 20.4 
percent. Front-line regions experienced decreases in 
grain and vegetable oil crops of 19 percent, compared 
to the western and central regions, both of which 
experienced minor increases of 2 percent. Ukraine’s 
southern Kherson province was among the most 

heavily mined, but it has also been among the greatest 
areas of Ukrainian wheat production.8

Table 1 highlights the reduction in Ukraine’s 
wheat, coarse grains, and oilseed production relative 
to the growth in Russia’s production. 

As efforts continued in 2022 to lessen the block-
age of Ukrainian exports, much of Ukraine’s grain 
remained in its silos, and concerns increased regard-
ing crowded storage facilities and continued fighting. 
The destruction of silos in the east and south by the 
Russian military further depleted the silo capacity 
from 75 million tons to 60 million tons, of which 20 
percent was in areas occupied by Russia.9 

Table 1. Russian and Ukrainian Agricultural Products

Source: Underlying data from U.S. Department of Agriculture (USDA) Foreign Agricultural Service. “World Agricultural 
Production,” Circular Series WAP 10-23, October 12, 2023, 24, 27, 28, 37, 38. Data is in million metric tons.
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The Black Sea Initiative
With increasing global food shortages and rising 
prices, the reopening of Ukraine’s Black Sea ports to 
export food was important for the global community. 
The Black Sea Initiative was signed on July 22, 2022, 
by Russia and Ukraine, with the UN and Turkey 
as brokers. It was unusual in that it was the result 
of cooperation between two intermediaries and 
two countries in conflict to enable the shipment of 
humanitarian products, such as food, to countries in 
need and enabled Ukraine to provide around 32 mil-
lion tons of food overseas through a Black Sea corridor 
that was 3 nautical miles in width and 310 nautical 
miles in length. The Initiative allowed resumption 
of Ukrainian exports of grain and other foods. The 
cargo traffic went to and from the Ukrainian ports of 
Odesa, Yuzhny/Pivdennyi, and Chornomorsk. The 
initial duration of the Black Sea Initiative, which began 
on July 22, 2022, was 120 days. It was extended on 

November 18, 2022, for 120 days, then extended again 
on March 17, 2023, for 60 days, and, finally extended 
for a third time on May 18, 2023, for 60 days.10

The Joint Coordination Centre (JCC) was 
created in Istanbul to implement the Initiative. The 
JCC procedures required incoming vessels to be 
inspected off Istanbul to make sure that they were 
empty, then the vessels would traverse the maritime 
corridor to Ukraine for loading of commodities. 
The returning vessels would also be examined at the 
inspection area near Istanbul. Russian naval vessels 
searched incoming and outgoing ships for weap-
ons at the Bosporus Strait, located at the entrance 
to the Black Sea. The JCC also handled the safety of 
the vessels through the monitoring of ships which 
were in radio communication when in range with 
Ukraine and Turkey.11 

The Initiative significantly increased traffic 
through the Black Sea to the global community. 

Table 2. Daily Average Per Month of Inbound and Outbound Inspections of Ukrainian Vessels 
inder the Black Sea Initiative: August 2022 to June 2023

Source of underlying data: UN. “Update from the Office of the UN Coordinator for the Black Sea Grain Initiative,” June 15, 2023.
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Shipments began on August 1, 2022 and by mid-Sep-
tember, 3 million tons of grain had been exported by 
Ukraine while food prices declined. By April 2023, 
the UN suggested that the prices of food had fallen 
over the previous 12 months, partially due to the 
Black Sea grain shipment agreement, as well as to 
strong harvests in Russia and Brazil. Nevertheless, 
many countries continued to face high prices and 
food shortages.12 

As time passed the exclusion of the port of 
Yuzhny/Pivdennyi from the Initiative and the longer 
time spent on inspections led to a reduction in food 
exports from the ports. The daily average of ships 
inspected was less than 5 in April, May, and June 
2023, down from the daily average of 11 inspec-
tions per day in October 2022, as shown in Table 2. 
Moreover, monthly exports were 1.3 million metric 
tons in May 2023, which was a significant reduction 

from the peak of 4.2 million metric tons in October 
2022,13 as shown in Table 3. 

In July 2023, Russia suspended the Black Sea 
Grain Initiative. While fertilizer and foods were 
exempt from sanctions, Russia wanted to end 
restrictions on insurance and shipping that had 
limited its agricultural exports, as well as sanctions 
on Russia’s state-owned agricultural bank. The UN’s 
suggestion of Russia’s creation of a subsidiary of 
Rosselkhozbank, Russia’s state-owned agricultural 
bank, that could use the SWIFT payment system 
(from which all Russian banks had been discon-
nected in June 2022) was not acceptable to Russia, 
which wanted Rosselkhozbank itself be reconnected 
to SWIFT. Moreover, a number of possibilities for 
processing Russian payments for fertilizer and food 
exports through the African Export-Import Bank 
and JPMorgan Chase did not come to fruition. 

Table 3. Ukrainian Exports in Metric Tons Under the Black Sea Initiative: August 2022-June 2023

Source of underlying data: UN. “Update from the Office of the UN Coordinator for the Black Sea Grain Initiative,” June 15, 2023. 
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Russia agreed to restart the Black Sea Initiative only 
if its demands were met. In addition, Russia was 
concerned that its exports of ammonia—an import-
ant fertilizer input—had not begun under the deal; 
however, the UN argued that this was due to a dam-
aged pipeline.14

The Impact of the Initiative 
As of mid-June 2023, the Black Sea Grain Initiative 
had enabled 31,902,478 metric tons of grain and 
other foodstuffs to be exported to 45 countries 
from the 3 Ukrainian Black Sea ports. Although 
Russia argued that the Black Sea agreement sup-
ported the economies of wealthier nations, data 
from the UN’s Joint Coordination Centre indicated 
that 43 percent of Ukraine’s food exports went to 

developed countries and 57 percent went to devel-
oping countries, with the top 10 largest importers 
being (in order): China, Spain, Turkey, Italy, the 
Netherlands, Egypt, Bangladesh, Israel, Tunisia, 
and Portugal. The UN data indicated that 17 mil-
lion metric tons of corn were exported by Ukraine 
under the Initiative, followed by wheat (9 million 
metric tons), sunflower meal (2 million metric 
tons), sunflower oil (2 million metric tons), barley 
(1 million metric tons), soybeans (1 million metric 
tons), and rapeseed (1 million metric tons).15 

Although Russia argued that Ukraine did not 
export more grain to low-income countries (one of 
the reasons why Russia indicated that it would not 
extend the Initiative), data from the Black Sea Grain 
Initiative indicates that 625,169 metric tons of grain 

Table 4. Annual UN FAO Food Price Indices: 2010-2023

Source: Underlying data is from the UN FAO Food Price Indices Data, https://www.fao.org/worldfoodsituation/
foodpricesindex/en, released October 6, 2023, and accessed October 17, 2023 
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were shipped from Ukraine via the World Food 
Programme to Kenya, Somalia, Ethiopia, Sudan, 
Afghanistan, and Yemen between July 2022 and 
mid-June 2023. The World Food Programme had 
received 80 percent of global wheat from Ukraine 
due to the Initiative as of July 2023, which exceeded 
Ukraine’s 50 percent share in 2021 and 2022.16

Table 4 shows the historical trends in the UN 
FAO Food Price Indices, including the substan-
tial increase in prices following Russia’s invasion 
of Ukraine, and the decline in food prices with 
the Black Sea Initiative and with additional global 
efforts to locate other food sources. By July 2023, 
when the Black Sea Initiative was terminated, most 
of the UN FAO Indices showed declines from the 
signing of the Black Sea Initiative in July 2022—the 
FAO Food Price Index declined by 11.7 percent, the 
Meat Index declined by 4.5 percent, the Dairy Index 
declined by 26.4 percent, the Cereal Index declined 
by 14.5 percent, and the Vegetable Oil Index 
declined by 23.1 percent.17

Alternative Routes
Despite the increase in key agricultural exports 
from other countries, Ukraine’s agricultural exports 
have continued to be highly important to the global 
population. Nevertheless, with the termination of 
the Black Sea Initiative, Russia no longer provided 
safety assurances for ships, resulting in the increased 
potential of Russian strikes on Ukrainian ports or 
potential detonations of Russian mines located along 
shipping routes.18 This section discusses possible 
solutions to promote Ukraine’s export capabilities, 
including transit by road, rail, or barge along the 
river to the seaports of other countries.

A key alternative to the Ukrainian ports 
involved shipments by rail. Ukraine had 12 rail 
crossings enabling it to transfer goods to Moldova, 
Romania, Slovakia, Hungary, and Poland. 
Nevertheless, the difference between Ukraine’s 
broad-gauge tracks (1,524 mm wide) and the 

narrower gauge used in Europe (1,432 mm wide) 
made rail transport difficult as freight cars must 
be switched at the crossing point. Moreover, rail 
network capacity constraints resulted in more grain 
remaining in transit countries—Bulgaria, Hungary, 
Poland, Slovakia, and Romania—rather than being 
transported to ports for shipping onward. This 
resulted in their markets becoming oversupplied 
and contributed to sharp declines in local food 
prices, with a negative impact on their respective 
farming sectors. A second alternative involved tran-
sit by trucks; however, trucks often faced delays due 
to the long lines at border crossings.19

Since the beginning of the conflict, some 
Ukrainian products traveled by rail or river barge to 
seaports. The five ports used for Ukrainian exports 
were Reni, Izmail, and Cernavoda on the Danube 
River, and Sulina and Constanta (both Romanian 
seaports) on the Black Sea. Constanta is the largest 
Black Sea port; however, increased Ukrainian trade 
made dock space more limited and put pressure on 
Romanian facilities, since it was also the primary 
outlet for grain exports from Slovakia, Hungary, 
Serbia, Bulgaria, and Romania. About 40 percent of 
the products shipped out of Constanta arrived via 
barges from the Danube River, while the remain-
ing 60 percent were transported by road and rail. 
Izmail, a port in southern Ukraine, is an alternative 
route to the Black Sea ports. When Ukrainian grain 
and other exports reached Izmail, they were placed 
on a vessel which sailed down the Danube River to 
the Black Sea port of Constanta. By late September 
2023, Ukraine had increased its grain exports along 
the Danube River from Izmail and Reni, with 65 
percent of Ukraine’s grain exports going through 
those ports. Nevertheless, the challenges of increas-
ing Ukrainian exports through Romania were also 
driven by attacks from Russian drones on Ukraine’s 
grain areas near the Romanian border and along the 
Danube. As of September 2023, Ukraine also began 
exporting grain through some Croatian ports.20
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Black Sea shipments from Ukrainian ports 
no longer continued to be a significant source of 
Ukrainian exports following the expiration of the 
deal on July 17, 2023, as Russia declared that vessels 
heading to the Ukrainian ports would be consid-
ered “potential carriers of military cargo and party 
to the conflict,”21 stating further that all Black Sea 
cargo ships destined for Ukraine would be con-
sidered military targets. As of September 2023, 
only two ships with grain exports left a Ukrainian 
Black Sea port and traveled successfully through 
Bulgarian and Romanian territorial waters to avoid 
attacks from Russia.22

Russia began targeting Ukrainian ports on July 
18 and continued strikes on the 19th, damaging port 
infrastructure and grain terminals in Chornomorsk 
and Odesa. Russian attack sites also included key 
ports on the Danube, such as Reni, where grain 
silos and hangars were extensively damaged in 
July, August, and September 2023. Damage from 
the August attacks temporarily closed Reni. The 
port of Izmail and Zatoka Bridge, which enabled 
trucks carrying grain to enter Izmail, suffered mul-
tiple drone attacks, including a 3-hour attack on 
September 7 which damaged significant infrastruc-
ture and storage facilities. Attacks on the port of 
Chornomorsk led to the destruction of 60,000 tons 
of agricultural products. As of September 2023, over 
270,000 tons of grain had been destroyed by Russian 
attacks on the Danube ports. Not surprisingly, 
freight rates between Izmail and the Romanian port 
of Constanta doubled between early July and late 
August 2023, as did shipping and insurance costs.23 

Concerns Following the End of the Initiative
When the Initiative ended, global grain prices 
increased. Some analysts suggested that the sus-
pension of the agreement would result in only a 
temporary increase in the prices of food products 
due to the increase in corn and wheat exports by 
other countries, such as Brazil. Others argued that 

suppliers outside of Ukraine could experience 
higher costs for transiting food products to devel-
oping countries due to the greater distances in 
travel which could result in higher food prices for 
those countries. The termination of the Black Sea 
Initiative further reduced sources for World Food 
Programme aid for countries with food shortages, 
such as Afghanistan, Somalia, and Ethiopia. FAO’s 
July 2023 report noted that 45 countries needed 
support and food assistance. Fortunately, Brazil pro-
duced more corn in 2023, and Argentina and Europe 
have been expanding their shipments of wheat, 
which could help to partially balance the decline in 
Ukraine’s grain exports.24 

In contrast to the demand from developing 
countries for continued Ukrainian agricultural 
production, farmers in several EU countries were 
concerned about Ukraine oversupplying their 
agricultural markets and reducing their prices and 
incomes. EU restrictions, which began in May 2023, 

banned imports of Ukrainian maize, rapeseed, 
wheat, and sunflower seeds to Romania, Slovakia, 
Bulgaria, Hungary, and Poland, although the com-
modities could be exported through their countries 
to other countries.25 

The EU Commission decided in mid-Septem-
ber 2023 not to extend its import ban, especially 
since Ukraine promised to introduce an export 
licensing system and to exercise export controls. 
While the five countries were concerned about the 
impact of food oversupply with Ukrainian products 
on prices, Romania, which did not have a unilat-
eral ban prior to the EU’s initiative in May, planned 
to wait until Ukraine provided a plan to limit 
export surges before it put forth a unilateral ban. 
Hungary, Slovakia, and Poland introduced their 
own restrictions on imports of Ukrainian grain. In 
mid-September 2023, Ukraine announced that it 
intended to sue Slovakia, Poland, and Hungary in 
the World Trade Organization regarding their bans 
on imports of key Ukrainian commodities.26
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While Ukraine has been significantly damaged 
in food and livestock production, as well as in access 
to trade routes, there have been some opportunities 
for continued, but slow, progress in its agricultural 
sector. Data from the UN FAO indicated that 20 
percent of the agricultural workers responding to its 
survey on Ukraine’s agricultural industry received 
some form of financial support in the previous 3 to 
6 months, of which over 50 percent of agricultural 
producers in the front-line region received some 
assistance. Indeed, 90 percent of respondents in the 
Donetsk region and over 50 percent of respondents 
in Sumska received some aid. Almost two-thirds 
of the smaller agricultural producers surveyed in 
Ukraine received cash assistance, and almost 30 per-
cent reported receiving pesticides, fertilizers, seeds, 
and other agricultural inputs.27

UKRAINE’S MINERAL AND 
ENERGY SECTORS
While Ukraine has historically been a key global 
producer in the agricultural sector, it has also 
played a strong role in the global mineral and 
energy sectors. Despite significant opportuni-
ties for further development within these sectors, 
growth has been limited by the Russia-Ukraine 
conflicts. This section discusses some of the chal-
lenges and opportunities for Ukraine’s mineral  
and energy industries.

Analyses of Ukraine’s mineral and energy 
sectors suggest that 65 percent of Ukraine’s coal 
deposits, 33 percent of its mineral deposits, 42 
percent of its metals, 20 percent of its natural gas 
deposits, and 11 percent of its oil deposits are now 
controlled by Russia. Russian control of these depos-
its is partially the result of the current conflict and 
the 2014 conflict between Russia and Ukraine, and 
partly from Ukraine’s 8-year conflict in the east 
with Russian-backed separatists. Ukraine has faced 
difficulties in accessing the southern and eastern 
regions with significant resource deposits due to 

the presence of Russian troops. Indeed, between 
February 2022 and the late summer of 2022, 
Russia obtained control of a significant number of 
Ukrainian deposits: 9 oil fields, 14 propane sites, 27 
natural gas sites, 41 coal fields, 2 titanium ore sites, 
6 iron ore deposits, 2 zirconium ore sites, and 1 site 
each of uranium, gold, lithium, and strontium, as 
well as a large limestone quarry used for Ukrainian 
steel production.28 

Challenges and Opportunities for 
Ukrainian Minerals 
Ukraine has a significant minerals sector—it has 
8,700 surveyed deposits with 117 minerals, with 
the value of the deposits ranging between $3 tril-
lion and $11.5 trillion. The Ukrainian Geological 
Survey cited 15 critical metals and minerals of which 
Ukraine has substantial deposits. These include: 
lithium, titanium, cobalt, niobium, nickel, beryl-
lium, tantalum, chrome, molybdenum, zirconium, 
gold, lead, zinc, graphite, and hydrocarbons.29

Ukraine mines a number of critical miner-
als and has continued to do so during the current 
conflict, although its mining capabilities and global 
rankings declined between 2021 and 2022 due to 
the impact of the military conflict in key geographic 
locations. Indeed, of the 18 minerals that Ukraine 
mines, 6 of them showed a decline in production 
ranking. These include: alumina (Ukraine declined 
from eighth globally in 2021 to sixteenth globally in 
2022), clay kaolin (declined from sixth globally in 
2021 to ninth globally in 2022), graphite (declined 
from eighth to thirteenth), manganese concentrate 
(declined from sixth to seventh), titanium sponge 
(declined from fifth to sixth), and titanium rutile 
concentrate (declined from third to fifth). In com-
paring the 12 critical minerals which were produced 
by both Russia and Ukraine, Ukraine showed a 
decline in its ranking of global production in 3 of 
them, while Russia’s ranking in global production 
declined for only 1 of them—graphite.30
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Fortunately, however, Ukraine retained its 
global production ranking for other minerals 
between 2021 and 2022. Ukraine remained the 
fifth largest producer of gallium, the sixth largest 
producer of bromine, the sixth largest producer of 
iron ore, the seventh largest producer of magnesium 
metal smelter products, the ninth largest producer of 
titanium ilmenite concentrate, the ninth largest pro-
ducer of pig iron, the tenth largest producer of peat, 
the eleventh largest producer of clay bentonite, the 
thirteenth largest producer of lime, the fourteenth 
largest producer of raw steel, and the twenty-first 
largest producer of salt.31

Ukraine has a number of deposits that could 
provide opportunities for further development. 
Nevertheless, the locations of the deposits in areas 
of conflict, as well as the limitations on funding and 
labor force, have limited expansion. 

Titanium
Titanium is a key mineral for Ukraine and is 
important in construction of planes, ships, 
machines, and missile technology.32 Ukraine and 
Russia are among the seven countries producing 
titanium sponge. The conflict resulted in Ukraine’s 
titanium sponge production declining from fifth 
globally in 2021 to sixth globally in 2022, while 
Russia remained third globally in production.33 
Moreover, Ukraine’s titanium exports sharply 
declined as a result of the Russia-Ukraine conflict; 
Ukraine experienced an almost 40 percent decrease 
in titanium exports during January through 
October 2022 compared to the previous year.34

Ukraine, unlike Russia, has been a significant 
producer of titanium mineral concentrates includ-
ing ilmenite and rutile. These concentrates are used 
primarily in producing the titanium dioxide pig-
ment which is found in plastics, paper, and paints. 
Prior to the 2022 invasion, Ukraine was Russia’s 
primary source of titanium mineral concentrates, 
which supported Russia’s titanium metal industry. 

Ukraine is tenth in terms of global ilmenite reserves 
and was ninth in ilmenite production in 2021 and 
2022. Ukraine is fourth in terms of global rutile 
reserves; it tied for third in rutile mine production in 
2021 but declined to fifth globally in 2022. Russia is 
not a significant producer of ilmenite or rutile.35

The 32 blocks and fields of titanium ore in 
Ukraine are in the north, northeast, and south-cen-
tral regions. Only a quarter of the total reserves in 
the form of heavy mineral sands deposits are being 
mined, while the remainder is in hard-rock deposits. 
Nevertheless, Russia could take over significant por-
tions of Ukraine’s titanium industry; in the months 
immediately following Russia’s invasion, two tita-
nium ore sites in Ukraine were seized by Russia. 

Moreover, prior to the invasion, in 2021, Russian 
defense companies purchased a 49 percent share in 
Ukraine’s Zaporizhzhia Titanium and Magnesium 
plant and, in December 2021, the CJSC Ukrainian 
Chemical Products company sold its titanium plant 
in Crimea to the Russian company Titan.36

Ukraine, however, plans to further develop 
its titanium industry. The Ukrainian firm Velta 
announced in May 2023 that it would build a metal-
lic titanium powder plant in the United States and 
that it intended to build a titanium mining facility in 
Ukraine after the conflict ends. It is also developing 
a titanium facility in the Czech Republic. Moreover, 
the U.S. defense spending bill in 2022 requested that 
the State Department explore the potential use of 
Ukraine’s titanium.37 

Steel and Iron
Ukraine, which has the fifth largest reserves of 
iron ore, remained the sixth largest producer of 
iron ore and the fourteenth largest producer of raw 
steel in 2021 and 2022,38 although steel production 
declined with the destruction of key Ukrainian 
steel mills when Russia gained control of Mariupol. 
Nevertheless, the largest Ukrainian deposit of iron 
ore in the Kryvyi Rih basin is still under Ukrainian 
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control, despite the shelling. Exports of metallurgy 
ore declined by almost 60 percent between 2021 and 
2022 because of Russia’s seizure of key mining opera-
tions. During the first half of 2023, Ukraine exported 
only 2.5 million tons of metallurgical products, in 
contrast to its exports of nearly 20 million tons in 
2021. The main destinations of Ukraine’s steel and 
iron exports are Slovakia, Romania, and Poland, 
from which they can be further transported.39

Graphite
Graphite is important in the production of elec-
tric vehicle (EV) batteries, as well as brake linings 
and other products. Ukraine has the opportunity 
to become a significant global producer of graph-
ite, as its Zavalievsky deposit is among the largest 
in Europe, although Ukraine’s global production 
ranking declined from eighth in 2021 to thirteenth 
in 2022. While there are six deposits of graphite 

Azovstal iron and steel works, Ukraine, 27th August 2021 (Wikimedia Commons).
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reserves, currently only one is under production. As 
of August 2023, Russia had control of two graphite 
deposit sites, although four other graphite deposit 
sites remain under Ukrainian control.40

Lithium
Ukraine is estimated to hold 500,000 tons of 
lithium oxide—among the largest deposits in 
Europe—which is also important for EV batteries. 
Nevertheless, because of the conflict with Russia, 
the deposits have not been mined. Ukraine’s key 
sources are in the south central and southeast 
regions—Polokhivske field and the Dobra block 
in the Kirovohrad region, as well as two fields 
which are near/at the front lines of the conflict—
Shevchenkivske field in the Donetsk region and the 
Kruta Balka block in the Zaporizhzhia region.41

Rare Earths, Global Phosphate Ore and 
Co-Products
The deposits of rare earths, which are used in a 
variety of defense and non-defense products, are in 
Ukraine’s northwest, southeast, and south-central 
regions. As of August 2023, however, Russia had con-
trol of three Ukrainian rare earth deposits sites. The 
Novopoltavske deposit in southeast Ukraine, which 
was discovered in 1970, is among the largest global 
phosphate ore deposits, and it also contains co-prod-
ucts of rare earth elements, tantalum, niobium, and 
strontium. While there is no extraction of the signif-
icant sand and hard rock deposits of scandium and 
zirconium, which are also co-products, the six depos-
its of beryllium, tantalum, and niobium have some 
non-commercial production in the Malyshevske and 
Vovchanske fields in southeast Ukraine.42 

Zinc, Lead, and Polymetallic Deposits
Although Ukraine does not have production 
plants for zinc, copper, and lead concentrates, it 
does extract zinc, lead, and their alloys through 
metallurgical processing of materials containing 

lead. Zinc and lead reserves are largely located in 
polymetallic deposit ores. The polymetallic fields 
and blocks are in the southwest and south-central/
southeast regions of Ukraine. Production is carried 
out in the Muzhiyivske field in southwest Ukraine, 
although there are seven fields. Twenty-year licenses 
for exploration and production have been for sale 
through e-auctions.43 

Additional Key Minerals
Ukraine has deposits of a number of other key 
minerals but with only limited domestic produc-
tion. Among Ukraine’s estimated reserves of other 
important minerals are: cobalt (8,800 tons), chro-
mium oxide (453,000 tons), and nickel (215,000 
tons), as well as measured/indicated resources of 
copper (95,000 tons) and chromium oxide (3.1 
million tons). A significant share of explored 
and potential areas of nonferrous metals is in the 
Ukrainian Crystalline Massif and in the northwest 
and south-central regions. Although Ukraine does 
not currently produce copper, the Ukraine Volyn, 
Zhytomyr, and Rivne regions have 150 copper 
deposits. In addition, Ukraine has 12 silicate nickel 
fields that contain cobalt.44

Potential Solutions for Development of 
Ukrainian Minerals
Despite the challenges faced by Ukraine in its 
conflict with Russia, Ukraine has significant oppor-
tunities in raw materials in key regions that can 
be further developed with increased funding and 
through collaboration with other countries. Ukraine 
signed a Memorandum on Strategic Partnership in 
the Raw Materials with the EU in July 2021, which 
increased the confidence of global mining com-
panies to begin applying for exploration permits. 
In late 2021, Ukraine began auctioning explora-
tion permits for reserves of lithium, nickel, cobalt, 
and copper. In December 2022, Ukraine passed 
legislation to increase interest in developing its 
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mineral industries. In addition, for the first time, 
the European Raw Materials Week in November 
2022 included representation of Ukraine, and the 
European Commission and Ukraine held a forum 
for investors to discuss opportunities in the mining 
sector. Furthermore, Ukraine held another invest-
ment forum at the Ukrainian Recovery Conference 
in London in June 2023. Ukrainian President 
Volodymyr Zelensky has encouraged foreign invest-
ment in Ukraine through the Advantage Ukraine 
project, which, as of February 2023, had resulted in 
$9 billion in investment and 50 feasible investment 
projects in energy and mineral fields.45

CHALLENGES AND 
OPPORTUNITIES FOR THE 
UKRAINIAN ENERGY SECTOR
Ukraine has significant deposits in the energy 
sector; however, the development of mining and pro-
duction has been limited by the conflict with Russia. 
Key portions of areas with energy resources are in 
southern and eastern Ukraine, which are at risk 
from Russia’s invasion or are under Russian control. 
These areas contain 72 percent of Ukraine’s natural 
gas, 50 percent of its oil, and most of its reserves and 
production facilities for coal. The bulk of Ukraine’s 
hydrocarbon reserves are in the Carpathian region 
in the west, the Dnieper–Donetsk region in the east 
(which produces 90 percent of Ukraine’s natural 
gas), and the Black Sea–Sea of Azov region in the 
south (which produces 10 percent of natural gas). 
Although Ukraine began a significant oil and gas 
privatization program in 2013, the plan was severely 
limited by Russia’s annexation of Crimea in 2014, as 
well as by military conflict in the Donbas region.46

Natural Gas
Ukraine has the second largest proven gas reserves 
in Europe at 1.1 trillion cubic meters (tcm)—a 0.6 
percent share of global gas reserves. Russia, how-
ever, has 13.6 tcm of natural gas, which is 7.2 percent 

of global gas reserves. Nevertheless, four-fifths of 
Ukraine’s reserves are east of the Dnieper River, 
which runs through the center of the country,47 and 
are thus at risk due to the conflict.

About 30 percent of Ukraine’s domestic gas 
consumption comes from imports. While Ukraine 
had historically imported much of its natural gas 
from Russia, Ukraine ceased natural gas imports 
after Russia annexed the Crimean Peninsula 
and has been importing natural gas from other 
European countries.48

Approximately 70 percent of Ukraine’s domes-
tic natural gas consumption comes from its own 
natural gas production. Although Ukraine and 
Russia have global shares of natural gas production 
of 0.4 percent and 15.3 percent, respectively, it is not 
surprising that both Ukraine and Russia experi-
enced declines in natural gas production between 
2021 and 2022 of 6.6 percent and 11.9 percent, 
respectively,49 due to the EU shifting away from 
Russian gas, the impact of the Russian conflict on 
Ukraine, and pipeline issues. 

Ukraine plays an important role in transiting 
Russian energy exports to Europe. While Russia’s 
use of Ukrainian pipelines provides Ukraine with 
transit fees, it also may have provided Ukraine with 
some protection against airstrikes. Ukraine has 
the largest global natural gas transit infrastruc-
ture. As of 2021, Ukraine’s transportation network 
of natural gas included 13 underground storage 
facilities (the second-greatest storage capacity in 
Eurasia and Europe, with Russia having the great-
est) and 28,000 miles of pipeline. The traditional 
pipeline systems passing through Ukraine are 
the Bratstvo (Brotherhood) pipeline, which trav-
els through Ukraine to Slovakia, then divides into 
two directions to provide natural gas to nations in 
northern and southern Europe; the Soyuz (Union) 
pipeline, which connects Russia’s pipelines to cen-
tral Asia, as well as providing exports to countries 
such as Slovakia, Hungary, and Romania; and the 
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Trans-Balkan pipeline, which traverses Ukraine 
from Russia to Turkey and Balkan countries.50

The Ukrainian gas transmission system 
enabled Moldova and six EU countries to obtain 
Russian gas between July 2022 and June 2023. 
Fifteen billion cubic meters of natural gas (on 
an annualized basis) transited through Ukraine 
during the first half of 2023, of which 12 bcm 
(annualized basis) was transported to the EU and 
2.6 bcm was transported to Moldova. In contrast, 
an average of 90 bcm annually was transported 
through Ukraine between 2008 and 2019. Austria 
obtained the greatest volume of 5.1 bcm of Russian 
gas through the Ukrainian corridor, followed by 
Italy (3.5 bcm), Moldova (2.2 bcm), Slovakia (1.8 
bcm), Hungary (0.5 bcm), Croatia (0.4 bcm), and 
Slovenia (0.2 bcm). Not surprisingly, however, the 
volumes on the Ukrainian gas pipelines decreased 
between July 2022 and June 2023, partially driven 
by Russia’s curtailment of supply due to polit-
ical tensions, fewer gas shipping requests from 
European customers along the route, greater use 
of the TurkStream corridor by countries such as 
Hungary, and issues with payment by countries 
such as Moldova.51 

Concerns have arisen regarding the use of 
Ukrainian gas pipelines because of political ten-
sions. In December 2019, Russia’s Gazprom, the 
Gas Transmission System Operator of Ukraine 
(GTSOU), and the Ukrainian gas company 
Naftogaz signed a 5-year contract for Russian gas 
to transit through Ukrainian pipelines. Although 
Gazprom initially paid the fees based on the transit 
volumes under the contract, GTSOU and Naftogaz 
began an arbitration against Gazprom before the 
International Court of Arbitration in September 
2022 due to Gazprom not continuing to pay the 
fees. Not surprisingly, the actual gas volumes were 
lower relative to the volumes under contract: con-
tract volumes were 65 bcm in 2020 and 40 bcm 
each year for 2021 through 2024, while the actual 

volumes declined from 55.8 bcm in 2020 to 41.6 
bcm in 2021 to 19 bcm in 2022.52 GTSOU also halted 
the flow of gas through Sokhranivka in May 2022, 
which was one of two Ukrainian entrance loca-
tions for Russian gas transiting through Ukraine, 
arguing that Ukraine had little control over the 
physical infrastructure in areas occupied by Russia, 
and expressing additional concerns regarding gas 
theft issues. Trade flows through Sudzha, the other 
entrance location, remained fairly stable during the 
second half of 2022, with some changes driven by 
Gazprom’s European customers.53 

The role of the Ukrainian pipelines in Russian 
gas transport faces additional challenges. First, 
the vulnerability of significant areas in which the 
Ukrainian gas pipelines and compressor stations 
are located due to military strikes is a key issue, as 
well as the impact of the potential Russian capture 
of Sudzha, the only operating Ukrainian pipeline 
entrance location. Second, Russian gas shipments 
through Ukraine could be halted either by Russia or 
Ukraine in retaliation against attacks or perceived 
offenses. Third, Russia’s threat of sanctions against 
Naftogaz could become reality, due to Naftogaz’s 
initiation of arbitration proceedings.54 

If the contract were not renewed in 2024, 
European countries would only be able to receive 
Russian gas through the TurkStream entry point  
at Strandzha, which would significantly reduce  
EU gas imports and could lead to higher gas prices 
and further disruptions. While Russia had hoped 
that the NordStream 2 pipeline would replace gas 
transit through Ukrainian pipelines, Nordstream  
1 and 2 were damaged in September 2022 and are 
not operational.55 

The nonrenewal of the contract would result 
in Ukraine losing its transit revenues from Russian 
gas unless it finds new opportunities for transit 
volumes. Naftogaz’s CEO emphasized the need for 
European countries to reduce their consumption 
of Russian gas and highlighted the importance 
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of alternative uses of Ukraine’s significant gas 
transmission infrastructure, storage facilities, and 
reserves in supporting EU countries.56 

European countries have planned to reduce 
Russian gas imports by further developing their 
own liquefied natural gas (LNG) terminals (e.g., 
Germany), as well as obtaining LNG imports  
from other countries (such as the United States  
and Qatar). In addition, many of the countries 
receiving gas flows through Ukrainian pipelines 
have significantly greater import capacity through 
alternative routes, as well as opportunities to switch 
fuels or receive gas from neighboring countries.57 

Oil
Although, as of 2021, Ukraine had 400 million bar-
rels in proven oil reserves, Ukraine largely imported 
petroleum from Belarus, Russia, and Germany. 
Ukraine has one refinery—the Kremenchug 
facility—which uses crude oil imported from 
Kazakhstan and Azerbaijan.58 Ukraine’s oil refin-
ery throughput has decreased significantly over 
the years—in 2011, its throughput was 206,000 
barrels daily; by 2013, it was 85,000 barrels daily, 
and by 2022, it had dropped to 53,000 barrels daily. 
Ukraine’s oil refinery throughput, which had a 
global share of 0.1 percent in 2022, declined between 
2021 and 2022 by 26.7 percent, while Russia, which 
had a global share of 6.8 percent in 2022, declined by 
only 3.3 percent.59

Ukraine’s main role in the oil sector is as a 
transit source for Russia’s exports of crude oil 
through the southern branch of the Druzbha pipe-
line to the Czech Republic, Hungary, and Slovakia. 
In 2022, Russia transported 300,000 barrels of oil 
per day via the Druzbha oil pipeline, providing 
Ukraine nearly $180 million in transit fees from 
the pipeline. Other Ukrainian pipelines transiting 
crude oil include the Samara-Lisichansk pipeline 
and the Nizhnevartovsk-Lisichansk-Kremenchuk-
Odesa pipeline.60

Coal
In 2020, Ukraine had the sixth-largest global coal 
reserves (3.2 percent of global reserves). Although 
it has 151 operating mines, its coal production 
has declined significantly over the years. In 1985, 
Ukraine produced 170 million tons annually; by 
2005, production was down to 61.4 million tons, 
and, by 2015, it produced 30.4 million tons. 

The seizure of coal between 2014 and 2017 by 
Russian-backed separatists in eastern Ukraine led 
to Ukraine importing more coal. While Ukraine 
imported only 20 percent of its coal in 2010, its coal 
imports increased to about 45 percent by 2019. With 
the conflict with Russia beginning in 2022, Ukrainian 
coal production further declined, from 24.9 million 
tons in 2021 to 16.5 million tons in 2022.61

Prior to the 2022 conflict, the bulk of coking and 
thermal coal production in Ukraine occurred at the 
Lviv-Volyn Coal Basin in west Ukraine, the Donetsk 
Coal Basin in east Ukraine, and the Dnieper Coal 
Basin in central Ukraine. Nevertheless, about 30 
billion tons of hard coal deposits with a value of $11.9 
trillion are in areas controlled by Russia, including 
nearly 80 percent of Ukraine’s coal deposits and all of 
its black coal (anthracite).62

Potential Solutions for Hydrocarbons
Despite the challenges faced by the conflict with 
Russia, as well as shortages in funding, Ukraine 
has continued to expand its hydrocarbon areas. In 
addition to relaunching the Yuzivska shale gas site 
in eastern Ukraine, Ukraine e-auctioned 11 conces-
sion licenses between 2020 and 2022. It also plans 
to stimulate the western areas by relaunching the 
hydrocarbon Oleska area and further exploring the 
Volyn-Podillya petroleum area. Ukraine also has a 
large unexplored “Dolphin” natural gas deposit off 
Ukraine’s southern coast in the Black Sea, in addition 
to another large natural gas deposit in the western 
region of Ukraine’s Carpathian Mountains.63
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CONCLUSION
The impact of the Russia-Ukraine conflict on the 
global economy highlights how regional challenges 
in the military and political environment can lead 
to global challenges in the economic environment. 
The interlinkages between developed and developing 
countries in key sectors—agriculture, minerals, and 
energy in particular—emphasize the need for collab-
oration between countries in the wake of increasing 
supply constraints due to these rising tensions.

Ukraine’s traditional agriculture, mineral, 
and energy assets meet important global needs. 
Nevertheless, historic and current tensions with 
Russia have limited Ukraine’s ability to sus-
tain and further develop its production in these 
key sectors, which has had a significant global 
impact. The conflict has led to the destruction 
of Ukrainian farmland; severe limitations on its 
transport through Black Sea ports; challenges in 
transporting products through rivers, highways, 
and non-Ukrainian ports; the capture of important 
mineral and energy deposits; the lack of funding 
and safety for further development of deposits; and 
reduced current and future opportunities for use of 
Ukraine’s vast natural gas transit infrastructure. 

Despite these challenges, Ukraine has 
attempted to find solutions to maintain its critical 
role in the global economy. In an effort to export at 
least a portion of its agricultural products following 
the termination of the Black Sea Initiative, Ukraine 
has increased transit along rivers to Romanian ports 
and continued rail and truck transit to other coun-
tries. It has continued to emphasize exploration and 
mining of key minerals through collaboration with 
the EU to stimulate investor funding, has engaged in 
auctioning concession licenses for energy deposits, 
and has assessed alternatives for its natural gas tran-
sit infrastructure and gas storage capabilities if the 
agreement with Russia is not renewed. 

In conclusion, the challenges from this conflict 
emphasize the importance of the key resources of 
particular countries on global health and economic 
welfare. It further highlights the need for contin-
ued collaboration between countries in providing 
investments to vital sectors, as well as in supporting 
trade routes to transmit important products to the 
global community. Greater cooperation between 
countries can help to sustain global populations and 
industries, which, in turn, provides the foundation 
for global security. PRISM
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In a speech delivered on April 30, 2020, U.S. Secretary of Defense Lloyd Austin reaffirmed that deterrence 
is still the foundation of American defense, but that with the current operating environment, deterrence 
must incorporate all elements of national power. His concept of integrated deterrence goes far beyond 

the traditional nuclear and conventional military deterrence, encompassing a wider range of capabilities and 
stakeholders.1 An understud-
ied and under-researched 
element of this integrated 
deterrence idea is the role 
of special operations forces 
(SOF) as an essential com-
ponent of a multi-layer set 
of deterrence options for a 
nation-state. The inclusion 
of SOF in deterrence derives 
from its utility operating 
in the gray zone, defined as 
the region of “…competi-
tive interactions among and 
within state and non-state 
actors that fall between the 
traditional war and peace 
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Integrated Deterrence
Special Operations Forces (SOF) 
By Kevin D. Stringer 
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the Royal Danish Army’s special forces, the Jaeger Corps, settle in to a German Army 
CH-53 helicopter during exercise Night Hawk 21 on 5 October 2021.
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duality. They are characterized by ambiguity about 
the nature of the conflict, opacity of the parties 
involved, or uncertainty about the relevant policy 
and legal frameworks.”2 This gray zone setting fre-
quently occurs prior to actual war and is a natural 
area for creating deterrent effects in the mind of an 
adversary. The inclusion of SOF in deterrence efforts 
is counterintuitive given that most SOF activities 
are clandestine by nature and purposefully hidden 
from public view to preserve secrecy and safeguard 
specialized tactics, techniques, and procedures. 
However, an appropriate and calculated level of 
visibility on SOF activities can supplement other 
types of measures in enhancing deterrent effects. 
Additionally, since special operations formations 
conduct tactical and operational level actions that 
typically have strategic outcomes, they would 
logically be valuable contributors to national level 
deterrence efforts. 

This article provides a brief theoretical foun-
dation and working definition for deterrence before 
delving into the practical use of SOF for deterrence 
using North Atlantic Treaty Organization (NATO) 
SOF doctrine as a framing mechanism. The exam-
ination offers examples of SOF deterrence activities 
carried out within the three NATO SOF missions 
of military assistance (MA), special reconnaissance 
(SR), and direct action (DA). It then considers the 
risks and opportunities of using SOF for deterrence 
efforts. The objective of the article is to deliver a 
contribution to national security policymakers and 
military leadership that stimulates their practical 
thinking on the application of SOF in a field with 
sparse literature and minimal research. 

DETERRENCE
Deterrence is an important mechanism in interna-
tional relations, and its theories, both nuclear and 
conventional, played a significant role in shap-
ing interstate conflict during the Cold War. The 
changed security environment of the 21st century 

calls for a re-examination of this concept, with the 
goal of adjusting both theory and practice.3 For 
example, the French understanding of deterrence 
only applies to nuclear activities, which is limiting 
in the more ambiguous, 21st century multipolar 
world of great power conflict characterized by 
competition between China, Russia, and the United 
States and its Allies.

The classic definition of deterrence offered by 
Alexander George and Richard Smoke “…is simply 
the persuasion of one’s opponent that the costs 
and/or risks of a given course of action he might 
take outweigh its benefits.”4 This characterization 
emphasizes the strong cognitive and perceptual 
element of deterrence as a psychological effect and 
serves as the foundational operating definition 
for this article. In fact, having sufficient strategic 
empathy to understand the opponent’s psychologi-
cal cost-benefit calculation for an aggressive action 
is a critical element for successful deterrence. With 
this starting point, the challenge is then to deftly 
shape and adjust the adversary’s perception of the 
cost-benefit calculation, and the intended action is 
not taken.5 This shaping action occurs by demon-
strating the three elements of successful deterrence: 
capability, credibility, and communication. In other 
words, the actor “has the technical means to per-
form the operation, demonstrates the willingness to 
employ said capabilities, and ensures that the oppo-
nent clearly understands the parameters of behavior 
and the costs of violating those limitations.”6 
Concerning the last point, deterrence theory holds 
that if the communicated costs are severe enough, 
the threatening activity will be discouraged.7

RAND scholar Michael Mazarr goes further 
and divides deterrence strategies into two categories: 
deterrence by denial and deterrence by punishment. 
The former seeks “to deter an action by making it 
infeasible or unlikely to succeed, thus denying a 
potential aggressor confidence in attaining its objec-
tives, while the latter “threatens severe penalties…
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if an attack occurs.”8 In this second case, clear com-
munication of the tripwire mechanism that would 
trigger the punishment is critical. This step com-
municates the unbearable costs of crossing this red 
line. Recently, the United States and NATO posited 
deterrence by resilience as a subset of deterrence 
by denial, the premise being that building societal 
resilience endeavors to persuade “…an adversary 
not to attack by convincing it that an attack will not 
achieve its intended objectives” because the popula-
tion is able “to withstand, fight through, and recover 
quickly from disruption.”9 For the examination of 
SOF in deterrence activities, this article will apply 
these categorizations supplemented by a distilled 
and synthesized definition of deterrence formulated 
as the prevention of an action by instilling a fear of 
consequences, supported by the tripartite model of 
capability, credibility, and will.10

SOF AS AN ELEMENT OF 
INTEGRATED DETERRENCE
There is little literature on SOF as an element of 
integrated deterrence.11 The 2021 RAND study 
Countering Russia: The Role of Special Operations 
Forces in Strategic Competition noted this deficiency, 
highlighting that while some sources offer ways for 
SOF to enhance conventional deterrence, the rec-
ommendations are often vague and there is a need 
for more specificity and conceptual thinking on the 
employment of SOF in this role.12 This article will 
propose the utilization of SOF for deterrence efforts 
using the NATO SOF doctrine as its guiding frame-
work. For NATO, Allied Joint Publication (AJP)-3.5 
(B), Allied Joint Doctrine for Special Operations is 
the foundational document for NATO SOF and 
defines the SOF core missions as military assistance 
(MA), special reconnaissance (SR), and direct action 

NATO enhanced Forward Presence troops road march through Poland in support of NATO’s defence and deterrence 
measures. US soldier onboard Stryker vehicle.
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(DA).13 While acknowledging that special operations 
are frequently classified and challenging to observe, 
there is still a need for pragmatic, unclassified, and 
thoughtful discussion on the employment of SOF 
as a deterrent. The following sections will elaborate 
on the use of SOF for deterrence in each of these 
distinct mission areas to illustrate potential SOF 
contributions to a multi-layer deterrence campaign. 

MILITARY ASSISTANCE (MA): SOF 
DETERRENCE BY DENIAL AND 
PUNISHMENT
Military assistance encompasses the broad task of 
training, advising, mentoring, and partnering to 
support and enable friendly assets.14 Within this 
mission, SOF can contribute to deterrence by denial 
and punishment through the development of part-
ner SOF, national territorial defense forces (TDF), 
conventional forces, and other volunteer organiza-
tions for comprehensive defense, specifically in the 
establishment of national resilience and resistance 
capabilities. Comprehensive defense is understood 
as an official government strategy which encom-
passes a whole-of-society approach to protecting the 
nation against potential threats.15 

While all populations have the potential to 
resist, this population capability must be devel-
oped in peacetime for effectiveness. If a pre-crisis 
developed resistance organization does not exist, 
it cannot deter an aggressor.16 In many countries, 
volunteer territorial defense forces, also known as 
national guards or home guards, have a central role 
in this process. In peacetime, these forces contrib-
ute to societal resilience through crisis response 
work and civil population engagement, while during 
an occupation, TDF are cross-cutting and core 
contributors to all the classic resistance compo-
nents—underground, auxiliary, and guerrillas.17 
In the pre-crisis phase, national or allied SOF can 
train and advise territorial defense forces in core 
resistance activities such as subversion, sabotage, 

and guerrilla warfare. This MA helps to build “a 
whole-of-nation, government-led resistance capa-
bility which provides ways to coerce, disrupt, and 
potentially defeat an occupier in wartime.”18 These 
resistance capabilities, both overt and clandestine, 
can make an occupation untenable and thereby 
affect adversary cost calculations to deter aggres-
sion. Such a resistance organization is not only a 
viable response to an incursion, but it should be 
considered a gray zone deterrence option, com-
plementary and amplifying to conventional and 
nuclear deterrents. 

Metaphorically, SOF feed and care for the 
“national resistance porcupine” to make it appear 
larger and more indigestible, thereby deterring 
aggressors. Credible and strategic communication 
is essential to ensuring the adversary views it as a 
porcupine and not a smaller hedgehog. This utili-
zation of SOF in its MA role appears to be the most 
effective use of its unconventional warfare expertise, 
while also providing the greatest deterrent value 
against revisionist powers within a comprehensive 
defense national framework. This model is currently 
being used with encouraging results in the Baltics, 
Poland, Georgia, and other Eastern European coun-
tries, where national or allied SOF develop territorial 
forces and their resistance capabilities to augment 
overall deterrence measures and provide national 
defense options. 

SPECIAL RECONNAISSANCE: SOF 
DETERRENCE BY DENIAL VIA 
AMBIGUITY OR PUNISHMENT
The second SOF mission for deterrence consider-
ation is special reconnaissance. NATO doctrine 
describes it as “reconnaissance and surveillance 
activities conducted as a special operation in, but not 
limited to, hostile, denied, or diplomatically and/or 
politically sensitive environments to collect or verify 
information of strategic or operational significance, 
led by SOF using distinct techniques and modes 
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of employment.”19 These activities, carried out in 
sensitive regions or on the periphery of strategic 
nodes and made partially visible to the adversary, 
can contribute to instilling perceptions of deterrence 
by denial. The objective is not to compromise the 
core SR mission but to provide enough of a “visible 
SOF iceberg” to create anxiety or uncertainty in 
the minds of adversarial decisionmakers that they 
may lack the capabilities to address or suppress an 
opaque special operations threat, thereby increasing 
the costs of their aggressive intent. The use of SOF in 
the SR mode for deterrence also plays upon the mys-
tique of special forces, justified or not, that they can 
conduct successful, high-risk operations that result 
in strategic effects.

Considering strategic empathy and adversary 
military culture, Russia is likely highly sensitive to 
such unknown or ambiguous special operations 
activities occurring on its borders, maritime or 
terrestrial, given its own military culture of indirect 
action that often uses SOF. In fact, using allied SOF 
in this SR role would actually mirror aspects of 
the Russian concept of strategic deterrence which 
relies heavily on proactive gray zone measures that 
include special operations units.20 This Russian 
approach brought success in the Second Chechen 
War (1999-2009) and in Crimea in 2014, and hence 
the Kremlin would be wary of similar allied SOF 
activities occurring under the banner of SR near its 
strategic nodes or borders. 

Concretely in SR mission mode, allied SOF 
units would operate in such maritime locations as 
the Baltic, Black, Caspian, Barents, and White seas 
to create ambiguity of intent and send deterrence 
signals to the Russian military and political leader-
ship as part of their preparation of the environment, 
which includes information gathering, pre-target-
ing groundwork, and the mapping of enemy assets, 
decision-making processes, and infrastructure. 
These activities are holding the adversary’s assets at 
risk by conducting pre-targeting tasks to find and 

fix objectives for rapid finish operations. Similar SR 
actions could occur on land near the Kaliningrad 
enclave, Transnistria, Abkhazia, South Ossetia, or 
along the long Central Asian border. As the article 
“Jomini and Naval Special Operations Forces—An 
Applied-Competition Approach to Russia” noted, 
such “overt activities, amplified by appropriate and 
supporting information operations, …create uncer-
tainty in the minds of adversary leadership, leading 
them to question what…special operations forces 
actually are doing in these sensitive regions.”21 
These doubts are intended to create anxieties that 
will influence the Russian decision-making cal-
culus and enhance an overall multilayer approach 
to deterrence. Because such operations are part of 
the Russian cultural and historical playbook, this 
particular application of SOF serves as a limited 
demonstration of force to communicate seriousness 
and play upon Russian psychology.

DIRECT ACTION: SOF 
DETERRENCE BY PUNISHMENT 
VIA PRE-EMPTIVE STRIKES
According to NATO SOF doctrine, direct action 
(DA) involves “a short duration strike or other 
small-scale offensive action by SOF to seize, destroy, 
capture, recover, or inflict damage to achieve spe-
cific, well-defined and often time-sensitive results.”22 
This SOF mission has strongly characterized the 
Middle Eastern counterterrorist campaigns over the 
last two decades and is the most popularized special 
operations task in public media and even films. 
Several governments have used special operations 
direct action as a deterrence by punishment tool 
against non-state actors, often insurgent or terrorist 
groups, to exact revenge and to send warning signals 
to discourage future actions. This usage usually takes 
the form of pre-emptive strikes against significant 
terrorist actors or installations. A key element for this 
use of SOF in DA deterrence is the clear communi-
cation of “red lines” and the applicable punishment 



128 |  FEATURES PRISM 10, NO. 4

STRINGER

principles prior to the action in order to achieve 
deterrent effect. Two examples, one purportedly 
Israeli and the other American, demonstrate the use 
of SOF DA as a deterrence by punishment measure. 

On January 19, 2010, an alleged Israeli special 
operations team eliminated the Hamas function-
ary Mahmoud al-Mabhouh in a Dubai luxury hotel 
for his killing of two Israeli soldiers in 1989 and 
his role in procuring sophisticated weaponry for 
Hamas activities in Gaza.23 Purportedly, a special-
ized Mossad task unit called “Kidon” (or “bayonet”) 
made up of former Israeli Defence Force special 
operators conducted the strike.24 Although this 
strike was a covert action conducted by a specialized 
intelligence unit, its example illustrates potential 
SOF utilization in the direct action deterrence role. 
Apparently, Mahmoud al-Mabhouh was the ben-
eficiary of a Mossad “Red Page” order, authorized 
by the Israeli prime minister and defense minister, 
for enemies of the state. These orders do not have 
an expiration date.25 In this vignette, a direct action 
strike by covert SOF is used as a strategic signaling 

device designed to dissuade terrorist group ele-
ments from future action. This SOF case fits into the 
broader Israeli concept of deterrence exemplified by 
the 2007 conventional Israeli airstrike on a sus-
pected Syrian nuclear reactor, which was considered 
a “...strategic signal...about deterrence more than 
creating damage.”26 

Similarly, the January 3, 2020, U.S. drone strike 
that killed Qasem Soleimani, head of the terror-
ist-designated Iranian Islamic Revolutionary Guard 
Corps–Quds Force in Baghdad, displayed elements 
of special operations direct action used as a deterrent. 
According to news sources, U.S. SOF sniper teams 
were emplaced at the Baghdad International Airport 
in a direct action backup role in case the Hellfire 
missiles did not destroy their target.27 Already during 
the Bush administration in 2007, U.S. special opera-
tions forces planned a mission to capture Soleimani, 
but senior U.S. leaders declined to approve it.28 As the 
official Department of Defense press release stated 
concerning Soleimani, “This strike was aimed at 
deterring future Iranian attack plans.”29

Nahal’s Special Forces conducted a firing drill in southern Israel with a range of different weapons. The firing course was 
part of their advanced training where they learn to specialize in a certain firearm.
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Naturally, there are significant concerns about 
the effectiveness, risks, escalation, and legality of 
using SOF in such direct action roles for deterrence. 
These themes will be discussed in the following 
section. For great power conflict, discrete and 
selective SOF direct action missions remain an 
option for deterrence signaling after an appropriate 
risk assessment. In light of the current conflict in 
Eastern Europe, possible uses of SOF could include 
the elimination or capture of pro-Russian separat-
ist leaders and politicians in contested areas. Such 
actions, while risking escalation, would potentially 
deter other collaborators from supporting Russian 
subversive elements in disputed regions such as 
Abkhazia, South Ossetia, and Transnistria or those 
in Ukraine’s eastern regions while avoiding strikes 
on actual Russian personnel. There are historical 
precedents for such direct action SOF deterrence 
activities in occupation scenarios. During World 
War II, both the Norwegian and Polish govern-
ments-in-exile authorized targeted elimination 
of turncoats by either special operations forces 
or national resistance cells to deter traitors. The 
Norwegian government-in-exile published a pri-
oritized list of collaborators for elimination, while 
the Polish state established an entire underground 
judiciary for authorizing tasked units to mete out 
justice to betrayers.30

RISKS AND OPPORTUNITIES
According to the definition of deterrence offered 
above, SOF have both the capability and credibil-
ity to contribute to deterrence efforts. The open 
variable is the political will to commit SOF to 
such actions. A political decision to use SOF in 
deterrence must carefully balance risks and oppor-
tunities. For risks, three significant ones emerge: 
escalation; exposing clandestine tactics, techniques, 
and procedures (TTPs); and violating international 
law. Considering these three major risks and map-
ping them against the SOF deterrence missions, 

military assistance seems to be the least problem-
atic while providing good deterrent value in raising 
adversarial cost calculations through heightened 
societal resistance and resilience capabilities. This 
application would mirror the emerging deterrence 
by resilience concept. Special reconnaissance, 
through its generation of ambiguity near sensitive 
objects or regions, runs a medium risk of escalation 
and the potential exposure of TTPs. SOF direct 
action deterrence in the form of pre-emptive strikes 
appears to possess the highest risk level since it 
exposes the initiator to escalation and retribution, 
potentially bares TTPs to scrutiny, and provides the 
grounds for accusations of human rights and inter-
national law violations. 

That said, the use of SOF in deterrence also 
provides opportunities. First, because of their small 
size and low cost, SOF are a cost-effective deterrent. 
Second, the high level of special operator training, 
coupled with organizational capabilities, enables 
a precision and nuanced application of deterrence 
activities in regions and areas sensitive to the adver-
sary. Third, SOF deterrent actions can be easily 
combined with conventional deterrence activities 
such as exercises, shows of force, and rapid deploy-
ments, while also serving as a multiplier or amplifier 
of national deterrence efforts in other domains. 

CONCLUSION
In the pre-crisis or competition phase, SOF can con-
tribute to a multilayer deterrence campaign through 
the conduct of tailored military assistance, special 
reconnaissance, and direct action missions. All three 
SOF tasks have the potential to influence the con-
flict environment and the opponent’s behavior and 
calculus. Military assistance to national volunteer or 
territorial defense forces is most likely the least risky 
deterrence option that can contribute to improved 
comprehensive defense, force readiness, and credible 
resilience and resistance capabilities. These abilities 
warn an aggressor that a military occupation will be 
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both costly and unwinnable. Special reconnaissance, 
which is slightly riskier, increases situational aware-
ness by gathering intelligence and understanding in 
sensitive locations, while transmitting ambiguous 
yet potentially threatening signals to the adversary 
as a limited demonstration of force. Finally, direct 
action through pre-emptive strikes, with pre-com-
municated “red lines,” sends a sharp deterrent 
message that can either influence adversarial deci-
sionmaking to change course or engender increasing 
levels of escalation and retribution. Regardless of 
mission employment and risk levels, SOF offer 

viable gray zone deterrence options that can blend 
readily with conventional and even nuclear deter-
rence efforts. In the deterrence role, SOF provide 
policymakers with a precise, nuanced instrument 
for creating deterrent effects which “are strategic 
or political rather than tactical in nature.”31 The 
examples derived from the application of the NATO 
SOF doctrinal framework underpin a perspective 
that SOF can be an integral element of a thoughtful 
and layered national or Allied deterrence effort. This 
application demonstrates the versatility of SOF in 
this era of great power conflict. PRISM
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David Petraeus is perhaps the leading American 
general of his generation. Andrew Roberts is an 
illustrious biographer of wartime leaders, including 
Churchill, Napoleon, George III, Lord Salisbury, and 
the allied Masters and Commanders of World War 
II. Students of military history—whether general 
readers, rising officers, senior NCO’s, or teachers at 
staff colleges—will no doubt want to see what their 
teamwork produced.

PRISM readers appreciate that military his-
tories have taken many forms. Russell Weigley 
related stirring episodes in his The Age of Battles; 
Petraeus and Roberts reference momentous bat-
tles—such as Dien Bien Phu, Ia Drang Valley, the 
Sinai, Shahi Kot Valley, and Fallujah—but are not 
preoccupied by individual engagements. Michael 
Howard’s The Franco-Prussian War offers the clas-
sic story of a campaign; Conflict’s account of the 
Falklands presents a stirring tale, but the authors’ 
priority is to show how campaigns evolved. 

Margaret MacMillan’s War: How Conflict Shaped 
Us explains how violent conflicts have shaped 
societies; Petraeus and Roberts focus instead on 
the challenging learning process of militaries since 
1945. In sum, Conflict is a modern military history 
that reflects the authors’ warning that warfare 
must be understood as a continuous expedition 
of learning and adaptation, as well as a contest of 
arms and strategies.

One can almost hear Petraeus’s voice arguing to 
more traditional colleagues that most of the 150 to 
300 armed conflicts since 1945 have not been state-
on-state wars. Therefore, leaders had better prepare 
for messy fights that blur war and peace. Consider 
how Iran’s strategy today relies on wounding 
attacks just short of provoking a direct U.S. mili-
tary response. The Korean War of 1950–1953 rang 
the warning bell: a brutal conflict short of mutually 
assured destruction, forcing recognition that coun-
tries would need to wage conventional combat under 
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the shadow of possible nuclear escalation—a risk 
that still hangs over Ukraine.

 The authors deploy the Malayan and 
Borneo counterinsurgencies as forewarnings of the 
Vietnam War, a lesson not learned in the 1960s, but 
recalled by Petraeus in his Counterinsurgency Field 
Manual of 2006. Vietnam serves as an example of 
how generals mistook the type of war they were 
waging; fading stars of World War II wanted to wage 
an older campaign of firepower and attrition, but 
their enemy combined conventional assaults and 
guerrilla insurgency to defeat the South Vietnamese 
and erode American will.

The chapter on Iraq presents the backbone of 
the authors’ thesis. They emphasize how the pieces 
of the war-fighting puzzle must fit together. Leaders 
must grasp the nature of their conflict and strategize 
appropriately. Yet commanders must also communi-
cate their plans effectively at various levels—to units, 
national publics, coalitions, and even the wider 
world. Plans will be useless without execution and 
continuous assessment and adaptation. Learning 
will often flow up the chain of command from inno-
vative leaders in the field. For a counterinsurgency 
contest, military leaders need to know the “human 
terrain” of tribes, religions, regions, and local his-
tories and societies. The book includes a copy of 
General Petraeus’s Commander’s Guidance so that 
readers can see how he communicated strategy in 
basic terms all the way to platoon and squad leaders.

The account of Afghanistan feels less certain, 
perhaps because of Petraeus’s shorter experience, 
but also because the authors recognize the difficult 
decisions. Carter Malkasian’s deeply researched 
The American War in Afghanistan suggests that 
the United States and coalition effort always 
faced long odds because of the Taliban’s advan-
tages of Islam and resistance to “occupation,” 
plus Pakistan’s protection of insurgents. Defense 
Secretary Donald Rumsfeld wanted to get out after 
overthrowing the Taliban, but President George W. 

Bush felt an obligation of “nation building.” U.S. 
leaders faced difficult choices about backing local 
leaders, centralized and decentralized authority, 
elections, Pakistan, logistics, and the size of the 
American footprint. Regardless, the authors point 
out that Bush’s government never properly ana-
lyzed the implications or devoted the resources 
to build a self-sustaining Afghanistan. Then it 
took Washington nine years to develop a coherent 
strategy backed by resources. But after almost a 
decade of war, President Barack Obama signaled 
he wanted out, too. The heart of the matter seemed 
to be that if the United States could or would not 
strike an agreement with the Taliban after initial 
battlefield success, America would have to build an 
Afghan force that could hold its own, with appro-
priate equipment and logistics. President Joe Biden 
decided to terminate that 20-year experiment.

Petraeus and Roberts recognize that modern 
wars have also quickened the pace and destructive 
power of combat between massed forces. The Israeli-
Arab Six Day and Yom Kippur wars highlighted 
the superiority of speed, advanced technology, and 
professional experience and training, as well as the 
growing lethality of air power. The U.S.-led coalition 
in the Gulf War of 1990–1991 epitomized the lessons 
learned with sheer intensity, and added an advanced 
course in Coalition Diplomacy, use of overwhelm-
ing force, intelligence, night-fighting, and peerless 
logistics. Yet the other side learns, too: after 1990, 
potential enemies did not want to go head-to-head 
with United States conventional forces in the desert.

Vladimir Putin’s assault on Ukraine returned 
aggressive war to Europe, ending its “holiday from 
history” after 1989. The authors caution that Russia’s 
lunge to conquer its neighbor offers a glimpse of war 
between big powers and a reminder that major wars 
need not be short and decisive. This war of attrition 
requires economic as well as military strategies. 
The warfare tests information systems, industrial 
bases, and shell stockpiles. For now, defense seems 
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dominant. Low-cost surveillance and targeting tech-
nologies require military dispersion—of command 
and control, aircraft, ammunition, maintenance, and 
supply stocks. The Russia–Ukraine war is now a con-
test of wills, with Western resolve in too short supply.

Beijing will scrutinize Putin’s mistakes care-
fully. No one should take the course of large scale, 
complex operations for granted. War and uncer-
tainty are twinned. The authors hope that the 
Taiwanese also learn lessons from Ukraine about air 
and ballistic missile defenses, sea and shore denial 
fire, information warfare and civil defense, mine 
warfare, and resilient critical civilian infrastructure. 
Yet for all the weaponry and technology, Petraeus 
and Roberts continually stress the exponential 
power of leadership, resolve, and morale.

Surveying the land, air, and seascapes of 75 
years of modern war, Conflict highlights a few other 
practical admonitions. Surprise can be a powerful 
force multiplier, yet leaders continue to be aston-
ished by the unexpected. Money spent on deterrence 
is rarely wasted. Air dominance is vital, but not 
sufficient, as witnessed in the Balkan wars; invest in 
the best planes, pilots, and algorithmically-guided 
systems. To be prepared for the next counterin-
surgency mission, the new U.S. Security Forces 
Assistance Brigade (the British nomenclature of a 
Ranger Regiment seems more historically appeal-
ing) should be capable of helping Special Forces to 
advise, assist, and enable local allies. Joint command 
structures need to be streamlined and empowered to 
quicken the adaptation and OODA (observe, orient, 
decide, and act) loops. Military strategy, especially 
in democracies, needs public support at home, 
posing a special challenge for civilian leaders and 
civil-military relations.

The closing chapter anticipates warfare on 
the horizon. The authors observe that in the past 

militaries pioneered new technologies, whereas 
today innovations in the private sector will outpace 
those in the fighting forces. Cyber and space now 
accompany the traditional domains of land, sea, and 
air. Drones and swarms will be matched by sensors, 
electronic jamming, and other countermeasures. 
Robots will be fighting robots, waging algorithmic 
combat. Petraeus and Roberts soberly report that 30 
countries already have robotic, automated weapons 
with which the speed of engagement is too fast for 
the human mind. Military history has transformed 
from tales of champions in single combat to asking 
where humans will fit within the doom loop. As 
this book was released, war flared again in Israel, 
Gaza, and the Middle East. Hamas shocked and 
surprised the technically superior, respected, and 
victorious Israeli Defense Force. Violence and terror 
have erased lines between combatants and civilians. 
Risks of escalation loom. Israel, the United States, 
and other friends of Israel are struggling to integrate 
military and political strategy. The events reinforce 
the authors’ call for adaptive warfare.

Of course, any review needs to suggest missing 
passages for the next edition. The book briefly ref-
erences conflict with organized criminal networks, 
including in Mexico and Central America. Given 
the importance of this violence to U.S. security—
and the U.S. border and immigration—tomorrow’s 
military leaders might benefit from the authors’ 
analogies to counterinsurgency. Similarly, Petraeus’s 
experience with the CIA remains cloaked, probably 
for understandable reasons of clearance. When the 
General assumed the post of CIA Director, some 
watchers of the Agency guessed that he would guide 
the development of a new combat command from 
Langley. Given the fusion of intelligence with the 
modern military arts, we should urge the authors to 
offer insight on that challenge next!
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In the 2007 movie “Charlie Wilson’s War” 
Michael G. Vickers is depicted as CIÀ s in-house 
weapons expert and a master chess player. Although 
he stated multiple times that in real life he does 
not play chess, his more than four decades of ser-
vice in U.S. special operations, intelligence, and the 
Department of Defense demonstrated his genius at 
“playing the strategy game” against multiple adver-
saries across time and space. In his recently published 
memoir By All Means Available: Memoirs of a Life in 
Intelligence, Special Operations, and Strategy, Vickers 
masterfully assesses the most important intelligence 
and special operations missions over recent decades 
including his own roles and impacts. 

Beyond Vickers̀  impressive career as a special 
operator, a CIA clandestine operator, an academic, 
and a high-ranking policymaker (including President 
George W. Bush s̀ Assistant Secretary of Defense 
for Special Operations, Low Intensity Conflict and 
Interdependent Capabilities and President Barack 
Obamà s Under Secretary of Defense for Intelligence) 

and the timeliness of his topic, what also makes his 
book an intriguing subject for review is the early 
praise it has received from many key figures across 
the defense enterprise. For example, Robert M. 
Gates, former Director of Central Intelligence and 
Secretary of Defense, said: “Vickers saw it all, expe-
rienced it all. Readers of his memoir are in for a rare 
treat and a gripping story.” General Jim Mattis, U.S. 
Marines (Retired) and 26th Secretary of Defense, 
stated that Vickers̀ s “unique eyewitness insights 
reveal the passion and wisdom that gained him trust 
across all ranks and throughout Washington.” And 
General Stanley McChrystal, U.S. Army (Retired), 
Former Commander of U.S. and Coalition Forces in 
Afghanistan, described the book as a “monumen-
tal memoir and thoughtful account of a uniquely 
tumultuous period in history. In a compelling nar-
rative, Mike Vickers shares his front-row seat to the 
complex wars of our age.” Such praise sets the bar 
very high for this book and motivated us to give it a 
particularly meticulous and critical read.

By All Means Available: Memoirs 
of a Life in Intelligence, Special 
Operations, and Strategy 

By Michael G. Vickers  
Penguin Random House, 2023 
544 pp. $35.00 
ISBN: 9781101947708

Reviewed by Sandor Fabian and Kevin Stringer

Sandor Fabian (Ph.D) is Chair of Engagements and Kevin Stringer (Ph.D) is Chair of Education at the Irregular Warfare Center.
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To describe the purpose of his memoir and 
set the direction of the book, Vickers lists three 
reasons why he crafted this book in his prologue. 
All three reasons carry the common theme of duty. 
First, Vickers suggests that he had a duty to history 
since he played a central role in “world-changing” 
events. Second, he argues that crafting this memoir 
was also his duty to the American people to inform 
them about the critically important work our intel-
ligence professionals, special operators, and defense 
and national security strategists have done and are 
doing today. Finally, Vickers states that it was also 
his duty to current and future special operators, 
intelligence professionals, and national security 
strategists to pass on to them what he learned over 
his decades long career.

To meet his purposes and present an engag-
ing argument Vickers builds a simple but effective 
structure. He organizes the book into five parts 
(preparation, war with the Red Army, war with 
al-Qaeda, fighting on multiple fronts, and reflec-
tions); the first half follows a chronological path 
while the second half follows a thematic path. 

In the first four parts of the memoir Vickers 
specifically focuses on his service spanning more 
than four decades. He dedicates just the right 
amount of attention to his personal career and 
spends more time on expanded discussion of 
events. He starts his journey down memory lane 
by describing early memories from his years with 
U.S. Special Forces (SF) starting in December 
1973 when he reported to the Special Forces 
Qualification Course. After graduation from the 
course, he rose quite quickly through the enlisted 
ranks and was selected for Officer Candidate 
School (OCS). Vickers graduated from OCS in 
1978 as an infantry officer, then in 1980 from SF 
Officers Course as the distinguished honor gradu-
ate. After his graduation he was deployed to Latin 
America several times where he commanded a 
classified counterterrorism unit. 

Seeking more individual autonomy and 
responsibility and believing that the CIA was the 
best suited for fighting and winning the Cold War, 
Vickers decided to switch his career to CIA clandes-
tine service in 1982. During his 3-year tenure with 
CIA Vickers served as the CIA’s program officer and 
chief strategist for the Afghanistan Covert Action 
Program to force the Soviet army out of the coun-
try. Vickers provides substantial details about the 
program he led in Afghanistan, including the back-
ground on the decision he made to transform the 
program. In the chapters about the program Vickers 
presents a frank discussion about what went right 
and a bit surprisingly, what could have been done 
better. An especially interesting part of the book 
is his assessment of how the United States made a 
significant error when it assumed that Afghanistan 
lost strategic significance after the Soviet Army was 
repelled and defeated. 

Next, Vickers devotes two chapters to an out-
standing overview of the planning, preparation, 
and execution of Operation Neptune’s Spear (the 
operation to capture or kill Osama bin Laden). 
Serving as the Assistant Secretary of Defense for 
Special Operations, Low Intensity Conflict and 
Interdependent Capabilities during most of the plan-
ning phase and then as Undersecretary of Defense 
for Intelligence during the preparation and execu-
tion phases, he has exceptional details on the various 
aspects of this mission and adds immensely to a 
reader’s understanding of this operation. His dis-
cussion includes details about the numerous cabinet 
meetings conducted throughout the different phases, 
the assessment of bin Ladeǹ s conjectured location, 
details of the raid planning and preparation, and the 
ultimate decision to execute the mission.

The analysis of Operation Neptune’s Spear 
concludes the chronological part of the mem-
oir, and Vickers shifts to a thematic approach in 
part four. He provides his personal high-ranking 
government official perspectives on topics like 
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counter-proliferation and counter-narco-insur-
gency; U.S. activities in Iran, Iraq, Syria, Yemen, 
and Libya (calling this part the “Battle for the 
Middle East); and crisis and change in the defense 
intelligence community. And this is where (quite 
surprisingly) the memoir nature of the book pretty 
much ends. Vickers departs from focusing on his 
career and the events of the past and offers an anal-
ysis of the present and future U.S. national security 
challenges in a chapter entitled “Winning the New 
Cold War.” In this chapter Vickers specifically 
points to China and Russia as the primary adver-
saries of the United States in the New Cold War. 
Standing on realist theoretical grounds, Vickers 
argues that this conflict was generated by significant 
changes in the global balance of power, the West̀ s 
failure to fully integrate China and Russia into the 
U.S.-led rules-based international order, and Chinà s 
and Russià s perception that the United States is a 
declining power. He shares his blueprint for a suc-
cessful grand strategy with the readers and argues 
that it is based on five essential elements: the United 
States must restore national unity and resilience to 
the levels of the Cold War, position itself to prevail 
in the competition for technological and economic 
supremacy, execute and win intelligence and covert 
action wars, improve regional and global deter-
rence (if needed, defeat aggression), and transform 
the U.S. institutions and the alliance frameworks 
to meet the requirements of the New Cold War. 
Vickers posits the intriguing concept of escalation 
dominance throughout the book as the cornerstone 
of any successful strategy. Policymakers and mili-
tary leaders would do well to examine the examples 
he offers of when the United States achieved it and 
when it did not. 

The final part of the book focuses on empha-
sizing the lessons Vickers learned (and relearned) 
during his service in intelligence and covert action, 
special operations, and strategy. This part very effec-
tively brings together the key points of the memoir 

and delivers more supporting analysis to emphasize 
their importance. Arguably the most interesting 
part of this section is the two sub-chapters in which 
Vickers warns the readers to remember that suc-
cess is never final and offers his list of ten strategic 
leadership principles. Although some of Vickers 
principles might not relate to everyone, as a group 
they add value to the content of the book.

Vickers̀  memoir has many strengths that make 
it a must-have for many readers̀  bookshelves. First, 
his personal involvement in shaping critical world 
events and his willingness to discuss it in great 
detail are quite remarkable. His candid analysis of 
what worked and what did not is very refreshing, 
especially because his points do not come with any 
sense of bias. He does not shy away from critiquing 
himself. Second, Vickers̀  account is written in an 
engaging, conversational tone, making the reader 
feel like he is sitting next to the author and listen-
ing to his stories. Such tone makes the book easily 
readable for many readers. Third, the book is writ-
ten in a way that carries significant value for special 
operators, intelligence professionals, and senior 
government officials, while it is also an interesting 
and informative volume for general readers who 
want to gain better understanding of world-chang-
ing events and how the world of today came to be. 
The final strength of the memoir worth mentioning 
is the nearly fifty pages long superb, annotated notes 
section adding extra details and helping to better 
understand Vickers̀ s key concepts. It adds a lot of 
value to the experience if readers indeed refer to 
these notes when prompted in the main text. 

No book is without any weakness and Vickers̀  
book is not an exception. Three areas stand out 
for constructive critique. First, memoirs are by 
nature self-congratulatory, yet Vickers would have 
strengthened his manuscript by greater reflection on 
the second and third order effects of his Afghanistan 
operations against the Soviet Union. The blow-
back in regards to al-Qaeda and Pakistan is huge, 
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as documented in books like Ghost Wars by Steve 
Coll. Second, the analysis of the present and future 
U.S. national security challenges section feels quite 
detached from the previous parts of the memoir and 
creates an odd shift for the reader. Third, the author 
makes superficial evaluations of both Trump and 
Biden policy decisions, but the reader is not clear on 
why the actions receive a negative assessment. For 
example, Vickers criticizes Trump’s decision to rede-
ploy operators out of Somalia, labeling it unwise, but 
his substantiation is missing. 

Overall, Vickers offers a masterful and 
engaging account of his remarkable career in By 

All Means Available. He delivered on all three of 
the objectives he described in the prologue. This 
account is much more than a traditional mem-
oir. While it carries the usual characteristics of a 
memoir by re-living the past, it also offers a critical 
analysis of the present, and provides a blueprint 
for achieving success in the future. This book is a 
mandatory read for those who are in the business 
of special operations, intelligence, and strategy 
development. The movie “Charlie Wilson’s War” 
is no longer the primary reference for understand-
ing this patriot and his remarkable career. By All 
Means Available is.
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The Commandant of the Royal Military 
Academy Sandhurst, Major General Z.R. Stenning, 
OBE, in the foreword to Women, Peace and Security 
in Military Operations, writes, this book “should be 
required reading for security professionals.” When 
I was the sole female military student in my war 
college class (2010-2011), I would have appreciated 
a book like this as required reading. I did have the 
great fortune to be taught peace operations by Brent 
Beardsley, General Romeo Dallaire’s personal staff 
officer in Rwanda during the Rwanda genocide. He 
told me women are important. It was the first and 
only time in my military career I heard these words. 

In June 2020, the U.S. Department of Defense 
issued its Women, Peace, and Security Strategic 
Framework and Implementation Plan (DOD 
SSFIP) to ensure “principles are appropriately 
reflected in relevant DOD policies, plans, doc-
trines, training, education, operations, resource 
planning, and exercises” (Intermediate Objective 
1.2). In 2023, according to Tahina Montoya and 

Joan Johnson-Freese, the U.S. Air Force, through 
its Department of the Air Force Women, Peace, 
& Security Strategic Action Plan (DAF WPS), 
“became the military department to establish how 
its services—the Air Force and the Space Force—
would implement WPS.”1 The DAF WPS addresses 
proposed DAF metrics through DAF WPS Objective 
2: “Employ WPS on Operations and Exercises.”2 
For operations, the DAF WPS has one metric: 
“breakdown of metrics for operations . . . by rank 
and gender.”3 The strength of Women, Peace & 
Security in Military Operations is that it goes beyond 
counting. An edited volume, it addresses military 
operations, while also exploring needed analysis, 
education, and training. 

Military operations include the withdrawal 
from Afghanistan in 2021, as well as actions taken 
(and not taken) during the twenty years of interna-
tional military presence in Afghanistan. Evacuating 
hundreds of Afghan cats and dogs while abandon-
ing Afghans, “especially women,” is an issue Sanam 

Women, Peace and Security in 
Military Operations 

Edited by Andree-Anne Melancon and  
Max Thompson 
Howgate Publishing, 2023 
247 pp. $75.99 
ISBN 9781912440436 

Reviewed by Cornelia Weiss

Cornelia Weiss is a former U.S. Air Force Colonel.)



PRISM 10, NO. 4 BOOK REVIEWS | 141

BOOK REVIEWS

Naraghi Anderlini raises in this book’s introduction. 
Anderlini appears to argue that the failure to uphold 
the WPS agenda enabled the Taliban. For example, 
she highlights the connection between the arguably 
“deliberate” failure of Zalmay Khalizad (the U.S. 
negotiator of the agreement with the Taliban) to 
include women in the negotiations and the Taliban’s 
increased targeted killings of women during nego-
tiations. Khalizad is married to the author of Veiled 
Courage: Inside Afghan Women’s Resistance.4 Thus, it 
is unclear why Khalizad appeared to ignore the U.S. 
Women Peace and Security Act of 2017 (WPS Act), 
an Act “[t]o ensure that the United States promotes 
the meaningful participation of women in media-
tion and negotiation processes seeking to prevent, 
mitigate, or resolve violent conflict.”5 The WPS Act 
highlights research suggesting “peace negotiations 
are more likely to succeed and to result in durable 
peace agreements when women participate in the 
peace process.”6 Whether, and to what extent, the 
failure to include women affected and affects mili-
tary operations, as well as the lives of U.S. and other 
military members, is needed research. 

Military operations include peace opera-
tions. An Jacobs and Katerina Krulisova address 
failures of gender mainstreaming in peace opera-
tions, to include the practices of simply resorting to 
“box-ticking.” Steve Maguire uses Judith Steihn’s 
three “I” framework (inertia as well as the failure to 
implement and institutionalize) to address absences 
of operationalized WPS in both UN peace opera-
tions and the British Army. Examining the work 
of Irish Major General Maureen O’Brien, a veteran 
of numerous peace operations and most recently 
the Deputy Military Advisor to the UN Secretary-
General, opens a treasure chest of solutions. Here are 
two. In response to the “culture” excuse by a troop 
contributing country (TCC) for excluding women in 
military police units, General O’Brien informed the 
TCC that including women was the UN culture, and 
if the TCC did not change, the UN would replace 

it; the TCC then determined that including women 
was their culture.7 When observing that women 
were being “corralled” into “engagement” platoons 
simply because they were women (not because of 
their particular qualifications), General O’Brien 
mandated engagement teams were to be composed 
fifty-fifty of trained men and women.8 

Military operations, under WPS, should pre-
vent rape and other forms of sexual violence, to 
include in civil conflicts. Korean Marine Corps 
veteran Changwook Ju, using a data set of the 
years 1980-2009, finds that in civil conflicts “wom-
en’s combat participation in state forces leads to 
the groups’ higher level of wartime rape” and the 
“presence of women combatants decreases the 
prevalence of wartime rape by rebel forces.” Curious 
about which state forces did not exclude women 
as combatants in the 1980s, 1990s, and the 2000s, 
I obtained the data set from its creator, Meredith 
Loken. The data set reveals only four state forces 
not excluding women as combatants: Israel, Liberia, 
Rwanda, and Democratic Republic of Congo/
Zaire; less than 10 percent of the total number 
of state forces included in the data set. The value 
of the data set is that it makes visible state forces 
not committing rape in civil conflicts during this 
time period: Azerbaijan, China, Croatia, Georgia, 
Indonesia (OPM), Lebanon, Liberia, Mali, Morocco, 
Mozambique, South Africa, and the UK. I recom-
mend investigating why these state forces did not 
rape. Factors might include leadership, discipline, 
professionalism, morality, and/or fear of punish-
ment. Such research might also help to end rape by 
state forces outside of civil conflicts—for example, 
the UK in Kenya.9 At minimum, preventing rape, to 
include by state forces in civil conflicts, is a sub-
ject that should be taught in professional military 
education (PME). Yet regarding a paper of mine 
about creating counter-strategies to prevent rape as a 
weapon of war, one U.S. PME peer reviewer admit-
ted: “If the problem resides among the militaries of 
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other nations and the policies they pursue toward 
legitimizing rape, what is it that the U.S. PME insti-
tutions and leadership are expected to do to counter 
such matters? Those listed in the examples . . . are 
rarely, if ever, trained in U.S. PME schools, and there 
is no indication given that this is a similarly system-
atic problem within the U.S. military or its policies.” 

Military operations include military and gover-
nance missions. Given his personal involvement as a 
governance advisor and course curriculum devel-
oper, Spencer Meredith addresses the long history 
of the United States using military forces to govern 
and states the U.S. Army Special Warfare Center 
and School “revised its governance curriculum in 
2019, focusing on governance as a battlefield for 
influence” and legitimacy. I urge military schools 
to include General Douglas MacArthur’s first 
demand for reform to the Government of Japan 
in post-World War II Occupied Japan; that is, the 
“emancipation of women.”10 Preceding UNSCR 
1325 by over a half-century, General MacArthur’s 
women’s emancipation policy provides a blue-
print for implementing WPS. However, to the 
best of my knowledge, paid PME educators fail to 
teach it, to include in U.S. Army PME. Yet General 
MacArthur’s women’s emancipation policy is part 
of U.S. Army heritage. The failure to teach it harms 
military operations. One only needs to read, for 
example, Nadje al-Ali and Nicola Pratt’s What Kind 
of Liberation: Women and the Occupation of Iraq to 
understand how.11 

Military operations include countering 
insurgencies and terrorism. U.S. Air Force Major 
Kelly Atkinson argues the U.S. “hearts and 
minds” approach is transactional, whereas WPS 
is transformational. If we examine the 2006 U.S. 
Counterinsurgency manual (FM 3-24/MCWP 
3-33.5), we find a section titled “Engage the Women, 
Beware the Children,” with the arguably trans-
actional language of “co-opting . . . women.”12 In 
contrast, the drafters of the 2021 validated U.S. 

Counterinsurgency manual (JP 3-24) have excised 
the “co-opting women” language. Instead, JP 3-24 
has a section titled “Females as Insurgents,”13 as well 
as sprinkled language regarding the reintegration 
of women14 and political reform.15 To get to trans-
formational, I recommend the U.S. military include 
Major Atkinson as a drafter of the next iterations of 
the U.S. Counterinsurgency manual. 

Military operations include the cyber domain. 
Alexis Henshaw, whose work on Colombia has 
influenced me, addresses the cyber domain 
through the WPS pillars of participation, pro-
tection, prevention, relief and recovery, and 
institutionalization. Henshaw raises numerous 
concerns. They include the biometric data the U.S. 
military collected on millions of Afghan citizens 
falling into the hands of the Taliban, online radi-
calization and armed attacks, and the harassment 
and discrimination by men against women work-
ing in cybersecurity and the resulting attrition 
of women. The cyber domain also offers positive 
possibilities. Sola Mahfouz (now a quantum com-
puting researcher at Tufts University Quantum 
Information Group), when prevented from attend-
ing school in-person in Afghanistan, completed 
her education without a bricks-and-mortar school; 
she learned online through the Khan Academy.16 
Mahouz also enhanced her English through “an 
online language-learning platform that matches 
language learners with native speakers.”17 She 
needed to learn English for an exam to prove 
English proficiency to attend a U.S. university. The 
stumbling block to her education was a male inter-
viewer at the U.S. embassy in Kabul. He rejected 
her application for a visa to study in the United 
States because “he didn’t believe I was really going 
to America to study.”18 Through the online tools 
of email and Skype, a reporter from The New York 
Times was able to interview her and then publish 
a story about Mahfouz’s plight. Eventually the 
U.S. embassy did issue her a visa. The experiences 



PRISM 10, NO. 4 BOOK REVIEWS | 143

BOOK REVIEWS

of individuals like Mahfouz are a first step in 
demonstrating how the cyber domain can also help 
actualize the WPS pillars.

The book also provides frameworks for 
enhancing operational effectiveness through WPS 
analysis. Whitney Grespin uses the PMEII-PT 
(Political, Military, Economic, Social, Information, 
Infrastructure, Physical Environment, and Time) 
tool as a gender analysis for Djibouti, while also 
examining Cori Flesher’s gender analysis for 
Ukrainian security assistance. Colonel (ret.) Jody 
Prescott and Robin Lovell urge using a socio-eco-
logical system (SES) approach “to better identify 
geographical areas at the highest risk of any com-
pounding effects of armed conflict, climate change, 
and gender inequality.” Prescott and Lovell compare 
the SES approach with NATO’s military gender 
analysis method and argue that the “standard 
NATO gender analysis is not well-suited to analyz-
ing the complex relationships between social and 
environmental factors that characterize the intersec-
tions between armed conflict, gender inequality, and 
climate change and environmental degradation.” 

The book further explores WPS in PME 
and training. In their chapter on education, Max 
Thompson and Andree-Ann Melancon address 
their experiences in integrating WPS in PME at 
the Royal Military Academy Sandhurst. As part of 
their approach, they utilize an academic exercise 
they call “Ex Complex Terrain” to assess conflicts. 
It involves a group Conflict Analysis Report (CAR) 
and a timed, open book individual Human Security 
Individual Assessment (HSIA). According to them, 
the best CARs also “consider CRSV, child soldiers, 

disruptions to health and education services,” and 
human trafficking. The HSIA list of ten metrics 
includes “women and children.” To avoid appearing 
to fall into the “womenandchildren” nomenclature, 
it might be an interesting experiment to instead 
permit students to choose one of the following 
categories: women, men, girls, boys, non-binary, 
trans, and intersex. The chapter’s authors also use 
an exercise they call “Ex TEMPLER’S TRIUMPH” 
in which they insert the WPS agenda. My favorite 
part of the chapter is their caution to “don’t get too 
academic about it – WPS education does not require 
a comprehensive course on feminist and critical 
approaches to IR.” I agree. Using terms that belong 
in the glossary of a WPS book creates cognitive 
overload, to include the words “gender main-
streaming” and “hegemonic masculinities.” Given 
that one misconception about WPS is that WPS 
imposes “Western beliefs on another country,”19 
WPS educators must know, and be able to explain, 
the history of the creation of UNSCR 1325. Namibia, 
not “Western” states, used its position on the UN 
Security Council to create UNSCR 1325.20

This fourth book in the Sandhurst Trends in 
International Conflict series concludes with an 
Epilogue by Baroness (Fiona) Hodgson of Abinger 
CBE, Co-chair of All Party Parliamentary Group on 
Women, Peace & Security and Hon Col 77th Brigade 
Outreach Group. In 2022, the Baroness introduced 
the Women, Peace and Security Bill in the House 
of the Lords.21 As of 6 September 2023, it still is not 
law.22 This book, as the Baroness writes, “serves as 
a reminder of how far we have come, but also how 
much work is still to be done.” 
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The failure of Russia’s initial foray into Ukraine 
in the spring of 2022 and the ensuing war of attri-
tion between Russian and Ukrainian forces is 
already forcing military analysts to rethink long-
standing assumptions about the character of 21st 
century warfare—a task perhaps more urgent in 
Russia than anywhere else. As Tracy German shows 
in her new book on the development of Russian 
military thought, Russia’s early failures in Ukraine 
stemmed not only from an underestimation of the 
Ukrainians’ will to resist and the scale and scope of 
Western support, but also from how Russian mili-
tary thinkers had come to think about the character 
of modern war. As German shows, the Russian 
military has remained wedded to a particular way of 
fighting that failed to account for the ways in which 
a smaller, more nimble enemy could blunt Russian 
firepower and force Russia into a long attritional 
fight that will stress its economic and political order 
as well as its military.

German’s Russia and the Changing Character 
of Conflict was already in the works when Russian 
forces invaded Ukraine en masse in February 2022. 
The book is not, therefore, primarily a postmortem 
on the Russian invasion, though it does provide 
some analysis of what went wrong with the initial 
stages. Rather, the primary task German sets herself 
is to analyze and explain how Russia has prepared 
to fight over the past few decades. Her book is less 
about the reorganization of the Russian military 
itself than about the ideas of the military thinkers 
who have provided the intellectual framework for 
organizational and operational decisionmaking 
in both peacetime and wartime. The first section 
addresses thematic topics, including the Soviet 
legacy, the role of the West as a template, and inte-
grating operational experience from Russia’s own 
wars in Chechnya, Georgia, Syria, and Ukraine. 
The longer second section looks at doctrinal and 
operational debates around such issues as the impact 
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of technology, information operations, and the role 
of proxy forces like the infamous Wagner Group. A 
final chapter raises the question of whether Russia 
learned the wrong lessons, leading it to fight a war in 
Ukraine for which it had not prepared.

A great virtue of German’s book is that it 
surveys the entire landscape of Russian military 
thought. Perhaps surprisingly to Western audiences, 
what Russian thinkers term “military science (voen-
naya mysl’)” remains characterized by very public 
debates between proponents of different ideas about 
the character of war and how Russia should adapt 
to it. In each of her chapters, German shows how 
dominant ideas (for instance, about the importance 
of precision munitions in modern war), emerged 
despite challenges from within the military science 
community. This debate and others like it played 
out in the pages of the publicly available military 
journals that German mined for her research. The 
picture they paint is of an analytic community 
willing to challenge one another, but blind to some 
larger cognitive and conceptual biases afflicting that 
community as a whole.

Among the most enduring forces shaping 
Russian military thought is the legacy of the Second 
World War (which Russians call the Great Patriotic 
War). Even though the USSR was eventually on 
the winning side, the war was disastrous for the 
Soviet Union and its people: much of the war on the 
Eastern Front took place on Soviet territory, and 
around 27 million Soviet citizens lost their lives as a 
result of the war. The war produced a strong “never 
again” ethos among Soviet and, later, Russian think-
ers. Postwar analysts pointed to the Germans’ ability 
to achieve the element of surprise in June 1941 as 
instrumental to their initial success. They conse-
quently emphasized surprise, the need to maintain 
the operational initiative (the “cult of the offensive”) 
and the importance of the initial stages of conflict. 
Soviet/Russian military thinking about defensive 
operations, and about the factors that might allow 

an enemy to resist or parry such an overwhelming 
thrust, were comparatively ignored.

If World War II remains the reference point for 
much of Russian “military science,” the template and 
the mirror against which the Russian military tends 
to compare itself is the United States. The centrality 
of the United States as a reference point is a result 
not just of the Cold War, but also of the more recent 
history of U.S. military interventions, notably those 
against Iraq (1990 and 2003-2017), Yugoslavia (1999), 
Afghanistan (2001-2021), and Libya (2011). Russian 
observers have been impressed by the U.S. military’s 
ability to devastate enemy forces and, at times, topple 
enemy governments while incurring minimal casu-
alties among its own forces (though they seemingly 
paid less attention to the struggles the United States 
subsequently faced confronting insurgents). 

Washington’s ability to dismantle the Iraqi 
military from the air (as it had done a few years 
earlier in Yugoslavia) and march nearly unopposed 
into Baghdad appeared to many Russian thinkers 
a watershed in the history of warfare, inaugurat-
ing what the influential military theorist Vladimir 
Slipchenko termed “sixth generation” warfare. 
According to Slipchenko, sixth generation warfare 
was characterized by its “contactless” nature, with 
an emphasis on airpower, precision munitions, 
cyber tools, and other capabilities to target enemy 
forces without having to engage in bloody infan-
try or armor battles. Meanwhile, Russian forces in 
Chechnya remained engaged in what Slipchenko 
characterized as “fourth generation” mechanized 
warfare similar to World War II. Other Russian 
theorists used different terminology (e.g., “non-con-
tact warfare”), but they were largely in agreement by 
the early 2000s that the fundamental character of 
war had changed, that the United States was at the 
forefront of these changes, and that Russia had to 
quickly adapt. 

Among Slipchenko’s backers were some of 
the key figures in translating the ideas of Russian 
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military theorists into doctrinal and organizational 
reality. They include retired General Makhmut 
Gareev, longtime head of the Academy of Military 
Sciences and Slipchenko’s sometime co-author, 
as well as General Valery Gerasimov, chair of the 
Russian General Staff and overall commander of the 
war effort in Ukraine. Gerasimov became notorious 
in the West for his 2013 article “The Value of Science 
is in the Foresight,” which applied many of the ideas 
developed by Slipchenko, Gareev, and others to 
thinking about how Russia should adapt for a world 
of competition with the United States in which 
information and other non-kinetic tools would be 
employed alongside traditional weapons. 

For Gerasimov and his intellectual forebears, 
the focus on information operations and other dark 
arts was less a specifically Russian way of war (there 
is no Gerasimov Doctrine, in other words), but 
rather a diagnosis of the character of 21st century 
war and a prescription for Russia on how to fight it. 
One of Gerasimov’s major theses was that “the role 
of non-military means of achieving strategic and 
political goals has grown, and in many cases, they 
have exceeded the power of force of weapons in their 
effectiveness.” Recognizing that it was not just the 
military that determined how and for how long a 
war would continue, Gerasimov prioritized mea-
sures that would undermine social cohesion and the 
will to fight among members of the government and 
society at large. 

Here too, Gerasimov (and his intellectual 
progenitors) was drawing on a Soviet legacy. What 
had changed, however, was the increasing infor-
matization of modern societies. Gerasimov noted 
that the United States had been able to paralyze 
Iraqi decisionmaking through information and 
cyber measures even before it started carrying out 
airstrikes against Saddam Hussein’s troops. For 
Gerasimov and other leading Russian thinkers 
the combination of precision weapons and infor-
mation operations offered a package that could be 

deployed in tandem to quickly paralyze the ability 
of an enemy to continue the fight. Russian mili-
tary planning came in the 2010s to emphasize this 
combination, on the assumption that achieving the 
element of surprise and sustaining the strategic ini-
tiative would allow Russia to avoid being drawn into 
a long, grinding conflict like World War II or the 
first Russian war in Chechnya.

Another characteristic of Russian military 
thinking that German emphasizes is the fluid 
boundary between peace and war—and, con-
sequently, the importance that Russia places on 
non- kinetic or grey zone activities as part of its 
toolkit for strategic competition away from the 
battlefield. As German shows, the emphasis on 
information and cyber tools at once harkens back to 
the Soviet notion of “reflexive control (refleksivnyi 
kontrol’)”—shaping an adversary’s decisionmaking 
calculus such that he willingly behaves in the way 
you desire—and stems from a more recent percep-
tion that the United States and other democracies 
are uniquely vulnerable in the information space.

In taking their inspiration from the United 
States, Russian military thinkers looked back not 
only to U.S. military deployments, but also to 
what they saw as U.S.-led or U.S.-inspired efforts 
at regime change using non-kinetic means—spe-
cifically the “color revolutions” that sparked 
regime change in Georgia (2003) and Ukraine 
(2004), as well as the later Arab Spring uprisings. 
Most mainstream Russian thinkers viewed the 
color revolutions not as spontaneous uprisings 
against corruption and misrule, but as deliberately 
engineered campaigns by Washington to trans-
form Georgia and Ukraine into outposts of the 
Euro-Atlantic West. Russian fury about the color 
revolutions produced a whole genre of writing about 
what the military theorists A.N. Belsky and O.V. 
Klimchenko describe as “color revolution engineer-
ing.” Along with other prominent military thinkers, 
Belsky and Klimchenko assert that the United States 
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deliberately provoked the color revolutions because 
Washington remains engaged in a struggle with 
Moscow over control of post-Soviet Eurasia, with the 
United States seeking to isolate and surround Russia 
to prevent its re-emergence as a strategic rival.

Taken aback by not just the color revolutions 
themselves, but what they saw as Russia’s defeat in 
the information space during the 2008 invasion of 
Georgia, Russian military thinkers subsequently set 
out to develop new doctrinal and technical capabil-
ities to ensure Russia would remain at the forefront 
of the “information war (informatsionnaya voina)” 
with the West. Russia’s embrace of information and 
cyber operations is therefore part of a larger strategy 
of confrontation that aims to destabilize adversarial 
states from within and stir up unrest in the way that 
Russian analysts believe the United States did during 
the color revolutions in Georgia and Ukraine.

In the last chapter of her book, German digs 
into the question of how “military science” led the 
Russian military astray in Ukraine. She particularly 
emphasizes how Russia’s top-down military culture 
and emphasis on firepower led Moscow to system-
atically underestimate the importance of intangible 
factors like morale. Ukrainian forces may have 
been outmanned and outgunned, but they had the 
advantage of knowing what it was they were fighting 
for. Ukraine was also able to disaggregate its forces 
and push initiative down to lower levels of com-
mand in ways that vitiated the Russian emphasis 
on paralyzing decisionmaking in the initial phase 
of the war. Unlike how Russia’s own military was 
structured, the Ukrainians did not have a single 

point of failure that Russian artillery, drones, or 
information operations could target. And while 
precision weapons may have been instrumental in 
U.S. combat operations against second-rate armies 
like those of Iraq or Yugoslavia, the efficacy of such 
weapons dropped substantially when confronted 
with robust Ukrainian air defense capabilities (nor 
did Russia have precision munitions in anywhere 
near the quantity that the United States did, limiting 
their use in a protracted conflict). 

The intellectual culture that German describes 
has made the Russian military a formidable force. 
Yet the emphasis on seizing the initiative and apply-
ing overwhelming force created blind spots that led 
commanders and decisionmakers to underestimate 
the difficulties they would face in Ukraine, and 
could prove even more problematic in a conflict 
against a peer force. Despite these failures, German 
is in the camp of analysts who see the Russian 
military as an adaptable organization. Battlefield 
developments in the year-plus since German’s book 
was published seem to support that thesis. The 
war that Russia prepared to fight was not the war 
it ended up fighting in Ukraine. That it has none-
theless adapted in the face of high casualties and 
unprecedented sanctions suggests that it would be 
a mistake to underestimate Russia as an adversary. 
Western analysts will also need to continue pay-
ing attention to debates among Russian military 
thinkers now that they have new experience and 
new information from two years of high-intensity 
combat. It is not just the West that is learning (and 
re-learning) lessons in Ukraine.
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